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1. MACHOPT PABOYEN NPOI'PAMMBbBI JUCIIUTIJIAHBI

IIporpaMMHBIe M IPOrPAMMHO-ANINIAPATHBIE CPEeACTBA O0ecneYeHu s
HHGOPMALMOHHOI 0€301aCHOCTH

1.1. Ob61acTh NpUMeHEHUs POTrPaAMMBbI

PaGouas nporpamma gucuuruinabl «lIporpaMmHble W IporpaMMHO-aIapaTHbIe
cperncrtBa obecnedeHUs: WMHOOPMAIMOHHOW O€30MaCHOCTH» SIBISIETCS YacTbIO
OCHOBHOU mNpodecCHOHAIbHONW 00pa30BaTEeNbHON MPOrpaMMbl B COOTBETCTBHU C
OI'OC mno cnemuanbHoctu CIIO  10.02.05.00ecneuenue uHGOpPMAMOHHON
0e30MacHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM JUIsl OYHOTO OOy4Y€HHUsl CTYJEHTOB,
UMEIOIIMX OCHOBHOE 00111ee 0Opa3zoBaHue, 1Mo NporpaMme 0a30BOM MOATOTOBKH.
PaGoune mnporpaMMbl JUCUUIUIMH, aJanTHUPOBAaHHbBIE [JIsi OOYy4YeHHUs JHUI[ C
OTPaHUYECHHBIMU BO3MOXXHOCTSMH  3JI0POBbs, pa3pabaTbIBalOTCS C Y4ETOM
KOHKPETHBIX OTPAaHUYEHUW 3I0pPOBbS JIUI, 3aYUCICHHBIX B KOJUICIK, U
YTBEPKJAIOTCA B YCTAHOBJICHHOM TOPSIJIKE.

1.2. MecTo aMCHMIUVIMHBI B CTPYKTYpPe OCHOBHOI mnpodeccHoHATbHOIMI
o0pa3oBaTe/IbHOM MPOTrPAMMBI:

VYyeOnass mucummuinHa «[IporpamMmHbie ¥ mporpaMMHO-anmnapaTHbie CpeicTBa
oOecrieyeHus UH(GOPMAIIIOHHON 0€30MacHOCTI OTHOCHUTCS K
npodeccuoHaIbHOMY MOAYJIO «3amuTa HWHPOPMalMd B aBTOMATHU3MPOBAHHBIX
cCUCTeMax  MporpaMMaMH U  NPOTPAMMHO-ANMNapaTHBIMU  CPEJACTBAMU
npodeccruonanpHoro mukia [ICC3.

1.3. Henau u 3aaa4u AUCHUIUVIMHBI — TPeOOBaHHUS K pe3ybTAaTaM OCBOEHHSA
AUCHUTTHHBI

Heabo wu3ydyenusi aucuumiuHbl «[IporpammHble W TpOrpaMMHO-
ammapartHble Cpe/cTBa obecrnedueHus WH(DOPMAIMOHHONW O€30MacHOCTHY SIBISETCA
dbopMupoBaHuE y CTYIASHTOB 3HAHWW W YMEHHHA 110 3aIUTE KOMIIBIOTCPHOM
uH(OpPMAINH C TPUMEHEHUEM COBPEMEHHBIX IIPOTPAMMHO-AIIAPATHBIX CPEJICTB.

3anayamMu M3y4eHus JUCHMILIUHBI SBIISIIOTCA:

— METOJIbl ¥ CPEJICTBA 3aIUTHI UH(POPMAITUU B KOMITBIOTEPHBIX CHUCTEMAX;

— 3al[UTHbIE  MEXaHM3MbI, pEaJu30BaHHbIE B  CPEACTBAX  3alIUTHI
KOMIIBIOTEPHBIX CUCTEM OT HecaHKIMoHupoBaHHOTO noctymna (HC/);

— COBpPEMEHHBIE IporpaMMHO-anmnapaTHbie KOMILJIEKCHI 3aIUThI
nH(pOpMAIIHH;

— TpUMEHEHUE CpEeACTB Kpunrorpaduyeckoi 3amuThl HHPOPMAUA W
cpeactB 3ammtel  oT HCJl nns  pemenus 3agady  oOecriedyeHHs
MH(POpPMAIIMOHHON 0€30MaCHOCTH.

[IpuoOpereHHble 3HAHUSI U HABBIKW MO3BOJIAT CTYAEHTaM padoTaTh B JAOJKHOCTIX
aIMUHUCTPATOPOB KOMITBIOTEPHBIX CETe U aIMUHUCTPATOPOB OE30MACHOCTH.



OcBoenue coaepxkaHus yuyeOHON mucuunianHbl «lIporpamMMuble U TPOrpaMMHO-
anmapatHble  cpeAcTBa  obecrneueHHs ~ MHPOPMALMOHHOM  0€30MacHOCTHY
o0ecreynBaeT JOCTUKEHUE CTYACHTAMHU CIIEYIOIINX PE3YIbTaTOB:

Obuwue Komnemenyuu

OK 01. Boibuparb crocoObl penieHus: 3ajad npoecCHOHANBbHON NeATeIbHOCTH,
MPUMEHUTENIBHO K Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymecTBisaTh MOUCK, aHajdW3 M HHTEpHpeTaluo uHpopmanuu,
HE0OXOIMMOM ISl BBIMOJHEHUS 3a]1a4y podeCcCUOHANBHON JeATENbHOCTH.

OK 03. IlnanupoBaTh U peaqu30BbIBaTh COOCTBEHHOE MNPO(GECCUOHANBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 04. PabGoTarh B KOMJIEKTHBE U KOMaHJe, 3(P(PEKTUBHO B3aUMOJEHCTBOBATH C
KOJUJIEraMu, pyKOBOJICTBOM, KJIMEHTaMHU.

OK 05. OcymecTBiasiTh YCTHYI0O M NUCBMEHHYIO KOMMYHHUKAIIMIO Ha
rOCY/IapCTBEHHOM SI3bIKE€ C YYETOM OCOOEHHOCTEH COIMAJIbHOTO M KYJIBTYPHOTO
KOHTEKCTA.

OK 06. ITposgBisTh rpaklaHCKO-MAaTPUOTHYECKYIO TMO3UIIMIO, JIEMOHCTPUPOBATH
OCO3HAHHOE TIIOBEJICHHE Ha OCHOBE TPAJUIMOHHBIX  OOIIEYEIOBEUECKUX
LIEHHOCTEH.

OK 09. Hcnonws3zoBaTh HH(POPMALMOHHBIE TEXHOJOTMU B MpodeccHoHaIbHON
JESTENBHOCTH.

OK 10. ITonp3oBaThCcs MpodecCHOHANBHON TOKyMEHTallUel Ha TOCYJapCTBEHHOM
Y UTHOCTPAHHOM SI3BIKE.

Ilpogheccuonanvnvie Komnemenyuu

MK 2.1. OcymiecTBisTh YCTAHOBKY U HACTPOWKY OTIEIBHBIX MPOTPAMMHBIX,
IpOTpaMMHO-aNNapaTHRIX CPEJCTB 3alIUTHl HHPOPMAITHH.

MK 2.4. OcymectBiare o0pabOTKy, XpaHeHHWE W Tiepenady HHpopMaIuu
OTPaHUYCHHOTO JOCTYTIA.

MK 2.5. YHuuToXaTh HH(POpPMAIKIO U HOCUTENU WH(OPMAIIUU C UCTIONH30BAHUEM
IPOTPaAaMMHBIX B ITPOTPaMMHO-AIITAPATHBIX CPEJICTB.

B pesynpraTte 0cBOSHUS TUCIUIUTHHBI 00YYarONTUHACS TOKEH YMeTh:

— TPUMEHATH IpOrpaMMHO-aIIIapaTHBIC CpeacTBa obecrieueHus
UH(GOPMAIIMOHHON 0€30MacHOCTH;

— JWArHOCTHPOBATh, YCTPAHIATh OTKAa3bl U o0OecrneunBaTh pabOTOCTIOCOOHOCTD
IpPOrpaMMHO-AIIIAPATHBIX ~ CPEACTB  oOecrmedeHus  MH(POPMAIMOHHOM
0e301acHOCTH;

— omneHuBath A(PGEKTUBHOCTh MPHUMEHSIEMBIX MPOrPaMMHO-AIapaTHBIX
cpeacTB obecniedeHUsT HHPOPMAITMOHHON 0€301TaCHOCTH;

— y4YacTBOBaTh B OOECIICUCHHM Yy4eTa, OOpaOOTKH, XpaHCHHS W IepeaadH
KOH(GUICHIINATIBFHON HHPOpMaIINH;

— TPUMEHATh HOPMATHBHO-TIPABOBBIC aKThl, HOPMATHBHO-METOIUYECKHUC
JTOKYMEHTBI MO  oOecreueHui0  MHQOPMAllMOHHOWM  0e30macHOCTH
MIPOTrpaMMHO-aIIapaTHBIMHU CPEJICTBAMU,



— MHCHOJb30BaTh  KPUNTOrpaUUEeCKHUe CpeacTBAa W METOAbl  3aIIMTHI
uH(popmanuu.

B pe3ynbTare ocBOCHUS AUCUUTUIMHBI O0YYAIOIIHICS TOKEH 3HAThH:

— 0a30BbId  TMOHATHIHBIA  ammapaT B o0jacTM  MHQOPMALMOHHOU
0e30IacHOCTH;

—  (DyHKIMOHHPOBAHHE CUCTEMBI YIIPABICHHUS CPEACTBAMH O€30TIaCHOCTH;

— OCHOBHBIE TUIIBI MOJIETIEH YIPaBICHHUS TOCTYIIOM;

— Metonbl u  (GOpPMBI TPUMEHEHHS MPOrPaMMHO-ANIMAPATHBIX CPENICTB
obecrnieueHus: UHPOPMAITMOHHON OE30MaCHOCTH;

— 0COOEHHOCTH MPUMEHEHHs MPOTPAMMHO-AIMAPATHRIX CPEICTB 00ECTICUeHUS
UHPOPMAIIMOHHON  Oe30macHOCTH B OMNEPAMOHHBIX  CHCTEMaX,
KOMIIBIOTEPHBIX CETAX , 0a3 TaHHBIX;

— TUTNOBBIE CpeICTBA W METONbl  o0ecrmedeHuss  WHGOPMAIMOHHON
0€30MacHOCTH JIOKATBHBIX U TII00ABHBIX BEIUUCITUTEIBHBIX CETAX.

[Ipu peanuzamuu cojepkanus ydeOHOW muctuIuiHbl «lIporpammubie ©
IpOrpaMMHO-aIapaTHBIC Cpe/acTBa oOecrieueHus nH(pOpMAITMOHHOM
6ezonacHoctu» B mpeaenax ocBoeHus OIIOIT CIIO na 6a3ze 0CHOBHOrO 0OIIIETO
o0pa3oBaHUs C TMOJYYCHHEM CpeIHEro oOIero o0pa3oBaHHs ydeOHash Harpyska
CTYyJIEHTOB cocTaBisier 137 4dacoB, U3 HHMX ayauTopHas (oOs3aTeibHas) ydeOHas
Harpy3ka, BKJIIOYas JIGKIIMOHHbIE M TpakTH4eckue 3aHsaTus 116 yacos;
BHEAYJIUTOpHAsI caMOCTOsiTeNIbHAss padoTta cTyneHTtoB 20 yacoB; KoHcyibTanus 1
yac.



2. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI

2.1. O6beM yueOHOI NTMCHUNJIMHBI M BU/bI y4eOHOH padoThI

Bua yyeOHo# padoThI

Oovem uacos

MakcumanbHasi yueOHasi Harpy3ka (Bcero) 137
Oobs3aTesibHAsA ayAMTOPHAA y4eOHAsA HATPY3Ka (Bcero)
B TOM YHCJIE:
TEOPETHYECKOE O0yUeHUE 40
nabopaTtopHbie PadOThHI
paKkTUYECKue 3aHATHUS (B T.4. MPAKTHUECKas MOJITOTOBKA) 76
KOHTPOJIbHBIE PA0OTHI
KYpPCOBOM IPOEKT
KOHCYJIbTalUs 1
CamocTosiTeqibHas paboTa o0y4uaronierocsi (Bcero) 20

B TOM YHUCIIC:

caMoCTosITeNIbHasl paboTa HaJ KypCOBBIM ITPOEKTOM

BHCAYAHUTOPHAA CaAMOCTOATCIIbHAA pa60Ta

IIpomesrcymounas ammecmayusi 8 popme dK3amena




2.2. TemaTu4eckmii IVIaH M coepkaHue JUCHUILIMHBI « [IporpaMMHbIe 1 IPpOorpaMMHoO-annapaTHble CpeACTBA
odecneyeHust UHGOPMALMOHHOM 0e30MaCHOCTH»

HaumenoBanune Conep:kanmne y4eOHOIro MaTepuaJia, 1a00paTopHbie U MPaKTHYECKHE O0bem
pa3jaesioB U TeM padoThI, caMmoCcTOsITe/IbHAS padoTa 00y4aIInXxcs, KypcoBasi padot (IIpoeKT) 4acoB
(eciu npedycmompenvt)
1 2 3
Pa3znen 1. OcHOBHBIE NPUHIMIIBI IPOrPAMMHOI U POrPAMMHO-ANNAPATHON 32U THI HHpopManu
Tema 1.1. Conep:kanmne yueOHOro MmaTepuaJjia 12
IIpeamer u 3agaum | Llenu, 3agaun u coxaepkanve Kypca. OcHOBHbIe NoHATHS. lIpenmer u 3amaun 4
NMPOrpamMMHO- IpOrpaMMHO-aIAPATHON 3alIUThl UHPOPMAITUU. ABTOMAaTU3NPOBAHHASI CUCTEMA.
annapatHoii 3amutbl | Ctpyktypa u  kommoHeHTH AC. Cetu OBM. CrmocoObl  3amuThl
uHopManuu KOH(UEHIINATFHOCTH, 1IEJTOCTHOCTH U 1OCTYMHOCTH B KC.
IIpakTudeckue 3ansitusi/ JlaboparopHblie 3aHATHUSA 6
1. llenu, 3agaun u cogepkaHue Kypca.
2. OCHOBHBIC OHSTHS.
3. [IpeameT u 3a1aun IpOrpaMMHO-ANIaPaTHON 3aIIUTH HH(POPMAIIUH.
4. ABTOMAaTH3UpOBaHHAs CUCTEMA.
5. Ctpykrypa u komnoneHTsl AC. Cetu DBM.
6. CiocoOb! 3amuThl KOHPUACHIIMAIBHOCTH, 1IEI0CTHOCTH U JoctynHocTH B KC.
Kouncyabranumn
CamocTosiTeqibHast padoTa 00y4arOIUXCH: 2
TectupoBaHue, yCTHBIN OIpPOC.
Tema 1.2. Conep:xanne yue0HOro Matepuasia 12
IIpo6aema 3amuthl | [IpoGiiema 3ammTel mporpaMmMHOro obecreueHuss WHPOPMAIMOHHBIX CHCTEM. 4

NMPOrPaMMHOI0

OO6bektbl  3amuThl.  JKU3HEHHBIM LMK  MPOrPaMMHOTO  OOECleUeHHs




o0ecrieyeHnst UH)OpPMAIIMOHHBIX ~ CUCTEM.  TexHonoruueckas U AKCILTyaTallMOHHAs
nHGOpPMaANIMOHHBIX 0e30macHOCTh MporpaMmMHOro ooecrneyeHus. OCHOBHbIE MPUHLHUIIBI 00ECTIEYeHUS
cucTemM 0e30macHOCTH  NpPOrpaMMHOro  oOecreueHusd.  3alura  [MPOrpaMMHOIO
obecrieyeHus1 Kak CHCTeMa HAy4YHBIX TUCIMIUIMH. YSI3BUMOCTH MPOTPAMMHOTO
oOecrieyeHusi.  Yrpo3pl  0€30MAaCHOCTH  MPOTPAMMHOIO oOecrieyeHusl.
Bpenonocueie nporpammbl. HecaHKIIMOHMpPOBaHHbIE HCCIEAOBaHUE U
KOIUPOBAHUE MPOTPAMM.
IIpakTuuyeckue 3anstus/ JlaboparopHbie 3aHATHS 6
1. TIpobiema 3amuThl IPOrPAMMHOT0 0OecredeHus MHPOPMAITMOHHBIX CUCTEM.
2. OOBEKTHI 3aITUTHI.
3. JKu3HEHHBIN MUK MIPOrpaMMHOI0 oOecrieueHruss HHPOPMAITMOHHBIX CUCTEM.
4. Texunomornueckas v SKCILTyaTallMOHHAsA 0€30MaCHOCTH TPOTPAMMHOTO
obecrnieyeHusl.
5. OCHOBHbIE MPUHIIUIIBI OOECTIEYeHHs 0€30MMaCHOCTH MPOTPAMMHOTO
oOecrieueHusl.
6. 3ammra mporpaMMHOro o0ecredeHus Kak CUCTeMa HayYHbIX AUCITUILINH.
7. YA3BUMOCTH MPOTPAMMHOTO O0ECIICUEHUSI.
8. Yrpo3sl 6e301macHOCTH MPOTPAMMHOTO 00ECTIeYSHHUSI.
9. BpenoHOCHBIE TPOTPaMMBL.
10. HecankiroHupOBaHHBIE UCCIEAOBAHNE U KOMTMPOBAHUE MPOTPAMM.
Kouncyabranumn
CamocTosiTeqibHast padoTa 00y4arOMIUXC: 2
TectupoBaHue, yCTHBIN OIPOC.
Tema 1.3. Conep:xanne yueOHOro Mmatepuasia 12
Cranpaprel HopmaTuBHbIE TpaBOBBIE aKThl, HOPMATHUBHBIE METOJIMYECKHE JIOKYMEHTBI, B 4
0e30macHOCTH

COCTaB KOTOPBIX BXOJAT TpeOOBAHUS U PEKOMEHJALMK 1O 3aluTe UHGOpMaluu
IpPOrpaMMHBIMHM U TMPOrPaMMHO-anmnapaTHbIMU cpenctBamu. lIpoduim 3amuTth
IPOTrpaMMHBIX U IPOTrPaMMHO-AIIMAPATHBIX CPEACTB (MEKCETEBBIX SKPAHOB,




CPEICTB KOHTPOJII ChEMHBIX MAIIMHHBIX HOCUTENEeW HH(POPMalUH, CPEICTB
JIOBEPEHHOM 3arpy3Ku, CPeICTB aHTHUBUPYCHOM 3amuThl). CTaHIapThI MO 3aIIUTE
uH(pOpMaIK, B COCTaB KOTOPBIX BXOASAT TpeOOBaHMUS M PEKOMEHAALMH IO
3amuTe HHPOPMalUd TPOrPaMMHBIMU U MPOrPaMMHO-aNapaTHBIMU
CpPEACTBAMHU.

IIpakTuuyeckue 3ansTus/ JlaboparopHbie 3aHATHS

1. HopmaTuBHBIE TPaBOBBIE AKTHI, HOPMATUBHBIC METOJNYECKUE JOKYMEHTHI, B
COCTaB KOTOPBIX BXOJST TPEOOBAHUS U PEKOMEHIAIINHU T10 3aIlUTe
uH(OpMaIMK MPOrPaMMHBIMU U TPOTPaMMHO-aNMapaTHBIMKU CPEJICTBAMHU.

2. Tlpoduiu 3a1uThl MPOTPAMMHBIX M IIPOTPAMMHO-AIIAPATHBIX CPEACTB
(MeXCeTEeBbIX SKPAHOB, CPEICTB KOHTPOJII ChEMHBIX MAIIMHHBIX HOCUTEJIEH
uH(popMaInK, CPEJICTB TOBEPEHHOM 3arpy3KH, CPEJICTB AHTUBUPYCHOM
3aIUTHI).

3. CraHnmapTsl Mo 3ammTe HHOOPMAIIMH, B COCTaB KOTOPHIX BXOAT TPEOOBAHUS U
PEKOMEHIAIUH TI0 3aluTe HHPOPMAITUU TPOTPAMMHBIMHU U ITPOTPaMMHO-
armapaTHbIMU CPEICTBAMM.

4. O0630p HOPMATUBHBIX IPABOBLIX AKTOB, HOPMATUBHBIX METOIUUCCKHIX
JIOKYMEHTOB I10 3aIIUTe HHPOPMAITUH, B COCTaB KOTOPBIX BXOJIAT TPEOOBaHUS
¥ PEKOMEH/IAIMH TI0 3aIuTe HH()OpMaIMK TPOrPaMMHBIMH M IIPOTPAMMHO-
armapaTHbIMU CPEICTBAMM.

5. Pabota ¢ comepkaHueM HOPMaTHBHBIX ITPABOBHIX aAKTOB.

Kouncyabranumn

CamocTosiTeqibHast padoTa 00y4arOIUXC:
TectupoBanue, ycTHbIi onpoc. [TogroToBka nokmnana.

Tema 1.4.
JamunieHHast
AaBTOMATH3MPOBAHHAs
cucreMa

Conep:kanue yueOHOro MmaTepuaJsia

12

ABTOMAaTH3aLIMS npoiiecca 00paboTKH uH(pOPMAIIHH. [lonsitue
ABTOMAaTHU3UPOBAHHON cHUCTeMBbl. OCOOEHHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM B
3amuiieHHoM ucnoiaHeHuu. OcHoBHBIE BUAbl AC B 3alUIIIEHHOM HCIOJHCHHUH.
Metonpl co3mgaHus  0€30MacHBIX CHUCTEM. MEeTOoNOoJoTusl  MPOSKTHUPOBAHUS




rapantupoBaHHo 3ammuieHHbIX KC JluckpennonHele Moaenu. MaHmaTHbie
MOJEIH.

IIpakTuyeckue 3ausitus/ JlaboparopHbie 3aHATHS:

1. ABrtomaTtu3zaius npoiecca o0paboTKu HH(DOPMAIIUH.

2. lloHsTHE aBTOMATU3UPOBAHHOU CUCTEMBI.

3. . OcoOeHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM B 3aIIMIIICHHOM HCTIOJHEHUH.
4. OcHoHble BUabl AC B 3aIUIIICHHOM UCIIOJIHGHUH. METOIbI CO3/TaHUS
0€30MaCHBIX CHUCTEM.

MeTo1010THsl IPOSKTUPOBAHUS TApAaHTUPOBAHHO 3amuIeHHBIX KC
Jnckpenronneie Moaenu MaHIaTHbIE MOJIEIIH.

VYyer, 00paboTka, xpaHeHnue u nepenavya nagopmanuu B AUC
OrpaHuyeHUE TOCTYyIa Ha BXOJI B CUCTEMY.

NnenTudukanys u ayTeHTHPUKAIIHAS TOJTH30BaTEICH

9. Pasrpannuenue pocryma.

10.Peructparnus coObITHH (ayauT).

11.KoHTpoJIb IETOCTHOCTH JAHHBIX

12.YHUYTOX)EHUE 0CTATOYHOU HH(DOPMAITIH.

13.Yupasnenne nonutukoi 6ezonacHoctu. [llabnonsl 6e3onacHocTH

14 Kpunirorpaduueckas 3amura. O630p nmporpamm mudpoBaHusl TaHHbIX.
15.Ynpasnenue nonutukoi 6e3onacHoctu. [1labionbr 6e30macHocTH

o

i

Kouncyabranumn

CamocTosiTeqibHast padoTa 00y4arOMIUXC:
TectupoBaHue, yCTHBIN ONPOC

Tema 1.5.
IpuHUMTIBI
MPOrpaMMHO-

anmapaTHOM 3alUThbI
uHopMalUU OT
HECAHKIMOHUPOBAHHO

Conep:kanue yueOHOro MmaTepuaJjia

12

[ToHsiTHE HECAHKITMOHUPOBAHHOTO J0cTyMa K nHpopmaruu. OCHOBHBIE TIOIXOIbI
k 3ammure uHbopmanuu ot HCJI. Opranmsamus moctyma K (aityiaM, KOHTPOJIb
JNOCTYNa W pa3rpaHUYeHUE JIOCTyNa, HEepapXUYecKuil nocTtyn K (aitnam.
Q@ukcanus goctyna K (aitnam. JlocTyn K AaHHBIM CO CTOPOHBI Mpolecca.
Oco6eHHOCTH 3alllUThI JaHHBIX 0T u3MeHenus. [1ludposanue.




ro 1ocrymna IIpakTnueckue 3ansaTus/ JlaboparopHblie 3aHATHSA: 6
1. Opranuzanus goctyna K ¢aitnam.
2. O3HaKOMJICHUE C COBPEMEHHBIMU MTPOTPAMMHBIMU U IPOTrPAMMHO-
arnmapaTHbIMU cpeacTBamu 3amuThl or HC/I.
3. TloHsiTHE HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HHPOPMALIUU.
4. OcHoBHbIE TOAX0/IbI K 3auiuTe nHpopmanuu ot HCJI.
5. Opranu3zanus 10cTymna K Qaiiam, KOHTPOJIb JOCTYIA U pa3rpaHUyeHUe
J0CTyNa, HepapXxuueckuil 1ocTyI K (daitnam. Oukcanus 1ocTymna K daitnam.
6. Hoctyn Kk AaHHBIM CO CTOPOHBI Mporiecca OCOOEHHOCTH 3aUIUThI JaHHBIX OT
usmenenus. lludposanue.
Koncyabranuu
CamocTosiTeqibHast padoTa 00y4arOmIUXCs: 2
Hoxunan, pazpaboTka Mpe3eHTaluu K JOKJIaay Ha CeMUHape, TOUCK HH(GOpMAaIIH
B CETSIX.
Paznea 2. 3ammra nHpopManum B JIOKAJIBHBIX CETAX
Tema 2.1. Conep:kanmne yueOHOro MaTepuajia 12
OcHoBbl nocTpoenus | Cetu, paboTaromiye Mo TEXHOJOTUU KoMMyTanuu maketoB 14 CTek MpOTOKOJIOB 4
3ammieHHbIX ceTteld | TCP/IP.  OcobOennoctn  Mapmpytuszanud. LlltaTHele  cpemcTBa  3allUThI
uHpopmarmu cteka mportokoioB TCP/IP. CpencrBa wuaeHTH(UKANIUNA |
ayTeHTHU(UKAIMU Ha pa3HbIX ypoBHAX mpotokona TCP/IP, nocronHcTsa,
HEJIOCTaTKU, OTPaHUYECHHSI.
IIpakTuyeckue 3ansatus/ JIaGoparopHble 3aHATHS: 6

1. Cern, paboTaromue o TEXHOIOTUN KOMMYTAITUHU TTAKETOB.

2. Crek npotokojioB TCP/IP. OcobeHHOCTH MapIIpyTH3AIIUH.

3. IlTaTHbIe cpeacTBa 3amUTH HHGOpPMANUU cTeka mpotokosioB TCP/IP.

4. CpenctBa uaeHTU(PUKAINN U ayTEHTU(DHUKAIIMN HA Pa3HBIX YPOBHIX
nporokosia TCP/IP, nocronHcTBa, HEIOCTATKH, OIrPAHUYCHHUS.

5. BupryanbHas yacTHas CETb.




6. DyHKUMU, HA3HAYEHUE, IPUHLUIT TOCTPOCHHUS.

Koncyabranmumn

CaMocTosiTeibHASI BHEAyIUTOPHAs padora:
[ToaroroButhk coobuieHue no reme: KomMmyHukanmonHoe 060py10BaHHE.
TexHomorna TOKaJIbHBIX CETEM.

Tema 2.2.
Cpencrsa
opranu3anuu VPN

Conep:kanme yueOHOro MmaTepuaJjia

12

Bupryanbnas yactHas cetb. OyHK1MM, Ha3HAUYCHUE, TPUHIUT TocTpoenus 10
Kpunrorpaduueckue u Hekpunrorpadpuueckue cpencrsa opranuzanuu VPN.
Yerpoiictra, obpasyromue VPN. Kpunromapiipytuzatop u KpuntopuiabTp.
Kpunropoytep. [IpunHiumnel, apXuTekTypa, MOJEIb HAPYUIUTENS, TOCTOUHCTBA U
Hegoctatku Kpunrodpunerp. [IpuHuumbl, apXxuTeKkTypa, MOJEIb HApYIIUTEs,
JOCTOMHCTBA U HEJIOCTATKH.

IIpakTuyeckue 3ansitus/ JlaboparopHbie 3aHATHS:

1. BuptyanbHas yacTHas ceTb. OQyHKINUH, HA3HAYEHUE, TPUHLUI TOCTPOCHHUS.

2. Kpunrorpaduueckue u Hekpunrorpapuyeckue cpeactsa opranuzanuu VPN.

3. YcrpoiictBa, oopaszyromue VPN. KpunromapiipyTuzaTtop u KpuntoQuibTp.

4. Kpunropoyrep. I[IpuHUUIIBI, apXUTEKTypa, MOJAEIb HAPYIIUTENS, JOCTOUHCTBA
U HEJJOCTATKHU.

5. Kpunrodunetp. [IpuHLUIIEI, apXUTEKTypa, MOJIETh HAPYIITUTEIS,
JIOCTOMHCTBA U HEJIOCTATKH.

Kouncyabranumn

CamocTosiTeqibHAsI BHeAyIUTOPHAasi padoTa:
[ToaroToBuTh coobmEeHNE IO TeMe: KoMmMmyHHKaIMOHHOE 000pyI0BaHNE.
TexHOJIOrHs TOKAJIbHBIX CETEM.

Tema 2.3.
Oob0ecnieuenue
0€30MacHOCTH

Conep:xkanue yueOHOro MmaTepuaJjia

12

Mertoasl 3amuthl MHQOpManMM Tpu  paboTe B CceTsIX OOWEero J0ocTymna.

MesxcereBbie skpanbl Tuna firewall. locronmHcTBa, HETOCTaTKH, peau3yeMble




MeKCeTeBOro nonutukn  OezomacHoctn  OcHoBHble Tumbl firewall. Cummerpuunsie u
B3auMojeiicTBuUS HecumMmeTpuunbie firewall. Yposenr 1. IlakerHbie ¢uabTpel YpoBeHb 2.
OunpTpanus ciyx0, MOUCK KIIOYEBBIX CIOB B TEJIe TTAKETOB Ha CETEBOM YPOBHE.
YpoBens 3.
IIpakTnueckue 3ansaTus/ JlabopaTopHblie 3aHATHSA: 6
1. Metonb! 3auuThl HH(GOPMAIMK NTPU padoTe B ceTsx oliiero gocryna. 16
MexceteBbie 3kpanbl Trma firewall.
2. JIOCTOMHCTBA, HEIOCTATKHU, peaTn3yeMble MONUTUKH Oe3omacHocT OCHOBHEIE
tunsl firewall.
3. Cummerpuunbie u HecummeTpuunbie firewall. Yposens 1. [lakeTHbie
GbunbTpEl YpoBEHbH 2.
4. OunbTparys Ciy)0, MOUCK KIIFOYESBBIX CJIOB B TEJIC TAKETOB Ha CETEBOM
ypOBHE. YPOBEHB 3.
5. Proxy-cepsepa npukiaagHOro ypoBHSI.
6. OnHoxocToBble M MyabTHXOCTOBBIE firewall.
7. OCHOBHBIE THITBI APXUTEKTYp MyIbTHX0CTOBBIX firewall.
8. TpeOGoBaHHS K KaXKIOMY XOCTY HCXOJISI U3 aPXUTEKTYPhI U BBITIOTHSICMBIX
byHKIMA.
9. TpeboBanus 1Mo cepTUHUKAIINA MEKCETEBBIX IKPAHOB
Koncyabranumn
CamocTosiTeqibHAsI BHeAyIUTOPHAasi padoTa: 2
[ToaroToOBUTH MOKIIAM 11O TEME.
Tema 2.4. Conep:kanmne yueOHOro MmaTepuasia 11
HccaenoBanue Ceptudukamus cpencts 3anmuTsl nHPoOpManuu 1mo TpeboBaHUIM O€30MaACHOCTH 2
MPOrPaMMHOI0 napopmanuu. IIpoBepka COOTBETCTBHSI  pEaJbHBIX W  JIEKIAPUPYEMBIX

o0ecreyeHHus HA
npeaMeT OTCYTCTBHSI
HeleKJapUPOBAHHbBIX

BO3MOKHOCTEH

(GYHKITMOHAIBHBIX BO3MOXKHOCTEH. [IpoBepka OTCyTCTBHS HeOEKIApUPYEMBIX
BO3MOXHOCTEW. MeTonbl MPOBEACHUS HUCHBITAaHUNU. [[oKymeHTamus,
npeacrasisieMas Ha ucnbiTaHus. CTAaTUYECKWM aHalln3 WCXOIHBIX TEKCTOB H
ucnosHsieMbIx MoayJen 110.




KoHTposib MOMHOTH M OTCYTCTBUSL M30BITOYHOCTH MCXOJIHBIX TEKCTOB HAa YPOBHE
daiinoB. KoHTposib cOOTBETCTBUA HCXOAHBIX TeKCTOB IIO ero oObekTHOMY
(3arpy3ouHoMy) koay. KoHTponb cBsizelt (DYHKIIMOHAIBHBIX OOBEKTOB TIO
ynpaBieHnio U uHpopmammu. CHHTAaKCHUECKUNH KOHTPOJIb HAIW4YUs 3aJaHHBIX
KOHCTPYKIMi. POpMUPOBAHUE M aHAIM3 MapIIPYTOB BBITIOJHEHUS
(GYHKIMOHAIBHBIX OOBEKTOB.

IIpakTuyeckue 3anusitus/ JlaboparopHblie 3aHATHS:

1. Ceprudukainus cpeacTs 3alUThl HH(HOPMAIUU 110 TPEOOBAHUSM
6e3onacHoCTU HH(OpMALUK.

2. TlpoBepka COOTBETCTBHS pealbHBIX U JEKIAPUPYEMbIX (DYHKITMOHATBLHBIX
BO3MOKHOCTEN. [IpoBepka OTCYTCTBHS HEIEKIAPUPYEMBIX BOBMOKHOCTEH.

3. Metoasl poBeicHUS UCTIBITAaHUH. JloKkyMeHTaIus, mpecTaBisieMast Ha

UCTIBITAHUSL.

CraTuueckuii aHaIu3 UCXOJHBIX TEKCTOB M UCTIONIHAEMbIX Moyiei T10.

KOHTpoJ1b OTHOTHI ¥ OTCYTCTBHSI U30BITOYHOCTU UCXO/IHBIX TEKCTOB Ha

ypoBHE (anioB.

6. Kontposb cooTBeTCTBUS HCXOHBIX TeKCTOB 10 ero o0bekTHOMY
(3arpy304HOMY) KOJY.

7. KonTpoib cBsizell QyHKIMOHATBHBIX OOBEKTOB MO YIPABICHUIO U

uH(dOpMaIHH.

CuHTaKCHYeCKUI KOHTPOJIb HAJIMYUS 3aJaHHBIX KOHCTPYKIIUH.

9. ®opmupoBaHUE U aHAINU3 MAPIIPYTOB BBHITOJHEHUS (PYHKIIMOHAIBHBIX
00BEKTOB.

o b

©

KoncyabsTamuu

CamocTosiTeqibHAsI BHeAyIUTOPHAs padoTa:
[ToaroToBUTH NOKIIAJ 11O TEME.

Pa3nen 3. MOHMTOPHHI CHCTEM 3AIUTHI

Tema 3.1.

\ Conep:kaHnmne yueOHOro MmaTepuasia

11




MOHHUTOPHHI CHCTEM
3alUMTHI

[TonsiTe 1 060CHOBaHUE HEOOXOAUMOCTH UCIIOJIH30BAHKS MOHUTOPHUHTA KaK
HEO0OXOAUMON KOMIIOHEHThI CUCTEMBI 3alTUThl HH(popMaluu. OCOOEHHOCTH
dbuKcanuy coOBITHI, MOCTPOSCHHBIX HAa PAa3HbIX MPUHIUIAX: CETH C KOMMYTaIlei
cOoeIMHEHUH, ceTh ¢ kommyTanuen makeros, TCP/IP, X.25. Knaccudukarus
OTCJIC)KUBAEMBIX COOBITUH. OCOOEHHOCTH MTOCTPOCHUSI CUCTEM MOHUTOPUHTA
Ncrounuku nadopmanuu 1jis MOHUTOPUHTA: CETEBbIE MOHUTOPHI,
CTATUCTUUYECKHUE XapaKTepUCTUKHU Tpaduka yepe3 MO, mpoBepka pecypcoB
obmrero nosb3oBanus. Knaccudukanus cereBbix MOHUTOPOB. CHCTEMBI
yIrpasjieHus coObITHsIMH HH(DopMannoHHoi 6e3omacuoctu (SIEM). O630p SIEM-
CHUCTEM Ha MHUPOBOM U POCCUNCKOM PBIHKE.

IIpakTuyeckue 3ansitus/ JlaboparopHblie 3aHATHS:

1. TlonsTHE M 0OOCHOBaHME HEOOXOIUMOCTH HCIIOIH30BAHNS MOHUTOPHUHTA KaK
HE0OX0IMMOHN KOMITOHEHTBI CHCTEMBI 3aIIUThI HHPOPMAIIHH.

2. OcobeHHOCTU (pUKCALUU COOBITHI, TOCTPOCHHBIX HA PA3HBIX MPUHIUIAX:

CETH ¢ KOMMYTaIliel COeMHEHHH, CeTh ¢ KoMMyTanueii makeros, TCP/IP,

X.25.

Kiaccuduxanus oTciaexuBaeMbIX COOBITHH.

Oco0eHHOCTH TOCTPOCHUSI CHCTEM MOHUTOPUHTA.

NcTounuku nHbopMaIuu 111 MOHUTOPUHTA: CETEBbIE MOHUTOPHI,

CTaTHUCTHYECKHE XapaKTepUCTUKU Tpaduka yepe3s MO, nmpoBepka pecypcos

001I1ero MoJb30BaHUS.

6. Knaccudukanus cereBbIX MOHUTOPOB.

7. Cuctembl yripaBiieHHus COOBITHIME HHPOpMaIMOHHOH Oe3omacHocTH (SIEM).

8. O0630p SIEM-cuctem Ha MUPOBOM U POCCUICKOM PBHIHKE.

ok w

KoncyabsTamuu

CamocTosiTeqibHAsI BHeAyIUTOPHAs padoTa:
PaGoTa ¢ yueOHo#1 uTepaTypoii, BHITOJTHEHUE TOMAITHETO 3aaHus.

Tema 3.2.
N3y4yenue

Conep:kaHnmne yueOHOro MmaTepuasia

11

N3yuenne TpeboBaHmii 0 3ammuTe UHPOPMAIUU, HE COCTABISAIOIICH




COBPEeMEHHBbIX
NPOrpaMMHO-
annapaTHbIX
KOMILJIEKCOB.

rOCyIapCTBEHHYIO TailHy. M3yuenue Mmetoanueckux nokymeHToB @CTIK no
OPUMEHEHHUIO MEpP 3alIUThl. Y CTAHOBKA U HaCTPOWKa KOMIUIEKCHOTO CPE/ICTBA Ha
npumepe SecretNetStudio (yueOHas IuIIeH3Us1) I JPYTUX aHAJIOrOB Y CTaHOBKA
U HaCTpOMKa MPOrpaMMHBIX CPEICTB OLIEHKH 3aLIUIICHHOCTH U ayIuTa
UH(pOPMAIIMOHHON 0€301aCHOCTH, 3ydeHue (YHKIUN U HACTPOHUKA PEKUMOB
pabotel Ha mpumepe MaxPatrol wim npyrux ananoros M3ydyenue GpyHKIMOHAIA U
obnacreit npumenenus DLP cucrem nHa npumepe nfoWatchTrafficMonitor niu
JIPYTHX aHAJIOTOB.

IIpakTuyeckue 3ansitust/ JlabopaTtopHble 3aHATHS:

1.

2.

3.

N3yuenue TpeboBaHu 0 3amure HHGOPMAIIMH, HE COCTABIISIONICH
rOCYJIApCTBEHHYIO TAMHY.

N3yuenne metonnueckux 1okyMeHToB @CTOK no npumeHeHnto mep
3aIUTHI.

YcTaHoBKa U HACTpOIKa KOMILJIEKCHOTO CPEJICTBA HA IIPUMEPE
SecretNetStudio (yueOHast TUIIEH3MS) WK APYTUX aHAJIOTOB

YcTaHoBKa ¥ HACTpOMKA MPOrPaMMHBIX CPEJICTB OLIEHKH 3aIUIIEHHOCTH U
aynuta nHGOPMAIMOHHON 0€3011aCHOCTH, H3yueHUe (DYHKITUN U HACTPOMKa
pexXUMOB paboThl Ha mpuMmepe MaxPatrol v npyrux aHaaoros.

W3yuenne THHOBBIX perieHuit st moctpoeuus VPN na npumepe VipNet win
JIPYTHX aHAJIOTOB.

N3yueHue COBpEMEHHBIX CUCTEM aHTUBUPYCHOM 3aIllUThl HA IPUMEPE
KOpITOpaTUBHBIX pemeHuit KasperskylLab wimu npyrux anaioros.

Nzyuenue ¢pynkimonana u obnacteit mpumenenust DLP cuctem Ha mpumepe
InfoWatchTrafficMonitor unu npyrux anaioros.

KoncyabsTamuu




CamocrosiTeqibHAsI BHEAYAUTOPHAs padoTra:
PaboTa ¢ KOHCIIEKTOM JIeKIMH, TOATOTOBKA K MPAKTUUECKUM 3aHATUSAM,
NOJIFOTOBKA K KOMOMHUPOBAHHOMY OMPOCY.

Tema 3.3.
MeToanl od0ecieyeHUus
TEeXHOJIOTHYEeCKOH "
IKCIIyaTALMOHHOM
0€e30IMacHOCTH
NMPOrpaMMHOro
obecneyeHUs

Conep:kanue yueOHOro MmarepuaJjia

Knaccuduxanuys Bpe1oHOCHBIX TPOTpaMM. 3aluTa OT BPEIOHOCHBIX MTPOTpaMM
Meto/bpl TECTUPOBAaHUS TPOTPAMMHOTO 00ECIICUCHHS Ha €0 3aIUIIEeHHOCTb.
Metonbl TecTupoBanus nporpamm. da33uHr nporpaMm. MeTo bl 3aIUThI
porpaMM OT HECaHKIIMOHWPOBAHHOTO HccieaoBanus. Kimaccudukanus cpencts
HECaHKIIMOHUPOBAHHOTO KCCienoBaHus porpamMM. CriocoObl 3alTUThI TPOTPaMM
OT HECAaHKIIMOHUPOBAHHOTO uccienoBanus. O6dyckamus nmporpamm. CriocoOsl
BCTpanWBaHUs 3allIUTHBIX MEXaHU3MOB B MPOrpaMMHOE oOecrieueHrne. MeTo bl
3aIIUTHI IPOTPAMM OT HECAHKIIMOHUPOBAHHOTO KOMMMPOBAHUSI.
Kpunrorpaduueckrie METO bl 3aIIUTHI OT KOMMUPOBaHUsA. MeTo1 IPUBS3KH K
uaeHTUpUKaTopy. MeToibl, OCHOBaHHBIE Ha pabOTe C MEepeXoaMu U CTEKOM.
MaHunyasanum ¢ KoJoM nporpaMmmMbl. MeToabsl TPOTUBOICUCTBUS JUHAMUYECKUM
crioco0aM CHSITHS 3aIUTHI IPOTPaMM OT KOITMPOBAHMUSI.

IIpakTnueckue 3ansaTus/ JlabopaTopHble 3aHATHSA:

Knaccuduxkanus BpeJOHOCHBIX IPOTPAMM.

3ammTa OT BpEJOHOCHBIX TPOTPaMM.

MeTtonpl TeCTUPOBAHUS POTPAMMHOTO 00ECTICUCHUS Ha €ro 3alUIIICHHOCTb.
MeTtoabl TECTUPOBaHUS NPOTPAMM.

@da33uHT OporpaMm.

MeToabl 321U ThI MPOrpaMM OT HECAHKIIMOHUPOBAHHOT'O HUCCIIEN0BAHUS.
Knaccuduxkarus cpencTB HECAaHKIIMOHUPOBAHHOTO UCCIIEOBAHUS MPOTPAMM.
Cnoco0bI 3a1IUThI MPOTPAMM OT HECAHKIIMOHUPOBAHHOI'O UCCIIEIOBAHMSI.

©oNo s WD

O06dyckamus nporpamm. CriocoObl BCTpanBaHUS 3alIUTHBIX MEXaHU3MOB B




nporpaMMHOE 00ecTieUeHHE.

10. MeTozp! 3a1UTHI IPOIPAMM OT HECAHKIIMOHUPOBAHHOTO KONIMPOBAHUS.
Kpunrorpaduueckre METOAbI 3aIIUTHI OT KOTUPOBAHHUS.

11. MeTon npuBs3KY K uACHTUPUKATOPY. MeTobl, OCHOBaHHbIE Ha paboTe ¢
IIEpEX0JaMU U CTEKOM.

12. MaHunysIsiuuuy ¢ KOJAOM IIPOTrPaMMBbl.

13. MeTo1bl MPOTUBOAECUCTBUS TUHAMUUYECKUM CIIOCO0aM CHSITHS 3aIIUThI
IIPOTPaMM OT KOIIMPOBAHMUS.

Koncyabranum 1
CaMocTosiTeIbHASI BHeAyIUTOPHAas padora: 1
Pabora ¢ KOHCIIEKTOM JICKITHiA, TOATOTOBKA K MMPAKTUUECKUM 3aHSATHSM,
MOJIFOTOBKA K KOMOMHUPOBAHHOMY OIIPOCY.
[TpumepHasi TemaTHKa KypcoOBOM paObOTHI (ITPOEKTA) (ecau npedycmompeHsl) He
npeoycmom
PpeHO
CamocrosiTenbHast paboTa 00yJaronmxcst Hajl KypcoBoi paboToil (TPOeKTOM) (eciu npedycmompeHsl) He
npeoycmom
PEeHO
Bcero: 137




3. YCJIOBUSA PEAJIM3ZAIUU ITPOT'PAMMBI JTUCHUIIIMHBI
3.1. Tpeb6oBaHusi K  MHHHUMAJIBHOMY MaTepHAIbHO-TeXHUYECKOMY
o0ecreYeHHIo
VYueOHas aynuTopus JJ1sl TPOBEACHUS JIEKIIMOHHBIX 3aHATHH, TPYIIOBBIX U
WHJMBUAYAJbHBIX KOHCYIbTALUMA, TEKYIIETO KOHTPOJISI M IPOMEXKYTOUHOM
aTTeCTallHH.

Ocnawenue ayoumopuu:
- KOMIUIEKT yueOHOU MeOemnu: mapThl, CTOJI MPENOIaBaTeIbCKUM, CTYIIb,
JOCKa;
- MYJIbTUMEIUWHASI CHCTEMa: TPOSKTOP, SKpaH HaCTCHHBIN, HOYTOYK.

Ipozpammnoe obecneuenue HOymoOyKa 1eKUUOHHBLX AYOUMOPUIL:
- JMIEH3HOHHOE MPOTrpaMMHOE 00eCTIeYeHUE:
- OC Microsoft Windows;
- cBOOOJIHO pacIpocTpaHseMoe MPOrpaMMHOE 0OecIICUeHHUE:
- o¢wucHsrii naket LibreOffice;
- mporpamma npocmotpa pdf-moxkymentoB Sumatra PDF Reader.

[MpakTHYecKHe 3aHATHS MPOBOAITCS B KAOMHETE HHTEPHET-TEXHOIOTHI U
uHpOpMaTHKH, 000pyA0oBaHHBIM [I9BM C ycTaHOBIIEHHBIM ITPOrPAMMHBIM
obecIieyeHueM:

- JIMIEH3HOHHOE IpOorpaMMHOEe o0ecIieueHue:

- OC Microsoft Windows;

- cBOOOJIHO pacHpocTpaHsIeMOe IporpaMMHOE 00ecIIeYeHHE:

- oucHsiit maker LibreOffice;

- cucrema nporpammupoBanus «Microsoft Visual Studio Express»;

- mporpamma npocmotpa pdf-mokymentos Sumatra PDF Reader.

JIJIst caMOCTOSTENIbHOM PaboThl CTYJICHTOB HCITOJIb3YETCSl KAOMHET HHTEPHET-
TEXHOJIOTUH U UHPOPMATHKH.
OcHarnienue kaOuHeTa:
- KOMIUIEKT y4eOHOM MeOeNun: CTOM MPEno1aBaTeIbCKUM, CTOJIBI
KOMITBIOTEPHBIE, CTYIIbS
- MIEPCOHAJIbHBIE KOMIBIOTEPHI, CETEBOM KOMMYTATOp, CeTeBas KabenpHas
cucTema.

Ilpozpammnuoe obecneuenue:

- JIMIIEH3UOHHOE MPOrpaMMHOE 00eCIICUeHHE:

- OC Microsoft Windows
- Antuupyc Kacniepckoro
- CBOOOJTHO pacmpocTpaHsieMoe MPOorpaMMHOe 0OecTieueHue:
- oucHsrii maker LibreOffice;
Windows 10

Microsoft Office Professional
Adobe Acrobat Reader DC



- VLC Media player

- 7-zip

- IHAK Cobonb

- M/I3-Duienon

- Dallas Lock 8.0-K

- «®UKC» 10.

- «Terrier-2.0»

- «PeBuzop-1 XP»

- «PeBuzop-2 XP»

- Kaspersky Endpoint Security 11
- mporpamma npocmotpa pdf-noxkymento Sumatra PDF Reader.

3.2. UudpopmanuonHoe odecnevyenne o0yueHust
Ilepeyenr pexkoMeHAyeMbIX Y4eOHbIX wu3aaHuii, MHWHTepHeT-pecypcos,
JAONOJHUTEIbHOMN JJUTEPATYPHI

OcHoBHas uTEpaTypa:
1. Kazapun, O. B. [IporpammHo-anmapaTHbie CpeJCTBA 3alIUThl HHPOPMAIIUH.
3amura MporpaMMHOTO OOECIICYCHUS : YUYCOHUK M MPAKTHKYM JIJIS CPEIHETO
npodeccuonaigbHoro obpaszosanus / O. B. Kazapun, A. C. 3a6aOypun. —

MockBa : UznarenbctBo FOpaiit, 2022. — 312 ¢. — (IIpodeccruonanbroe
obpazoBanme). — ISBN 978-5-534-13221-2. — TekcT : aieKTpoHHBIN [/
O6pazoBarenbHas miatdopma FOpaiit [caitT]. — URL:

https://urait.ru/bcode/497433
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4. KOHTPOJIb M OLIEHKA PE3YJbTATOB OCBOEHHUS
JUCLMUITIJIMHBI
KOHTpOJ'IB H OHOCHKa peE3yjlbTaTOB OCBOCHHUA MOUCHUILIMHBI OCYIICCTBIIACTCS
IMpCrioaaBaTcJICM B Imponecce IMPOBCACHUA IMPAKTUYICCKUX 3aHITUU u
Ha60paTOpHI>IX pa60T, TCCTUPOBAHUA, a4 TAKIKE BbIITOJIHCHUA 06y‘IaIOHII/IMI/IC5I
HWHINBUAYAJIbHBIX 3aHaHHﬁ, IMPOCKTOB, HCCJIG,Z[OBaHPlﬁ.

Pe3yabTaThl 00yueHnus DopMBbI M1 METOIbI
(ocBOCHHBIE YMEHHSI, YCBOCHHbIE KOHTPOJISI U OLIEHKH
3HAHMS) pe3yibTaToB 00y4YeHHsI
B pesynbraTte OCBOCHHUS JHCUMIUIMHBI KomOuHMpOBaHHBII
00yJaromuiics JOJKEH YMeTh: METOJ KOHTpoJiZ B Qopme

— (¢dopmyIupoBaTh TpeOOBAHUS K TOJCHCTEME | HHIMBUIYaIbHOTO,
3aIMThl HHPOPMAIIMK B K €€ MPOrpaMMHO- (GbpoHTaTBLHOTO ornpoca u

anrapaTrHbIM KOMIIOHEHTaM; CaMOCTOATENbHOU paboTHI;
— TIIPOEKTUPOBATH IIOJICUCTEMY 3a1uThl | TCCTUPOBAHHUC, pedeparsr;
uHbOpMauH B ABTOMATU3UPOBAHHOM | COCTABJIICHUC U o(popMieHne
CHCTEME B 4YacTH €€  NporpaMmHoO- | IIMCBMCHHBIX NOKYMCHTOB;
anmapaTHbIX ~ KOMIIOHEHT  3amuThl  OT | IIOATOTOBKa A 3ammuTa
HECaHKIIMOHUPOBAHHOI'O JlocTymna K | pedeparoB; sKcrepTHas OLEHKA
uH(bOpMAIIH, 3aIUTHI OT | PE€3YJIBTAaTOB BBITIOJTHEHUS
HECAHKIIMOHUPOBAHHOTO KOnUpoBaHus | THAUBUAYAJIbHbBIX
uH(OpMaIKK, MOJACUCTEM HACHTH(UKAINK | TPAKTHICCKUX pabot 1o
u ayTeHTU(UKAIMK,  3alUThl  OT | PCIICHUIO CUTYallHOHHBIX

pa3pymauX OPOrpaMMHBIX BO3JCUCTBUM | 3a1a4.
M 3alIUTHl TPOTPAMMHOI0 OOECIEeUYeHUs: OT
N3Y4YECHUS,
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00OCHOBBIBATH HEOOXOIUMOCTD
MPUMEHEHUSI T€X WU WHBIX TPOrPaMMHO-
anmapaTHBIX CpencTB obecrnieueHus
MH(pOpPMAIIMOHHOM 0€30MacHOCTH;
00OCHOBBIBATH HEOOXOIUMOCTD
NPUMECHEHUS TEX WM WHBIX TPOrPaMMHO-
anmapaTHBIX CpeICTB obecrnieyeHus

uH(OpMaIMOHHON 0€30MacHOCTH;
pabotaTh ¢  NpPOTPaMMHO-aNMapaTHBIMU

KOMILJIEKCAaMU 3aliuThl uHGopmMaiuu: Secret
Net 4.0, Dallas Lock 7.0 u Secret Disk.

B pesynbrarte OCBOECHHUSA IUCIUATIIINHBI
00y4Jaromuiicst JOJKEH 3HATh:
— OCHOBBI MOCTPOCHUSI [MOJIUTUKHA

0€30MaCHOCTH JIJIS1 Pa3JINYHBIX CUCTEM;

Kak 3amuTuTh [19BM 0T J10KaJIBHOTO
HECAHKIIMOHUPOBAHHOTO  JIOCTyMa, Kak
MPUMEHSITh pa3Iu4YHbIE CXEMBI
uaeHTU(DUKAIMK W ayTeHTU(PUKAIUU, Kak
3alMIIaTh MPOrpaMMBbl oT
HECAaHKIIMOHUPOBAHHOTO KOIMPOBAHUS C
MMOMOILBIO KITHOUEH;

kak 3amuTuTh KC OT pa3nuyHBIX THUIIOB
pa3pymarIux MPOrpaMMHBIX
BO3JICUCTBUNA, B TOM 4HuCJIe (alIoBBIX
BHUPYCOB, 3arpy304HbIX BUPYCOB,
MPOrpaMM THIIA «TPOSHCKUUA KOHBY;.

KaK OCYIIECTBIISITh PETJIaMEHTHBIC PaOOTHI,
CBSI3aHHBIE C KOMIUIEKCHBIM 00€CIIeUeHHEM

UH(POPMAITMOHHOMN 0e30MmacHOCTH
KOHKPETHBIX aBTOMATH3HPOBAHHBIX
CUCTEM, M paboT, OCYIIECTBISEMBIX B

peKHMax HEWITATHBIX CUTyalHWi, B TOM

YUCIIE MEPONPUATUM,

- 00s13aTeIBHBIX TUTS
ABTOMAaTU3UPOBAHHBIX CHCTEM,
COAEpKAIMX CBEICHUS, COCTABJISAIOLINE
rOCY/IApCTBEHHYIO TANHY;

- Kak obecrieunTh rddexTrBHOE
HCITOJIb30BaHUE CpencTB
ABTOMAaTHUYECKOTO KOHTPOJIS,

O6H&py>KeHI/I$I N 3aKPBITHUA BO3MOXKHBIX
KaHaJIOB YTCUKH KOH(bHHeHHHaHBHBIX

NuTepripertanuss  pe3yJabTaToOB
YCTHOTO  ONpoOCa;  TEKYIIUU
KOHTPOJIb B bopme
TECTUPOBAHUSI; TEeKYIIUI

KOHTPOJIb YCBOEHHUSI MaTepuaia
B (QopMe KOMOMHHPOBAHHOTO

Ompoca; DdKCIepTHas OICHKa
pe3yabTaToB BBITIOJTHEHHS
JIOMAITHEr0 3aJIaHusl; TEKYIIHM
KOHTPOJIb B bopme
KOMOMHHMPOBAHHOTO  OMpPOCa;
AKCTIEPTHAS OlleHKa
pe3yabTaToB BBITIOJTHEHHS

JIOMAIIIHETO 3aJaHusl.




CBEJCHUI;
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