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1. MACIOPT PABOYEN NPOI'PAMMBbBI JUCIIUTIJIAHBI

IIporpaMMHBIe M IPOrPAMMHO-ANINIAPATHBIE CPEACTBA o0ecneYeHus
HHGOPMALMOHHOI 0€301aCHOCTH

1.1. Ob61acTh NpUMeHEHUs POTrPaAMMBbI

Pabouas nporpamma gucuumuinabl «IIporpamMmmHubie 1 TporpaMMHO-annapaTHbie
cpeacTBa obecrneueHus: MHPOPMALMOHHONW 0€30MIaCHOCTHY SIBISIETCSA 4acThIO
OCHOBHOH TpoeccroHanbHoil 00pa30BaTeIbHON MPOrpaMMbl B COOTBETCTBUU C
®I'OC no cneunansuocty CIIO 10.02.05.06ecnevuenre nHPOpMaMOHHOM
0e30MacHOCTH aBTOMATHU3UPOBAHHBIX CUCTEM JJII OYHOTO OOYUYEHHUSI CTYJIEHTOB,
HUMEIOIINX OCHOBHOE 00111ee 00pa3oBaHue, o MporpaMMe 0a30Boi MOTOTOBKU.
PaGoune mporpamMmbl JUCHUIUIMH, aJalTUPOBAHHbIC AJIA OOY4YEHUS JIUIL C
OTPaHUYECHHBIMU BO3MOXKHOCTSIMU 370pPOBBS, pa3padaThIBAIOTCS C Y4YETOM
KOHKPETHBIX OrPAHUYEHUN 3[0pOBbA JIMI], 3aYUCICHHBIX B KOJUICIK, W
YTBEPKJAIOTCA B YCTAHOBJICHHOM TOPSIJIKE.

1.2. MecTto OMCUMIUVIMHBI B CTPYKTYpe OCHOBHOI mnpodeccuoHaIbLHOI
o0pa3oBaTe/IbHOM MPOTrPAMMBI:

VYyebOnast nucuurmiauHa «lIporpamMMmHbIe M MpOrpaMMHO-aNMNapaTHbIE CPEICTBA
obecrniedyeHus UH(POPMAIMOHHOM 0e30I1acHOCTI» OTHOCHTCS K
npo¢eCCUOHATBHOMY MOAYIIO «3aluTa MHGOpMalMU B aBTOMaTHU3UPOBAHHBIX
cUCTeMax [porpaMmamMM M  [POrpPaMMHO-ANINApPaTHBIMU  CPEICTBAMM
npodeccruonanpHoro mukia [ICC3.

1.3. Hean u 3a1a4n IMCUMILVIMHBI — TPeOOBAHUS K pe3yJibTaTaM OCBOEHMS
AUCHUTTHHBI

Heabo wu3ydyenuss AucCOMILIMHBI «[IporpamMmHblE W HpOrpaMMHO-
anmapaTtHble cpefcTBa oOecmedueHus HWHOOPMAIMOHHONW  0€30MacHOCTH
ABisgeTcs (POPMUPOBAHWE Yy CTYACHTOB 3HAHUW W YMEHUH TIO 3alluTe
KOMITBIOTEpHOH HMH(POpMAIMK C TPUMEHEHHEM COBPEMEHHBIX MPOrpaMMHO-
anmapaTHbIX CPEJICTB.

3anayamMu M3y4eHus JUCHMILIUHBI SBIISIIOTCA:

— METOJBI ¥ CPEJICTBA 3aIUTHI MH(POPMAITUY B KOMITBIOTEPHBIX CHCTEMAX;
— 3al[UTHBIE MEXaHU3MbI, pEaJIU30BaHHbIE B CPEJACTBAX  3alUThI

KOMIIBIOTEPHBIX CUCTEM OT HecaHKIIMoHupoBaHHoro goctymna (HCJ);

— COBpPEMEHHBIE porpaMMHO-anmnapaTHbIe KOMILJIEKCHI 3aIUTHI
nH(pOpMAIIHH;

— TMPUMEHEHUE CPEACTB KPUNTOrpapuyeckod 3aluThl HHPOpMaLMKU U
cpeactB 3amutel ot HCJ[ ans pemenuss 3agady  obOecrieyeHUs

MH(pOpPMAILIMOHHOM 0€30IaCHOCTH.



[IproOpeTeHHbIE 3HAHUS U HABBIKU MIO3BOJIAT CTYI€HTaM padoTaTh B JOJKHOCTIX
aIMUHUCTPATOPOB KOMITBIOTEPHBIX CETEH U aIMUHUCTPATOPOB OE30MMACHOCTH.
OcBoenue conepxkanusg yueOHoH nucuuiiuHel «IIporpaMMmHbie U IpOrpaMMHO-
anmapaTtHble  cpeAcTBa oOecnedyeHus HMHMOPMALMOHHOW  OE30MacHOCTH
o0ecreynBaeT JOCTUKEHUE CTYIEHTaMH CIEAYIOIUX PE3yJIbTaTOB:

Oobuwue Komnemenyuu

OK 01. Beibupatb crocoObl penieHus 3aga4d npopecCuoHalIbHON AeSTENbHOCTH,
MPUMEHUTENIBHO K Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymecTBiasTh MOUCK, aHAIM3 U MHTEPIPETALUI0 HH(POPMAIIUH,
HEO0OXOIMMOM /1J1s1 BHITOJIHEHUS 33]1a4 PO ECCUOHAIBHON A TEIbHOCTH.

OK 03. IInanupoBaTh U peain30BbIBATH COOCTBEHHOE MPO(PECCHOHATBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 04. PaGoTath B KOJIEKTUBE U KOMaH€, 3P(HEKTUBHO B3aUMOJEHCTBOBATH C
KOJUIEraMu, pyKOBOJICTBOM, KJIMEHTaMHU.

OK 05. OcymecTBisiTh yCTHYIO ¥ IHCbMEHHYID KOMMYHHUKAIIMIO Ha
rOCY/IapCTBEHHOM SI3bIKE C YYETOM OCOOCHHOCTEW COLMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTA.

OK 06. IIposBasiTh rpak/1aHCKO-MIATPUOTHYECKYIO MO3ULINIO, JEMOHCTPUPOBATH
OCO3HAHHOE TIOBEJICHHE Ha OCHOBE TPATUIIMOHHBIX OOIIEUETOBEYECKUX
LIEHHOCTEM.

OK 09. Hcnons3oBaTh MHGOPMAIMOHHBIE TEXHOJIOTUU B MPO(ECCHOHATBHOU
TESATENBHOCTH.

OK 10. [Tons3oBaThcst  mpod)ecCHOHANBPHOM  JOKYMEHTalWed  Ha
rOCy/JapCTBEHHOM U MHOCTPAaHHOM SI3BIKE.

Ilpogpeccuonanvuvie kKomnemenyuu

IIK 2.1. OcymecTBIsITh YCTAHOBKY M HACTPOMKY OTIEIBHBIX IMPOTPAMMHBIX,
IPOrpaMMHO-AMNMAPATHBIX CPEJICTB 3aIUTHI HHPOPMAIIHH.

IIK 2.4. OcymectBiaTh 00pabOTKy, XpaHEGHHE W Tepefady HH(pOopMaIuu
OTPaHUYECHHOTO JJOCTYIIA.

MK 2.5 VYauuroxarb UWHOOpPMAIMIO ¥ HOCHUTENW HHPOPMALUUA C
MCIIOJIb30BaHUEM MPOTPAMMHBIX U TPOTPAMMHO-AMIAPATHBIX CPEICTB.

B pe3ynbrate 0CBOCHUS NTUCIMILTAHBI O0yYarOIIUIACS T0JDKEH YMETh:

— TPUMEHATH IPOrpaMMHO-aIapaTHbIC cpelncTBa oOecrieyeHus
WH(GOPMAIIMOHHON 0€30TaCHOCTH;
— JIMarHOCTHPOBATH, YCTPAHATH OTKa3bl " o0ecrieuynBaTh

paboTOCTIOCOOHOCTh TIPOTPAMMHO-AMIAPATHRIX CPEACTB  OOCCIICUCHHS
MH(GOPMAIIMOHHON 0€30TaCHOCTH;

— oneHuBath A(QPEKTUBHOCTH MPUMEHSEMBIX TMPOTPAMMHO-ANIAPATHBIX
cpeacTB obecneueHnss HHPOPMAIIMOHHOM O€30MacHOCTH;

— y4yacTBOBaTh B 0OOECHEUYEHUHU yueTa, 00pabOTKH, XpaHEHUs U Iepeaayu
KOH(UAEHIIUATbHOU HHpOpMAIUY;



MPUMEHSATh HOPMATUBHO-TIPABOBBIC AaKThl, HOPMAaTHBHO-METOJUYCCKHE
JOKYMEHTBI 10  obOecneyeHu0 UH(OpMalMOHHONW  0€30MacHOCTHU
MIPOTrPaMMHO-aIaPaTHBIMK CPEICTBAMU;

UCIIONB30BaTh KPUNTOTpaQUUECKHe CpPeICTBAa M METOABl  3aIIHTHI
UH(OpPMALIH.

B pesynbraTe 0cBOEHUS TUCIUIUIMHBI 00YUYaIOIIUICS JOJDKEH 3HATh:

[Tpu

0a30BbIi  MOHATHIHBIA  anmmapaT B 00JacTM  HMH(POPMALMOHHOU
0e301acHOCTH;

(YHKIIMOHUPOBAHNE CHCTEMBI YIIPABICHUS CPEACTBAMH OE30MMaCHOCTH;
OCHOBHBIE THITHI MOJIEJICH yIIPaBICHUS JOCTYIIOM;

MEeTOAbl W (OPMBI TPHUMEHEHHUS TMPOTPaMMHO-ANMapaTHBIX CPENICTB
obecrnieueHus: UHPOPMAITMOHHON OE30MaCHOCTH;

0COOCHHOCTH IpUMEHEHUS IpOTpaMMHO-aNNapaTHBIX CpeICTB
oOecnieueHrss WHQPOPMAIMOHHON 0€30MacHOCTH B OTIEPAIlMOHHBIX
CUCTEMax, KOMITBIOTEPHBIX CETSIX , 0a3 TaHHBIX;

TUTOBBIE CpPEICTBA M METOABl oOecrmeueHus HH(OOPMAIMOHHON
0€30MacHOCTH JIOKATBHBIX U TII00ATBHBIX BEIYNCITHTEIBHBIX CETAX.

peanuzanuu  cojepkaHus ydeOHoW muciuruinHbl  «[IporpamMmMubie U

IIporpaMMHO-aIapaTHBIC CpeacTBa oOecIieueHus nH(pOpMaITMOHHOM
6e3omnacHoctuy» B npenenax ocBoenus OIIOIT CIIO na 6a3e oCHOBHOTO 0OIIEro
00pa3oBaHUs C TOJIYYEHHUEM CpEHEro oO0Iero oopa3oBaHus ydeOHass Harpyska
CTYJIEHTOB cocTaBiisgeT 137 yacoB, U3 HUX ayauTOpHas (oOs3aTenbHas ) yueOHast
Harpy3ka, BKJIOYas JIEKIMOHHBIE M TMpakTUdeckue 3aHsaTuss 116 dyacos;
BHEAYJUTOPHAsI caMOCTOATENbHAs padoTa cTyneHToB 20 4acoB; KOHCYIbTanus 1

gac.



2. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI
2.1. O0bem yueOHOM AUCHUIIMHBI M BUABI Y4eOHOH padoThl

Bua yyeOHo# padoThI Oovem uacos

MakcumanbHasi yueOHasi Harpy3ka (Bcero) 137

Oobs3aTesibHAsA ayAMTOPHAA y4eOHAsA HATPY3Ka (Bcero)

B TOM YHUCIJIC:

TEOPETHYECKOE O0yUeHUE 40
nabopaTtopHbie PadOTHI
paKkTUYECKue 3aHATHUS (B T.4. MPAKTHUECKas MOJTOTOBKA) 76

KOHTPOJIbHBIC pa6OTBI

KYpPCOBOM IPOEKT

KOHCYJIbTalUs 1

CamocTosiTeibHas paboTa o0y4uaronierocsi (Bcero) 20

B TOM YHUCIJIC:

caMoCTosITeNIbHAsE paboTa HaJ KypCOBBIM ITPOEKTOM

BHCAYAHUTOPHAA CaAMOCTOATCIIbHAA pa60Ta

IIpomesrcymounas ammecmayusi 8 popme dK3amena




2.2. TemaTu4eckmii IVIaH M coepkaHue JUCHUILIMHBI « [IporpaMMHbIe 1 IPpOorpaMMHoO-annapaTHble CpeACTBA
odecneyeHust UHGOPMALMOHHOM 0e30MaCHOCTH»

HaumenoBanue Conep:kanmne y4eOHOIro MaTepuaJjia, 1a00paTopHbie U MPaKTHYECKHE O0bem
pa3jaesioB U TeEM padoThI, caMmoCcTOsITe/IbHAS padoTa 00y4aInnXxcs, KypcoBasi padot (IIpoeKT) 4acoB
(eciu npedycmompenvt)
1 2 3
Pa3znen 1. OcHOBHBIE NPUHIMIIBI IPOrPAMMHO U POrPAMMHO-ANNAPATHON 32U THI HHpopMannu
Tema 1.1. Conep:kanmne yueOHOro MmaTepuaJjia 12
IIpeamer u 3agaum | Llenu, 3agaun u coxaepkanve Kypca. OcHOBHbIe NoHATUS. lIpenmer u 3amaun 4
NMPOrpamMMHO- IPOrpaMMHO-aIMAPATHON 3alIUThl UHPOpMAITUU. ABTOMAaTU3NPOBAHHAS CUCTEMA.
annapatHoii 3amutbl | Ctpyktypa u  kommoHeHTh AC. Cetm OBM. CmocoObl  3amuThl
uHopManuu KOH(UECHIINATFHOCTH, 1IEJIOCTHOCTH U 1OCTYMHOCTH B KC.
IIpakTudeckue 3ansitusi/ JlaboparopHbie 3aHATUSA 6
1. llenu, 3agaun U cogepkaHue Kypca.
2. OCHOBHBIC IOHSTHS.
3. [IpeameT u 3a1aun IpOrpaMMHO-ANNIaPATHON 3aIIUTH HH(POPMAIIUH.
4. ABTOMAaTH3UpOBaHHAsI CUCTEMA.
5. Ctpykrypa u komnoneHTsl AC. Cetu DBM.
6. CiocoOb! 3amuThl KOHPUACHIIMAIBHOCTH, 1IEI0CTHOCTH U JoctynHocTH B KC.
Kouncyabranumn
CamocTosiTeqibHast padoTa 00y4arOIIUXCH: 2
TectupoBaHue, yCTHBIN ONPOC.
Tema 1.2. Conep:xanne yue0HOro Matepuasia 12
IIpo6aema 3amutsl | [IpoGiiema 3ammTel mporpaMmMHOro obecreueHuss WHPOPMAIMOHHBIX CHCTEM. 4

NMPOTrPaMMHOr0

OO6bektbl  3amuThl.  JKU3HEHHBIM LMK  MPOrPaMMHOTO  OOECIeUeHHs




o0ecrieyeHnst uH()OpPMAIIMOHHBIX ~ cHUCTeM.  TexHoJorudeckas U AKCILTyaTallMOHHAs
nHGOpMaANIMOHHBIX 0e30MacHOCTh MporpaMMHOro odecrnedeHusi. OCHOBHBIE MPUHIUIIBI 00ECTIEUEHUS
cucTemM 0e30macHOCTH  MPOrpaMMHOrO  oOecredeHus.  3auura IPOrpPaMMHOIO
obecrieyeHus1 Kak CHCTeMa HAy4YHBIX TUCIMIUIMH. YSI3BUMOCTH MPOTPAMMHOTO
oOecrieyeHusi.  Yrpo3el ~ 0€30MaCHOCTH  NPOrPaMMHOIO oOecrieyeHusl.
Bpenonocueie nporpammbl. HecaHKIIMOHMpPOBaHHbBIE HCCIAEAOBaHUE U
KOIUPOBAHUE MPOTPAMM.
IIpakTuuyeckue 3ansitus/ JlaboparopHbie 3aHATHS 6
1. TIpobiema 3amuThl IPOrPAMMHOTO 0OecriedeHus UHPOPMAITMOHHBIX CUCTEM.
2. OOBEKTHI 3aITUTHI.
3. JKu3HEHHBIN UK IPOrPaMMHOI0 oOecrieueHruss HHPOPMAITMOHHBIX CUCTEM.
4. Texuomornueckas v SKCILTyaTallMOHHAsA 0€30MaCHOCTH IPOTPAMMHOTO
obecrnieyeHusl.
5. OCHOBHbIE MPUHIIUIIBI OOECTIEYeHHs 0€30MMaCHOCTH MPOTPAMMHOTO
oOecrieueHusl.
6. 3ammra mporpaMMHOro o0ecrnedeHus Kak CUCTeMa HayYHbIX AUCITUILINH.
7. YA3BUMOCTH MPOTPAMMHOTO 00ECIICUEHUSI.
8. Yrpo3sl 6e30nmacHOCTH MPOTPAMMHOTO 00ECTICYSHHUS.
9. BpemoHOCHBIE TPOTrPaMMBL.
10. HecankiroHupOBaHHBIE UCCIEAOBAHUE U KOMTMPOBAHUE MPOTPAMM.
Kouncyabranumn
CamocTosiTeqibHast padoTa 00y4arOMIUXC: 2
TectupoBaHue, yCTHBIN OIPOC.
Tema 1.3. Conep:xanne yueOHOro Mmatepuasia 12
Cranpaprel HopmaTuBHbIE TpaBOBBIE AaKThl, HOPMATHUBHBIE METOJIMYECKHE JIOKYMEHTBI, B 4
0e30macHOCTH

COCTaB KOTOPBIX BXOJAT TpeOOBAHUS U PEKOMEHJALMK MO0 3aluTe UHGOpMalUu
IpPOrpaMMHBIMHM U TMPOrPaMMHO-anmnapaTHbIMU cpenctBamu. lIpoduim 3amuTth
OPOTrpaMMHBIX M TPOTrPaMMHO-AIIMAPATHBIX CPEACTB (MEKCETEBBIX SKPAHOB,




CPEICTB KOHTPOJII ChEMHBIX MAIIMHHBIX HOCUTENEeW HH(POPMALUH, CPEICTB
JIOBEPEHHOM 3arpy3Ku, CpPeICTB aHTUBUPYCHOM 3amuThl). CTaHIapThI MO 3aIIUTE
uH(pOpPMAIIMH, B COCTaB KOTOPBIX BXOAAT TPEOOBAHUS U PEKOMEHAAIIMH 10 3aIUTE
uH(pOpMAaIMKU IPOTPAMMHBIMU M TPOrPAMMHO-AINAPATHBIMU

CpPEACTBAMHU.

IIpakTuuyeckue 3ansitus/ JlaboparopHbie 3aHATHS

1. HopmaTuBHBIE TPaBOBBIE AKTHI, HOPMATUBHBIC METOJNYECKUE JOKYMEHTHI, B
COCTaB KOTOPBIX BXOJST TPEOOBAHUS U PEKOMEH AL T10 3aIUTEe
uH(OpMaIMK MPOrPaMMHBIMU U TPOTPaMMHO-aNMapaTHBIMKU CPEJICTBAMHU.

2. Tlpoduin 3anUTH MPOTrPAMMHBIX M IPOTrPAMMHO-AIAPATHBIX CPEACTB
(MeXCeTeBbIX SKPAHOB, CPEJICTB KOHTPOJII ChEMHBIX MAIIMHHBIX HOCUTEJIEH
uH(opMaInK, CPeJICTB TOBEPEHHOM 3arpy3KH, CPEJICTB AHTUBUPYCHOM
3aIUTHI).

3. CraHzapTsl Mo 3ammTe HHOOPMAIIMH, B COCTaB KOTOPHIX BXOJAT TPEOOBAHUS U
PEKOMEHAAIUH TI0 3alUTe HHPOPMAITUU TPOTPAMMHBIMHU U ITPOTPaMMHO-
arnmapaTHbIMU CPEICTBAMM.

4. O0630p HOPMATUBHBIX IIPABOBLIX AKTOB, HOPMATUBHBIX METOIUUYCCKHIX
JIOKYMEHTOB I10 3aIIUTe HHPOPMAITUH, B COCTaB KOTOPBIX BXOJIAT TPEOOBaHUS
¥ PEKOMEH/IAIMH TI0 3aIuTe HH(pOopMaIMK TPOrpaMMHBIMHU M TTPOTPaAaMMHO-
armapaTHbIMU CPEICTBAMM.

5. Pabota ¢ comepkaHueM HOPMaTHBHBIX ITPABOBBIX AKTOB.

Kouncyabranumn

CamocTosiTeqibHast padoTa 00y4arOIUXCH:
TectupoBanue, ycTHbIi onpoc. [TogroroBka nokmnana.

Tema 1.4.
JamunieHHast
AaBTOMATH3MPOBAHHAs
cucreMa

Conep:xkanue yueOHOro MmaTepuasia

12

ABTOMaTH3aLIMS npoiiecca 00paboTKH uH(pOpPMAIIHH. [lonsitue
ABTOMAaTHU3UPOBAHHON cHUCTeMBbl. OCOOEHHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM B
3amuiieHHoM ucnoiaHeHuu. OcHoBHBIE BUAbl AC B 3alUIIIEHHOM HCIOJHCHHUH.
Metonpl co3mgaHus  0€30MacHBIX CHCTEM. MEeTOoNOJIoTusl  MPOSKTHUPOBAHUS




rapaitupoBaHHo 3amuuieHHbIX KC JluckpennonHele Moaenu. MaHnaTHbie
MOJEIH.

IIpakTuyeckue 3ansitus/ JlaboparopHbie 3aHATHS:

1. ABTtomaTtu3zaius npoiecca o0paboTKu HH(DOPMAIIUH.

2. lloHsTHE aBTOMATU3UPOBAHHOWU CUCTEMBI.

3. . OcoOeHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM B 3aIIMIIICHHOM HCTIOJHEHUH.
4. OcHoBHble BUabl AC B 3aIUIIICHHOM UCIIOJIHGHUH. METOIbI CO3/TaHHUS
0€30IaCHBIX CUCTEM.

MeTo1010THsl IPOSKTUPOBAHUS TApaHTUPOBAHHO 3amuIeHHbIX KC
Jnckpenronneie Moaenu MaHgaTHbIE MOJIEIIH.

VYyer, 00paboTka, XxpaHeHue u nepenavya napopmanuu B AUC
OrpaHuyeHUE TOCTYyIa Ha BXOJI B CUCTEMY.

NnenTudukanys u ayTeHTHPUKAIIHAS TOJTH30BaTEICH

9. Pasrpannuenue mocryma.

10.Peructparnus coObITHH (ayauT).

11.KoHTpoJIb IETOCTHOCTH JaHHBIX

12.YHUYTOX)EHUE 0CTATOYHOU MH(DOPMAITIH.

13.Ympasnenne nonutukoi 6e3onacHoctu. [llabnonsl 6e3onacHocTH

14 Kpunirorpaduueckas 3amura. O630p nmporpamm mudpoBaHusl TaHHbIX.
15.Ynpasnenne nonutukoi 6e3onacHoctu. [1la6inonbr 6e30macHocTH

o

i

Kouncyabranumn

CamocTosiTeqibHast padoTa 00y4arOMIUXC:
TectupoBaHue, yCTHBIN ONPOC

Tema 1.5.
IpuHUMTIBI
MPOrpaMMHO-

anmapaTHOM 3aIUThI
uHoOpMalLUU OT
HECAHKIMOHUPOBAHHO

Conep:kanune yueOHOro MmaTepuasia

12

[ToHsiTHE HECAHKITMOHUPOBAHHOTO J0cTyMa K nHMopmaruu. OCHOBHBIE TIOXOIbI
k 3ammure uHbopmammu ot HCJI. Opranmsamust moctyna K (aityiaM, KOHTPOJb
JIOCTYTIA U pa3rpaHUuEHHE JOCTYIa, HepapXUuecKuil n1octyn K Qainam. Oukcanus
noctyna kK ¢ainam. JlocTynm K JaHHBIM CO CTOPOHBI Mpoliecca.

Oco6eHHOCTH 3alllUThl JaHHBIX 0T u3MeHenus. [lludposanue.




ro 1ocrymna IIpakTnueckue 3ansaTus/ JlaboparopHblie 3aHATHSA: 6
1. Opraunuzanus goctyna K ¢aitnam.
2. O3HaKOMJICHUE C COBPEMEHHBIMU MTPOTPAMMHBIMU U IIPOTrPAMMHO-
arnmapaTHbIMU cpeacTBamu 3amuThl or HC/I.
3. TloHsiTHE HECAaHKIIMOHUPOBAHHOTO IOCTYIA K HH(POPMALIUH.
4. OcHoBHbIE TOAX0/IbI K 3auiuTe nHpopmanuu ot HCJI.
5. Opranuzauus J0CTyma K ¢aiiam, KOHTPOJIb JOCTYIA U pa3rpaHUyeHue
J0CTyNa, HepapXxuueckuil 1ocTy K daitnam. Oukcanus noctymna K daitnam.
6. Hoctyn Kk JaHHBIM CO CTOPOHBI poriecca OCOOEHHOCTH 3aUIUThI JaHHBIX OT
usmenenus. lludposanue.
Koncyabranuu
CamocTosiTeqibHast padoTa 00y4arOmIUXCs: 2
Hoxunan, pazpaboTka Mpe3eHTaluy K JOKJIaay Ha CeMHUHApe, TOUCK H(GOpMAaIIIH
B CETSIX.
Paznea 2. 3ammra nHpopManum B JIOKAJBHBIX CETAX
Tema 2.1. Conep:kanmne yueOHOro MaTepuaJjia 12
OcHoBbl noctpoenusi | Cern, paboTaroire Mo TEXHOJOTHH KOMMYyTaIuu naketoB 14 CTek MpOTOKOJIOB 4
3ammieHHbIX ceTteld | TCP/IP.  Ocobennoctn  Mapmpytuszanud. LlltaTHele  cpemcTBa  3allUThI
uHpopmarmu cteka mportokoioB TCP/IP. CpenacrBa wuaeHTH(UKANIUNA |
ayTeHTHU(UKAIMU Ha pa3HbIX ypoBHAX mpoTtokona TCP/IP, nocrounncTsa,
HEJIOCTaTKU, OTPaHUYECHHSI.
IIpakTuyeckue 3ausatus/ JIaboparopHble 3aHATHS: 6

1. Cern, paboTaromue o TEXHOIOTUN KOMMYTAITUH TTAKETOB.

2. Crek npotokojioB TCP/IP. OcobeHHOCTH MapIIpyTH3AIIUH.

3. IlTaTHbIe cpeacTBa 3amKUTH HHGOpPMANUU cTeka mpotokosioB TCP/IP.

4. CpenctBa uaeHTH(PUKAINN U ayTEHTU(DHUKAIIMN HA Pa3HBIX YPOBHIX
nporokosia TCP/IP, nocronHcTBa, HEIOCTATKH, OTrPAHUYCHHS.

5. BupryanbHas yacTHas CETb.




6. DyHKUMU, HA3HAYEHUE, IPUHLUIT TOCTPOCHHUS.

Koncyabranmumn

CaMocTosiTeibHASI BHEAyIUTOPHAs padora:
[ToaroroButhk coobuieHue no reme: KomMmyHukanmonHoe o60py10BaHueE.
TexHomornsa TOKaJIbHBIX CETEM.

Tema 2.2.
CpencrBa
opranu3anuu VPN

Conep:kanme yueOHOro MmaTepuaJjia

12

Bupryanbnas yactHas cetb. OyHKIMM, Ha3HAYCHUE, TPUHIMI TocTpoeHus 10
Kpunrorpaduueckue u Hekpunrorpapuueckue cpencrsa opranuzanuu VPN.
Ycerpoiictea, obpasyromue VPN. Kpunromapiipytuzatop u KpuntopuiabTp.
Kpunropoytep. [IpunHiumnel, apXuTekTypa, MOJEIb HAPYLIUTENS, TOCTOUHCTBA U
Hegocratku Kpunrodpunerp. [lpuHnumel, apXxuTekTypa, MOJEIb HAPYIIUTEIS,
JOCTOMHCTBA U HEJIOCTATKH.

IIpakTuyeckue 3ansitus/ JlaboparopHbie 3aHATHS:

1. BuptyanbHas yacTHas ceTb. OQyHKINUH, HA3HAYEHUE, TPUHLUII TOCTPOCHHUS.

2. Kpunrorpaduueckue u Hekpunrorpapuyeckue cpeactsa opranuzanuu VPN.

3. YcrpoiictBa, oopazyromue VPN. KpunromapiipyTuzaTtop v KpuntoQuibTp.

4. Kpunropoyrep. I[IpuHUuIIBI, apXUTEKTypa, MOJAEIh HAPYIIUTENS, JOCTOUHCTBA
Y HEJOCTATKHU.

5. Kpunrodunstp. [IpuHLUIIEI, apXUTEKTypa, MOJIETh HAPYIITUTEIS,
JIOCTOMHCTBA U HEJIOCTATKHU.

Kouncyabranumn

CamocTosiTeqibHAsI BHEAYIUTOPHAsi padoTa:
[ToaroToBuTh coobmeHne o Teme: KommyHHKamoHHOe 000py10BaHNUE.
TexXHOJIOrHsl TOKAJIbHBIX CETEH.

Tema 2.3.
Oob0ecnieuenue
0€30MacHOCTH

Conep:kanue yueOHOro MmaTepuasia

12

Mertoasl 3amuthl MHQOpManMM Tpu  paboTe B ceTsIX OOWEero JocTymna.

MesxcereBbie skpanbl Tuma firewall. locronmHcTBa, HETOCTaTKH, peau3yeMble




MeKCeTeBOro nonutukn  OezomacHoctr  OcHoBHble Tunbl firewall. Cummerpuunsie u
B3auMojeiicTBuUS HecumMmeTpuunbie firewall. Yposenr 1. IlakerHbie ¢uabTpel YpoBeHb 2.
OunpTpanus ciyx0, MOUCK KIIOYEBHIX CIOB B TEJIe TTAKETOB Ha CETEBOM YPOBHE.
Yposens 3.
IIpakTnueckue 3ansaTus/ JlabopaTopHbie 3aHATHSA: 6
1. Meronb! 3auuThl HH(GOPMAIMK NTPU padoTe B ceTsx oliiero gocryna. 16
MexceteBbie 3kpanbl Trma firewall.
2. JIOCTOMHCTBA, HEIOCTATKHU, peaTn3yeMble MOIUTUKH Oe3omacHocT OCHOBHEIE
tunsl firewall.
3. Cummerpuunbie u HecummeTpuunbie firewall. Yposens 1. [lakeTHbie
¢GbunbTpEl YpoBEHbH 2.
4. OunbTparys Ciy)0, TOUCK KIIFOYESBBIX CJIOB B TEJIC TTAKETOB Ha CETEBOM
ypOBHE. YPOBEHB 3.
5. Proxy-cepsepa npukiaagHOro ypoBHSI.
6. OnHoxocToBble M MyabTHXOCTOBBIE firewall.
7. OCHOBHBIE TUITBI APXUTEKTYp MyIbTHX0CTOBBIX firewall.
8. TpeOGoBaHHS K KaXKIOMY XOCTY HCXOJISI U3 aPXUTEKTYPhI U BBITIOTHSICMBIX
byHKIMA.
9. TpeboBanus 1Mo cepTUUKAIIUA MEKCETEBBIX IKPAHOB
Koncyabranumn
CamocTosiTeqibHAsI BHeAyIUTOPHAsi padoTa: 2
[ToaroTOBUTH TOKIIAM 110 TEME.
Tema 2.4. Conep:kanmne yueOHOro MaTepuasia 11
HccaenoBanue Ceprudukamus cpencTs 3anmuTsl HHPoOpManuu 1mo TpeboBaHUIM O€30MACHOCTH 2
MPOrPaMMHOI0 napopmanuu. IlpoBepka COOTBETCTBHSI  pEaJbHBIX U  JIEKIAPHUPYEMBIX

o0ecrieyeHHUs HA
npeaMeT OTCYTCTBHSI
HeleKJapUPOBAHHbBIX

BO3MOKHOCTEH

(GYHKIIMOHAIBHBIX BO3MOXKHOCTEH. [IpoBepka OTCyTCTBHS HeOEKIapUPYEMBIX
BO3MOXHOCTEW. MeTonbl MPOBEACHUS HUCHBITaHUN. [[oKymeHTamus,
npeacrasisieMas Ha ucnbITaHus. CTaTUYECKWM aHalln3 UCXOAHBIX TEKCTOB H
ucnosHsieMbx MoayJge 110.




KoHTposib MOTHOTHI ¥ OTCYTCTBUSL M30BITOYHOCTH MCXOIHBIX TEKCTOB Ha YPOBHE
daiinoB. KoHTposib cOOTBETCTBUA HCXOAHBIX TeKCTOB I[IO ero oObekTHOMY
(3arpy3ouHoMy) koay. KoHTponb cBsizelt (DYHKIIMOHAIBHBIX OOBEKTOB TIO
ynpaBieHnio U uHpopmamuu. CHHTAKCHUECKUW KOHTPOJIb HAIW4YUs 3aJaHHBIX
KOHCTPYKIMii. POpMUPOBAHUE M aHAIM3 MapIIPYTOB BBITIOJHEHUS
(GYHKIMOHAIBHBIX OOBEKTOB.

IIpakTuyeckue 3anusitus/ JlaboparopHblie 3aHATHS:

1. Ceprudukaius cpeacTs 3alUThl UH(HOPMAIUU 110 TPEOOBAHUSM
6e3omacHoCTU HH(pOpMALUK.

2. TlpoBepka COOTBETCTBHS pealbHBIX U ACKIAPUPYEMbIX (DYHKIIMOHATBLHBIX
BO3MOKHOCTEN. [IpoBepka OTCYTCTBHS HEIEKIAPUPYEMBIX BOBMOXKHOCTEH.

3. Metoasl poBeicHUS UCTIBITAaHUH. JloKyMeHTaIus, mpeAcTaBsieMas Ha

UCTIBITAHUSL.

CraTuyeckuii aHaIu3 UCXOJHBIX TEKCTOB M UCTIONIHAEMbIX Moyiei T10.

KOHTpoJ1b MOTHOTHI ¥ OTCYTCTBUSI U30BITOYHOCTH UCXO/IHBIX TEKCTOB Ha

ypoBHE (anioB.

6. Kontposb cooTBeTCTBUS UCXOHBIX TeKCTOB [1O ero o0bekTHOMY
(3arpy304HOMY) KOJy.

7. KonTpoinb cBsizeil QyHKIMOHATBHBIX OOBEKTOB MO YIPABICHUIO U

uH(dOpMaInH.

CuHHTaKCHYeCKUI KOHTPOJIb HAJIMYUS 3aJaHHBIX KOHCTPYKILIUH.

9. ®opmupoBaHUE U aHAINU3 MAPIIPYTOB BBHITOJHEHUS (PYHKIIMOHAIBHBIX
00BEKTOB.

o b

©

KoncyabTanmuu

CamocTosiTeqIbHAsI BHeAyIUTOPHAs padoTa:
[ToaroToBUTH NOKIIAJ 11O TEME.

Pa3nen 3. MOHMTOPHHI CHCTEM 3AIUTHI

Tema 3.1.

\ Conep:kanune yueOHOro MmaTepuajia

11




MOHHUTOPHHI CHCTEM
3alUMTHI

[TonsiTe 1 060CHOBaHUE HEOOXOAUMOCTH UCIIOJIH30BAHKS MOHUTOPHUHTA KaK
HEO0OXOAUMON KOMIIOHEHThI CUCTEMBI 3alTUThl HHpopMaluu. OCOOEHHOCTH
dbuKcanuy coOBITHI, MOCTPOSCHHBIX HAa PAa3HbIX MPUHIUIAX: CETH C KOMMYTaIllei
coeIMHEHUH, ceTh ¢ kommyTanuen nmaketos, TCP/IP, X.25. Knaccudukanus
OTCJIC)KUBAEMBIX COOBITUH. OCOOEHHOCTH MTOCTPOCHUSI CUCTEM MOHUTOPHUHIA
Hcrounuku nadopmanuu 1jis MOHUTOPUHTA: CETEBbIE MOHUTOPHI,
CTATUCTUUYECKHUE XapaKTePUCTUKHU Tpaduka yepe3 MO, mpoBepka pecypcoB
obmrero nmosib3oBanus. Kinaccudukanus ceTeBbix MOHUTOPOB. CHCTEMBI
yIrpasjieHus coObITHsIMH HH(DopMannoHHoi 6e3omacuoctr (SIEM). O630p SIEM-
CHUCTEM Ha MHUPOBOM U POCCUNCKOM PBIHKE.

IIpakTuyeckue 3ansitus/ JlaboparopHbie 3aHATHS:

1. TlonsiTHE M 0OOCHOBaHWE HEOOXOIUMOCTH HCIIOIH30BAHNS MOHUTOPHUHTA KaK
HE0OX0IMMOHN KOMITOHEHTBI CHCTEMBI 3aIIUThI HHPOPMAIIHH.

2. OcobeHHOCTU (pUKCALUU COOBITHI, TOCTPOCHHBIX HA PA3HBIX MPUHIIUNAX:

CETH C KOMMYTaIlieH COeMHEHHH, CeTh ¢ KoMMyTanueil nakeros, TCP/IP,

X.25.

Kiaccuduxanus oTciaexuBaeMbIX COOBITHH.

Oco0eHHOCTH TOCTPOCHUSI CHCTEM MOHUTOPUHTA.

HcTounuku nHboOpMaLMK 1711 MOHUTOPUHTA: CETEBBIE MOHUTOPHI,

CTaTHUCTHUYECKHE XapaKTepUCTUKU Tpaduka yepe3d MO, nmpoBepka pecypcos

001I1ero MoJIb30BaHUS.

6. Kmaccudukanus cereBbIX MOHUTOPOB.

7. Cucrembl yripaBiieHHs COOBITHSIME HHPOpMAITMOHHOH Oe3omacHocTH (SIEM).

8. O0630p SIEM-cuctem Ha MUPOBOM U POCCUIMCKOM PBHIHKE.

ok w

KoncyabTanmuu

CamocTosiTeqIbHAsI BHeAyIUTOPHAasi padoTa:
PaGoTa ¢ yueOHoOI1 uTepaTypoii, BHITOJIHEHUE TOMAITHETO 3aaHus.

Tema 3.2.
HN3y4yenue

Conep:kaHnue yueOHOro MmaTepuasia

11

N3yuenne TpeboBaHmii 0 3ammuTe UHPOPMAIUU, HE COCTABISIOIICH




COBPEeMEHHBbIX
NPOrpaMMHO-
anmnapaTHbIX
KOMILJIEKCOB.

rOCyJIapCTBEHHYIO TailHy. M3yuenue Mmetonnueckux n1okymenToB @CTIK no
OPUMEHEHHUIO MEp 3alIUThl. Y CTAHOBKA U HACTPOWKa KOMIUIEKCHOTO CPE/ICTBA Ha
npumepe SecretNetStudio (yueOHast nuIieH3Us1) I JPYTUX aHAJIOTOB Y CTaHOBKA
U HaCTpOMKa MPOrpaMMHBIX CPEICTB OLIEHKH 3aLIUIICHHOCTH U ayIuTa
UH(GOPMAIIMOHHON 0€3011aCHOCTH, 3ydeHHe QYHKIUN U HACTPOHUKA PEKUMOB
pabotel Ha mpumepe MaxPatrol v npyrux ananoros M3ydyenue GpyHKIMOHAIA U
obnacreit npumenenus DLP cuctem Ha npumepe nfoWatchTrafficMonitor niu
JIPYTHX aHAJIOTOB.

IIpakTuyeckue 3ausitust/ JlabopaTtopHble 3aHATHS:

1.

2.

3.

N3yuenue TpeboBaHu 0 3amure HHGOPMAIIMH, HE COCTABIISIONICH
rOCYJIapCTBEHHYIO TAMHY.

N3yuenne metonnueckux 1okyMeHToB @CTOK no npumeHeHnto mep
3aIUTHI.

YcTaHoBKa M HACTPOIKa KOMILJIEKCHOTO CPEJICTBA HA IIPUMEPE
SecretNetStudio (yueOHast TUIIEH3MS) WK APYTHUX aHAIOTOB

YcTaHoBKa M HACTpOMKA MPOrPaMMHBIX CPEJICTB OLIEHKH 3aIUIIEHHOCTH U
aynuta nHGOPMAIMOHHON 0€3011aCHOCTH, U3y4ueHUe (DYHKITUH U HACTPOMKa
pexXUMOB paboThl Ha mpuMmepe MaxPatrol vwim npyrux aHaaoros.

W3yuenne THHOBBIX perieHuit st moctpoeuuss VPN na npumepe VipNet win
JIPYTHX aHAJIOTOB.

M3yueHue COBpEMEHHBIX CUCTEM aHTUBUPYCHOM 3aIlUThl HA IPUMEPE
KOpITOpaTUBHBIX pemenuit KasperskylLab wimu npyrux anaioros.

Nzyuenue ¢pynkimonana u obnacteit mpumenenust DLP cuctem Ha mpumepe
InfoWatchTrafficMonitor unu npyrux anaioros.

KoncyabTanmuu




CamocrosiTeqibHAsl BHEAYAMTOPHAasi padoTra:
PaboTa ¢ KOHCIIEKTOM JIEKIMH, NOATOTOBKA K MPAKTUUECKUM 3aHATUSAM,
NOJIFOTOBKA K KOMOMHUPOBAHHOMY ONPOCY.

Tema 3.3.
MeToanl odoecieueHUus
TEeXHOJOTHYeCKOH "
IKCIIyaTALMOHHOM
0€e30IMacHOCTH
NMPOrpamMMHOro
obecneyeHus

Conep:kanue yueOHOro MmarepuaJjia

Knaccuduxanuys Bpe1oOHOCHBIX TPOTpaMM. 3aluTa OT BPEIOHOCHBIX MTPOTpaMM
Metobl TECTUPOBAaHUS TPOTPAMMHOTO 00ECIICUCHHS Ha €0 3alUIIEeHHOCTb.
Metonbl TecTupoBanus nporpamm. da33uHr nporpaMm. MeTo bl 3aIUThI
porpaMM OT HECaHKIIMOHUPOBAHHOTO HccieaoBanus. Kimaccudukanus cpencts
HECaHKIIMOHUPOBAHHOTO KCCieNoBaHus porpamMM. CriocoObl 3alTUThI TPOTPaMM
OT HECAaHKIIMOHUPOBAHHOTO uccienoBanus. O0dyckamus nmporpamm. CriocoOsl
BCTpanMBaHUs 3allIUTHBIX MEXaHU3MOB B MPOrpaMMHOE oOecrieueHrne. MeTo bl
3aIIUTHI IPOTPAMM OT HECAHKIIMOHUPOBAHHOTO KOMMMPOBAHUSI.
Kpunrorpaduueckre METO bl 3alUTHI OT KOMMUPOBaHUsA. MeTo1 PUBS3KH K
uaeHTUpUKaTopy. MeTo1bl, OCHOBaHHBIE Ha pabOTe C MEePEeX0aMu U CTEKOM.
MaHunyasanum ¢ KoJoM nporpaMmmMbl. MeToasl TPOTUBOICUCTBUS JUHAMHYECKUM
crioco0aM CHSITHS 3aIUTHI IPOTPaMM OT KOITUPOBAHMUSI.

IIpakTnueckue 3ansaTus/ JlabopaTopHble 3aHATHS:

Knaccuduxkanus BpeJOHOCHBIX IPOTPAMM.

3ammTa OT BpEJOHOCHBIX TPOTPaMM.

Mertonpl TECTUPOBAHUS IPOTPAMMHOTO 00ECTICUCHUS Ha €ro 3alUIIICHHOCTb.
MeTtobl TECTUPOBaHUS NPOTPAMM.

@da33uHT NporpaMm.

MeToabl 32U ThI MPOrpaMM OT HECAHKIIMOHUPOBAHHOI'O HCCIIEN0BAHUS.
Knaccuduxkarus cpencTB HECAaHKIIMOHUPOBAHHOTO UCCIIEOBAHUS MPOTPAMM.
Cnoco0bI 3a1IUThI MPOTPAMM OT HECAHKIIMOHUPOBAHHOI'O UCCIIEIOBAHMSI.

©oNo s WD

O06dyckanus nporpamm. CriocoObl BCTpanBaHUS 3aITUTHBIX MEXaHU3MOB B




nporpaMMHOE 0OecTieUeHHE.

10. MeTozp! 3a1UTHI IPOIPAMM OT HECAHKIIMOHUPOBAHHOTO KOIIMPOBAHUS.
Kpunrorpaduueckre METOAbI 3aIUTHI OT KOMTUPOBAHHUS.

11. MeTton npuBs3KY K uACHTUPUKATOPY. MeTobl, OCHOBaHHbIE Ha paboTe ¢
IIEPEX0JaMU U CTEKOM.

12. MaHunysIsiuuuy ¢ KOJAOM IIPOTrPaMMBbI.

13. MeTo1bl MPOTUBOACUCTBUS TUHAMUUYECKUM CIIOCO0aM CHSITHS 3aIUThI
IIPOTPaMM OT KOIIMPOBAHMUS.

Koncyabranum 1
CaMocTosiTeIbHASI BHEAyIUTOPHAas padora: 1
Pabora ¢ KOHCIIEKTOM JIEKITHi, TOATOTOBKA K MMPAKTUUECKUM 3aHSATHSM,
MOJIFOTOBKA K KOMOMHUPOBAHHOMY OIIPOCY.
[TpumepHast TemaTHKa KypcOBOM pabOTHI (IIPOEKTA) (eciu npedycmompeHsl) He
npeoycmom
PeHO
CamocrosTenbHast paboTa 00yJaronuxcst Ha KypcoBoi paboToil (IPOeKTOM) (eciu npedycmompeHsl) He
npeoycmom
PEeHO
Bcero: 137




3. YCJIOBUSA PEAJIM3ZAIUU ITPOT'PAMMBI JTUCHUIIIMHBI
3.1. Tpeb6oBaHusi K  MHHHUMAJIBHOMY MaTepHAIbHO-TeXHUYECKOMY
o0ecreYeHHIo
VYueOHas aynuTopus JJ1sl TPOBEACHUS JIEKIIMOHHBIX 3aHATHH, TPYIIOBBIX U
WHJMBUAYAJbHBIX KOHCYIbTALUMA, TEKYIIETO KOHTPOJISI M IPOMEXKYTOUHOM
aTTeCTallHH.

Ocnawenue ayoumopuu:
- KOMIUIEKT yueOHOU MeOemnu: mapThl, CTOJI MPENOIaBaTeIbCKUM, CTYIIb,
JOCKa;
- MYJIbTUMEIUWHASI CHCTEMa: TPOSKTOP, SKpaH HaCTCHHBIN, HOYTOYK.

Ipozpammnoe obecneuenue HOymoOyKa 1eKUUOHHBLX AYOUMOPUIL:
- JMIEH3HOHHOE MPOTrpaMMHOE 00eCTIeYeHUE:
- OC Microsoft Windows;
- cBOOOJIHO pacIpocTpaHseMoe MPOrpaMMHOE 0OecIICUeHHUE:
- o¢wucHsrii naket LibreOffice;
- mporpamma npocmotpa pdf-moxkymentoB Sumatra PDF Reader.

[MpakTHYecKHe 3aHATHS MPOBOAITCS B KAOMHETE HHTEPHET-TEXHOIOTHI U
uHpOpMaTHKH, 000pyA0oBaHHBIM [I9BM C ycTaHOBIIEHHBIM ITPOrPAMMHBIM
obecIieyeHueM:

- JIMIEH3HOHHOE IpOorpaMMHOEe o0ecIieueHue:

- OC Microsoft Windows;

- cBOOOJHO pacmpocTpaHsIeMOe IporpaMMHOE 00ecIIeYeHHE:

- oucHsiit maker LibreOffice;

- cucrema nporpammupoBanus «Microsoft Visual Studio Express»;

- mporpamma npocmotpa pdf-mokymentos Sumatra PDF Reader.

JIJIst caMOCTOSTENIbHOM PaboThl CTYJICHTOB HCITOJIb3YETCSl KAOMHET HHTEPHET-
TEXHOJIOTUH U UHPOPMATHKH.
OcHarnienue kaOuHeTa:
- KOMIUIEKT y4eOHOM MeOeNun: CTOM MPEno1aBaTeIbCKUM, CTOJIBI
KOMITBIOTEPHBIE, CTYIIbS
- MIEPCOHAJIbHBIE KOMIBIOTEPHI, CETEBOM KOMMYTATOp, CeTeBas KabenpHas
cucTema.

Ilpozpammnuoe obecneuenue:

- JIMIIEH3UOHHOE MPOrpaMMHOE 00eCIICUeHHE:

- OC Microsoft Windows
- Antuupyc Kacniepckoro
- CBOOOJTHO pacmpocTpaHsieMoe MPOorpaMMHOe 0OecTieueHue:
- oucHsrii maker LibreOffice;
Windows 10

Microsoft Office Professional
Adobe Acrobat Reader DC



- VLC Media player

- 7-zip

- IHAK Cobonb

- M/I3-Duienon

- Dallas Lock 8.0-K

- «®UKC» 10.

- «Terrier-2.0»

- «PeBuzop-1 XP»

- «PeBuzop-2 XP»

- Kaspersky Endpoint Security 11
- mporpamma npocmotpa pdf-noxkymento Sumatra PDF Reader.

3.2. UudpopmanuonHoe odecnevyenne o0yueHust
Ilepeyenr pexkoMeHAyeMbIX Y4eOHbIX wu3aaHuii, MHWHTepHeT-pecypcos,
JAONOJHUTEIbHOMN JJUTEPATYPHI

OcHoBHas uTEpaTypa:
1. Kazapun, O. B. IIporpammHo-anmapaTHbie CpeJCTBa 3allUThl HH(pOpMAIUH.
3amura MporpaMMHOTO OOECIICYCHUS : YUYCOHUK M MPAKTHKYM JIJIS CPEIHETO
npodeccuonaigbHoro obpaszosanus / O. B. Kazapun, A. C. 3a6aOypun. —

MockBa : UznarenbctBo FOpaiit, 2022. — 312 ¢. — (IIpodeccruonanbroe
obpazoBanme). — ISBN 978-5-534-13221-2. — TekcT : aieKTpoHHBIN [/
O6pazoBarenbHas miatdopma FOpaiit [caitT]. — URL:
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4. KOHTPOJIb 1 ONIEHKA PE3YJIBTATOB OCBOEHUA
JUCIUITJINHBbI
KoHTpo/ib M OlEeHKA pPE3yJbTaTOB OCBOCHHUS JUCHMIUIMHBI OCYIIECTBIISETCS
Iperno/iaBaTesieM B IMPOIECCe MPOBEACHUS MPAKTUYECKUX 3aHATUN U Ta00paTOPHBIX
paboT, TECTUPOBAHMUSI, a TAKXKE BBITIOJHEHUS OOYYAIOIIUMHUCS WHIWBUIYATbHBIX
3aJlaHuM, IPOEKTOB, UCCIICTOBAHUMN.

Pe3yabTaThl 00yueHnus
(ocBOCHHBIE YMEHHSI, YCBOCHHbIE
3HAHUS)

DopMBbI 1 METOAbI
KOHTPOJISI U OLIEHKH
pe3yJbTaTOB 00y4eHUs

KomOuHMpOBaHHBII
METOJ KOHTpoJii B Qopme
WHINBUIYaITBHOTO,
(GbpOoHTaTBLHOTO
CaMOCTOATENbHOU

B pesynbTaTe OCBOCHHS JIMCIMILIAHBI
00yJaromuiics JOJKEH YMeTh:
— ¢dopmMyIHupoBaTh TPEOOBAHUS K TOJCHCTEME

3alUThl MHPOPMAIMM U K €€ MPOrpaMMHO- orpoca U

arrmapaTHbBIM KOMIIOHCHTaM;

IIPOCKTUPOBATH MOJICUCTEMY 3aIIUTHI
uHpopManmmi B aBTOMAaTH3WPOBAHHOM
CHCTEeME B 4YacTH €€ IPOTrpaMMHO-
ammapaTHbIX ~ KOMIIOHGHT — 3alluThl  OT
HECaHKIMOHUPOBAHHOTO JOCTyTa K
uHbOpMaIIH, 3aIIUThI oT
HECaHKIMOHUPOBAHHOTO KOITUPOBAHHMS
uH(OpMaIHH, MOJICUCTEM HJICHTH(PUKAIUUH
ayTeHTU(HUKAIIHH, 3aIIUTHI oT
pa3pymamIuX OPOrPaMMHBIX BO3JCUCTBUN
M 3aIlUThl IPOrPaMMHOI0 00ECIECUCHUS OT
H3YYCHHSI;

paboThI;
pedepatsr;
u  odopmieHHEe
MTUCHMCHHBIX JIOKYMEHTOB;
IIOJITOTOBKA u 3aIuTa
pedeparoB; skciepTHas OIICHKA
pe3yJabTaTOB BBITTOTHCHUS
UHINBUIYaIbHbBIX
PAKTHYECKUX
pEIICHHUIO
3ajau.

TCCTUPOBAHUC,
COCTaBJICHHUC

pabot o
CUTYaIMOHHBIX
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— paborath C

00OCHOBBIBATH HEOOXOIUMOCTD
MPUMEHEHUSI T€X WU WHBIX TPOrPaMMHO-
anmapaTHBIX CpencTB obecrnieueHus
MH(pOPMAIIMOHHOM 0€30MacHOCTH;
00OCHOBBIBATH HEOOXOIUMOCTD
NPUMEHEHHUS TEX WM WHBIX TPOrPaMMHO-
anmapaTHBIX CpeICTB obecrnieueHus

uH(OpMaIMOHHON 0€30MacHOCTH;
IPOrPaMMHO-AITAPATHEIMU

KOMILIEKCAaMU 3aliuThl UHGopmMaiuu: Secret
Net 4.0, Dallas Lock 7.0 u Secret Disk.

B pesynbrarte OCBOECHHUSA IUCIUATIIINHBI
00y4Jaromuiicst JOJKEH 3HATh:
— OCHOBBI MIOCTPOCHUSI [TOJIUTUKHA

0€30MaCHOCTH JIJIsl Pa3JINYHBIX CUCTEM;

Kak 3amuTuTh [I9BM 0T J10KaJIBHOTO
HECAHKIIMOHUPOBAHHOTO  JOCTyMHa, Kak
MPUMEHSITh pa3Iu4YHbIE CXEMBI
uaeHTU(DUKAIMK W ayTeHTU(PUKAIUU, Kak
3alMIIaTh MPOrpaMMBbl oT
HECAaHKIIMOHUPOBAHHOTO KOIMPOBAHUS C
MMOMOILBIO KITHOUEH;

kak 3amuTuTh KC OT pa3nuyHBIX THUIIOB
pa3pymarIux MPOrPpaMMHBIX
BO3JICUCTBUNA, B TOM 4HuCJIe (alIoBBIX
BHUPYCOB, 3arpy304HbIX BUPYCOB,
MPOrpaMM THUIA «TPOSHCKUU KOHBY;.

KaK OCYIIECTBIISITh PETJIaMEHTHBIC PaOOTHI,
CBSI3aHHBIE C KOMIUIEKCHBIM 00€CIIeUeHHEM

UH(POPMAITMOHHOMN 0e30macHOCTH
KOHKPETHBIX aBTOMATH3UPOBAHHBIX
CUCTEM, M paboT, OCYIIECTBISEMBIX B

peKHMax HEIITATHBIX CUTyalHWi, B TOM

YUCIIE MEPONPUATUM,

- 00s13aTeIBHBIX TUTS
ABTOMATU3UPOBAHHBIX CHCTEM,
COAEpKAIMX CBEICHUS, COCTABISAIOLINE
rOCY/IApCTBEHHYIO TANHY;

- Kak obecrieunTh rdpexTrBHOE
HCITOJIb30BaHUE CpencTB
ABTOMAaTHUYECKOTO KOHTPOJIS,

O6H&py>KeHI/I$I N 3aKPBITHUA BO3MOXKHBIX
KaHaJIOB YTCUKH KOH(bHHeHHHaHBHBIX

NuTepniperanuss  pe3yJabTaToOB
YCTHOTO  ONpOCa;  TEKYIIUW
KOHTPOJIb B bopme
TECTUPOBAHUSI; TEeKYIIUI

KOHTPOJIb YCBOEHHUSI MaTepuaia
B (QopMe KOMOMHHPOBAHHOTO

Ompoca; DSKCIepTHas OICHKa
pe3yabTaToB BBITIOJTHEHHS
JIOMAITHEr0 3aJaHusl; TEKYIIHM
KOHTPOJIb B bopme
KOMOMHHMPOBAHHOTO  OMpPOCa;
AKCTIEPTHAS OlleHKa
pe3yabTaToB BBITIOJTHEHHS

JIOMAIIIHETO 3aJaHusl.




CBEJCHU;
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