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1. HACIIOPT PABOYEH TIIPOIPAMMbBI JUCIUIJIUHBI
KopnoparuBHas 3a1uuTa BHYTPEHHHMX YIP0O3 HH(OPMALMOHHOK 0€30IIaCHOCTH

1.1. Ob61acTh NpUMeHEeHUs MPOTrPaAMMBbI

Pa6ouas nporpamma nuctumuinabl «KopmopaTtuBHast 3amurta oT BHYTPEHHUX YTPO3
MH(OpPMaIMOHHON 0e30macHOCTI» ABJISIETCS YacThIO OCHOBHOM
npodeccuoHanbHON 00pa3oBarenbHON Mporpammbl B cooTBeTcTBUM ¢ PI'OC 1o
cnenuanbHoct CIIO 10.02.05.006ecnedenne umHPOPMALIMOHHON OE€30MAaCHOCTH
aBTOMAaTHU3UPOBAHHBIX CHCTEM JJS OYHOTO OOYYEHHs CTYACHTOB, HMEIOIINX
OCHOBHOE 00111ee 00pa3oBaHue, Mo NporpaMme 0a30BOM MOATOTOBKH.

PaGoune mnporpamMmbl IUCIUIUIMH, aJalNTHPOBAHHBIE IS OOYYEHHS JHI[ C
OTPaHUYCHHBIMU BO3MOXHOCTSIMH  370POBbsI, pa3padaThiBalOTCA C  yUETOM
KOHKPETHBIX OTpaHUYEHUW 3M0pOBBS JIMIl, 3aYUCICHHBIX B KOJUICDK, U
YTBEPKAAIOTCA B YCTAHOBICHHOM TTOPSIZIKE.

1.2. MecTo IMCUMIUIMHBI B CTPYKType OCHOBHOWH mpodeccuoHaILHOM
o0pa3oBaTe/IbHOM MPOTrPaAMMBI:

VYyeOnas  nucuurimHa — «KoprmopatuBHas — 3ammTa  BHYTPEHHUX — yTpo3
MH(GOPMAIIMOHHON 0€30MaCHOCTU» OTHOCHUTCS K MPO(PECCUOHAIIBHOMY MOIYJTIO
«BammTa HWHPOPMAMM B AaBTOMATH3MPOBAHHBIX CHUCTEMaxX MpPOrpaMMamMu M|
IporpaMMHO-aNMapaTHBIMUA cpeAcTBaMu» npodeccuonanbHoro mukia [CC3.

1.3. Heau m 3aga4m AUCHUIIMHBI — TPeOOBAHMS K pe3yJbTaTaM OCBOEHMS
AUCHUNTHHBI

Heabio nzydyennss TucUILIAHbI «KopropaTuBHas 3aluTa OT BHYTPCHHUX
yrpo3 uHGOPMAIMOHHONW 0€30macHOCTH» SBISIETCS (POPMHUPOBAHUE Y CTYJICHTOB
NPaKTUYECKUX HABBHIKOB B TPHUMCHEHHH COBPEMECHHBIX  KOPIIOPATHBHBIX
MHPOPMAIIMOHHBIX CHCTEM B PEIICHWU 3a/ad, CBS3aHHBIX C aBTOMAaTH3aIlHCi
YIIPaBICHUYECKNX, (UHAHCOBBIX, DKOHOMHYECKUX U OyXTaJITEepCKUX AacCIeKTOB
JEATENBbHOCTH Tpennpusatusi. DopMymupyrOTCsS OCHOBHBIE TOHATHS 3aIUTHI
uHhOpMAINK, AaHATU3UPYIOTCS Yrpo3bl HMH(POPMAIMOHHOW OE30MacHOCTH B
KOPIOPATUBHBIX CUCTEMAX.

3agayamMu U3y4eHus: TUCHUINIMHBI SBISIOTCS:

- (opmupoBanme OOIMMX TMPEJACTABICHUNH O HEMPABOMEPHBIX JEUCTBUSIX
COTPYIHHUKOB, PUBOIAIUX K TIOTEPE KOHPUICHITNATHHBIX TaHHBIX;

- omucaTh OOIIME MPUHIHUIBI TEXHOJOTHUW, MPUMEHSEMBIX IS JOCTHUKCHUS
KOPIIOPAaTUBHON  3alUThl OT BHYTPEHHUX YIrpo3 HUHPOPMAIMOHHOU
0e301acHOCTH;

- TPUBUTH  yMEHHUS  TPUMEHATH  TNpaBWia  OOECMEYeHHWS  3alUThI
KOH(HICHIIUATBHBIX JaHHBIX OPTraHW3alUd OT HEMPABOMEPHBIX YTEUYCK
uH(popManuy;



- OCBOGHHME  3HAHUM,  COCTABJISAIOMIMX  Hayajga  MpEJCTaBICHUM 00
MH(OPMAIMOHHOW KapTUHE MUpa U MHPOPMAIIMOHHBIX MPOLIECcCax;

- OBJAJICHHME YMEHHUEM OCYILECTBISATh COOpPKY, YCTaHOBKY, TECTUPOBAHHE,
UCIIOJIb30BAaHUE U OOCIYXUBaHUE CIELUAIU3UPOBAHHBIX MPOTrPAMMHO- S
anmapaTHbIX KOMIUIEKCOB IO TMEpexBaTy M aHalu3zy Tpauka JaHHBIX,
upKynupyromux B opranuzamnuu (DLP-cuctem);

- pa3BHUTHE HABBIKOB Pa3pabOTKHU MOJMUTUKU MHPOPMALMOHHON 0€30MacHOCTH,
KJaccu(uKauu OOBEKThl 3alUThl, MOHMMAHUA ACIEKTOB MPUMEHEHHS
HOPMAaTUBHO-TIPAaBOBOM  0a3bl Ajid  KjacCM(UKAMU W pacciaeOBAHMS
UHIUICHTOB

OcBoenue coxaepxanusi yueOHOM nucuuruimHbl  «KopnopatuBHas —3amura

BHYTPEHHUX YTpo3 UHPOPMALMOHHON 0€30MaCHOCTHY» 00ECIEYUBAET JOCTUKEHHUE

CTYJI€HTaMU CJIEAYIOLUX Pe3yIbTaTOB:

Oobuwue Komnemenyuu

OK 01. Beibupatb criocoObl perieHus 3aaad npopecCuoHaIbHON 1esITeIbHOCTH,
NPUMEHHUTENIBHO K PAa3TUYHBIM KOHTEKCTaM.

OK 02.OcymecTBiassTh TMOUCK, aHAIW3 W HUHTEpHpeTanuio uH(opmanuwy,
HE0OXOIMMOM /1JIs1 BBITIOJIHEHHUA 3a/1a4 TPO(PECCUOHATBHOM IeATeTbHOCTH.

OK O03.IlnanupoBaTh ¥ peaqn30BbIBATH COOCTBEHHOE MNPO(EeCCUOHATBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 04. PaboTaTh B KOJUIEKTUBE U KOMaH1e, 3)(PEKTUBHO B3aUMOJIEHCTBOBATD C
KOJUIEraMu, PYKOBOJICTBOM, KITUEHTaMHU.

Ilpogpeccuonanvuvie komnemenyuu

MK 2.1.0cymecTBisiTh YCTAaHOBKY U HACTPOMKY OTIEIbHBIX MPOTPAMMHBIX,
IPOrpaMMHO-aNMapaTHBIX CPEJCTB 3aIIUTHI HH(POPMALIIH.

IIK 2.2. OGecnieunBaTh 3andTy UHPOPMAIIMA B aBTOMATU3UPOBAHHBIX CHCTEMaX
OTJICJILHBIMU MPOTPAMMHBIMU, IPOTPAMMHO-AIIIAPATHBIMUA CPEACTBAMHU.

MK 2.6.0OcymecTBISITS PETUCTPAIINI0 OCHOBHBIX COOBITHI B aBTOMaTH3UPOBAHHBIX
(uHQOpPMAIMOHHBIX) CHCTEMaX, B TOM 4YHCJIE€ C HCIOJIb30BAHUEM
OpPOrpaMMHBIX M MPOrPaMMHO-ANIMApPaTHBIX  CPEICTB  OOHApY>KCHHS,
OPEeyNpPEKICHUS U JTUKBUIALNH [TOCIEICTBUI KOMIIBIOTEPHBIX aTaK.

B pe3ynbTaTte ocBOGHUS AUCUUILIMHBI O0YUYaIOIIUICS T0JKEH YMeTh:

- CTaBUTh LENH, (GOpPMYyIUPOBaTh 3a/layd, CBSI3aHHBIE C OOecleyeHUEM
KOPIIOPATUBHOM  3allMTHl OT BHYTPEHHUX Yrpo3 HH(OPMALMOHHON
0e301acHOCTH;

- AQHAJIM3MPOBATh TEHACHLUU PAa3BUTHS CUCTEM OOecreueHHUs] KOPIOPaTUBHON
3aIlUTHl OT BHYTPEHHUX YTP0O3 MH(POPMAIIMOHHOM 0€301acHOCTH;

- NPUMEHATHh 3HAHUSA O KOPIOPATUBHOM 3allMTe OT BHYTPEHHUX YIPO3
MH(POPMAIIMOHHOM 0€30MaCHOCTH B PELICHUH ITOCTABICHHBIX 3a/1a4.

B pe3ynbrare 0CBOCHUS TUCUMILIMHBI O0Y4YarOMUKACS JOJKEH 3HATH:

- 0OBEKThl KOMIBIOTEPHBIX TEXHOJOTUH, HCIOJIb3yeMble B 0OECIEYCHHUH
KOPHOpPAaTUBHOM  3alllUTBl OT BHYTPEHHUX YIpo3 HMH(POPMALMOHHON
0e30IMacHOCTH;



- MOHATUUHBIMN anmapaT HMHQOPMALMOHHBIX TEXHOJOTUA U OCOOEHHOCTH
TEPMHUHOJIOTUUA B 00JIACTU KOPHOPATUBHOM 3alUTHI OT BHYTPEHHUX YIpPO3

nH(pOpMAIIMOHHOM 0€30MaCHOCTH;

- 0a3oBble COCTaBIAIONIME B OOJACTU Pa3BUTHUsI CUCTEM HH(POPMAIMOHHOU

0e30IacHOCTH;
- KkIaccuUKanu 0OObEKTOB 3aITUTHI.

[lpu peanmuzamuu conepkanusi yueOHON muctumiuHbl «KopnopaTtuBHas 3amura
BHYTPEHHUX yrpo3 HHPOPMAIMOHHOW 0e30macHOCTH» B MpeaelaxX OCBOCHHS
OIIOII CIIO na 6a3e OCHOBHOI'0 00IIEro 00pa30BaHUs C MOJTYYEHUEM CPEIHETO
o01iero oopa3oBaHus yueOHas Harpy3Ka CTYJEHTOB cocTaBisieT 127 4yacoB, U3 HUX
aynutopHas (o0si3aTenbHast) ydeOHas Harpy3Ka, BKITIOYas JCKIUH U TPaKTHIECKHE
3aHsaTHs 116 yacoB; BHeayJquTOpHAas caMoOCTosITeNibHas paboTa cryaeHTtoB 10

qacCoOB.

2. CTPYKTYPA U COAEP KAHUE JUCHUIIJIMHBI

2.1. O0beM yueOHOI TMCHUNJIMHBI M BU/IbI y4eOHOH padoThl

Bua y4yeOHo# padoThI

Oovem uacos

MakcumajibHast yueOHas1 HATPy3Ka (Bcero) 127
Oobs13aTesibHAs ayAMTOPHAA y4eOHAsA HATPY3Ka (Bcero)
B TOM YHCJIE:
TEOPETHYECKOE OOyICHHUE 40
nabopaTopHbie PadOTHI
MPaKTUYECKUE 3aHATHS (B T.4. IPaKTHUYECKAs MTOJTOTOBKA) 76
KOHTPOJIBHBIE Pa0OTHI
KYpPCOBOU MPOCKT
KOHCYJIbTaIlUsI 1
CamocTosiTeqibHas padora o0y4arouierocs (Bcero) 10

B TOM 4YHUCJIC.

caMocCTosTebHasl paboTa HaJ KypCOBBIM MTPOECKTOM

BHEAYJIUTOPHAsI CaMOCTOATENbHAsI paboTa

IIpomescymounas ammecmayusi 8 popme dK3ameHd




2.2. TemaTu4yeckuii IVIaH U coepkaHue AUcHUILIUHBI « KopopaTtuBHas 3amuTa BHyTPEeHHUX YIpo3 HHGpOpMAMOHH O

0e30macHOCTH
HaumenoBanue Conep:kanmne yueOHOro MmarepuaJia, 1ad0paTopHbie U MPaKTHYeCKUe padoThl, O0bem
pa3jaesioB U TeEM CcaMoCTOfITeJIbHASL padoTa 00y4alouuXxcs, KypcoBasi padot (IpoeKT) (eciu 4acoB
npeoycmMompenbt)
1 2 3
Pa3nen 1. OcHOBHBIE IOHSAATHA M XaPAKTEPUCTHKA IIH(PPOB
Tema 1.1. Conepxxanue yueOHOro MaTepuasia 20
VYcraHoBKa, Kondurypanus ceteBoit ”HGPaCTPYKTYphl: HACTPOHKA XOCTMAIIIMHBI, CETEBOT0 OKPYKEHUSI, 6
KOH(UT'ypUPOBAaHUE U | BUPTYaJIbHBIX MAIIKH, U T.II. YCTAHOBKA W HACTPOWKA CHCTEMbI KOPIIOPATHBHOMN 3aI[UTHI OT
yCTpaHEHUE BHYTPEHHUX yTrpo3. CaMOCTOSTENbHBIN MOUCK U YCTPAHEHUE HEUCIIPABHOCTEN MPU
HEHUCIIPABHOCTEN B | pa3BEPTHIBAHUM M HACTPOMKE. Y CTAHOBKA U HACTPOMKA ar€HTCKOTO MOHUTOPHUHTA.
CUCTEME [IpoBenena cunxponuzanus ¢ LDAPcepBepom, pa3aen nepcoHbl 3a0IHEH KOPPEKTHO.
KOPIOPaTUBHOMN 3anmyCcTUTh CUCTEMY KOPIIOPATUBHOM 3aIlIUTHI OT BHYTPEHHUX YTPO3, IPOBEPUTH
3aIIMUTHI OT paboToCIOCOOHOCTb.
BHYTpeHHUX yrpo3 | IIpakTtudeckue 3ansitus/ JlaboparopHubie 3aHATHS 12
1. Kondwurypamnus ceteBoit HHGPaCTPyKTYpPhl: HACTPOHKA XOCTMAIIIMHBI, CETEBOT'O
OKPY’KEHHSI, BUPTYyaJIbHbIX MAIIWH, U T.II.
2. YcTaHOBKA M HACTPOMKA CHUCTEMbI KOPTIOPATUBHOM 3aIIUTH OT BHYTPEHHHUX yTPO3.
CamoCTOSTENbHBIN MOUCK U YCTPAHEHNE HEUCTIPABHOCTEN MIPU pa3BEPTHIBAHUU U
HaCTpPOMKE.
3. YcraHOBKa M HACTPOWKA ar€HTCKOTO MOHUTOPHHTA.
4. TIpoenena cunxponuszanus ¢ LDAPcepBepoM, pa3zien nepcoHbl 3al10JIHEH KOPPEKTHO.
5. 3amycTUTh CUCTEMY KOPIIOPATUBHOM 3alIUThI OT BHYTPEHHUX YIpO3, IPOBEPUTH
paboTOCIIOCOOHOCTD.
Koncyabramumn
CamocrosiTeqibHas padoTa 00y4arOUIUXC: 2
TectupoBanue, yCTHBIN OIMPOC.
Tema 1.2. Coaep:xxanue yueOHOro MaTepuaia 20




UccnenoBanue
(aynut) opranuzanuu
C TIEJIBIO 3aITUTHI OT
BHYTPEHHHX YTPO3

Yrpo3b1 nHGOpMaMOHHOH Oe30macHoCTH. M3yueHne CTpYKTYphl OpraHU3aIiuy Ha
OCHOBaHHH TTOJIYYCHHBIX MaTEPUAJIOB («MOJIEIN OpraHU3allin» ), TPOBECTH 00CIEI0OBaHUE
KOPITOPaTUBHBIX HH(OPMAIIMOHHBIX cucTeM. OnpeaennTh 00bEKTHI 3alTuThH . [lepedcHb
cyOBeKTOB/TIEpCOH CHOPMYITMPOBAH BEPHO, POJIU MOJIH30BATEIICH, MpaBa J0CTyNa .

IIpakTuuyeckue 3ansitus/ JlaboparopHubie 3aHATHS

12

1. ¥Yrpo3bl uHPOpMaAIMOHHON O€30MaCHOCTH.

2. CamMOCTOSTEIbHO U3YUYUTh CTPYKTYPY OpPraHU3alMK HA OCHOBAHHUH MOJTYYEHHBIX
MaTepHANIOB («MOJIENTM OPraHU3aLKN» ), MPOBECTH 00CIIeTIOBAHUE KOPIIOPATUBHBIX
UH(OPMAIIMOHHBIX CUCTEM.

3. Omnpenenutb 00beKTHI 3a1IUTHL. [lepedueHb cyObeKTOB/IepcoH chopMyInpoOBaH BEPHO,
POJIM OJB30BATENEH, MMpaBa A0CTyNa .

4. OnpenenuTh KaHAJbI TIEPEIadn JAHHBIX U MOTEHIIUABHBIX YTeUCK. THIIBI
UPKYJIUPYIOMINX JaHHBIX ONPEEICHbI BEPHO.

5. BBISBUTB MOTOKM MEpeiaun JAaHHBIX U BO3MOXKHBIC KaHAJIbI YTEUKH HH(OPMAIIUH.
3anoaHUTH Ma0JI0H MOJEIH YIPo3 .

6. [loaAroToBUTH OTYET O pe3yNbTaTaxX ayauTa, BKIIIOYas MOTOKU JaHHBIX, TOTEHIIUATbHbIE
KaHaJbl yTeUeK, YPOBHU PHUCKOB POJIU MOJIH30BATENEH, 00BEKTHI 3aIIUTHI (C IPUBSIZKOM K
HOPMAaTUBHOM 0a3e M METOJMKaM OILICHKH IOCIICACTBHUI), POJSMH T0JIH30BAaTEIICH U T.II.
OrnpenenuTs nepeueHb HOPMATUBHBIX akTOB P®D, 3a/1€iICTBOBaHHBIX B paMKaX MOJICIIH
yrpo3.

7. Pa3zpaboTtaTh nepedyeHsb, ONMMCaHKe U M1a0JI0HBI HOPMATUBHO -TIPABOBBIX TOKYMEHTOB
OpraHU3alUU M0 JIETAIbHOMY IPUMEHEHUIO KOPIOPATUBHOM 3alIUTHI OT BHYTPEHHUX
yrpo3 nHGHOPMAITMOHHON 0€30MaCHOCTH.

KoncyabsTamumn

CamocrosiTeqibHas padoTa 00y4arOmIUXC:
TectupoBaHue, yCTHBIN OMpPOC.

Tema 1.3.
Pa3paboTka moauTuk
0€301MacHOCTH B
CHUCTEME

Conep:xxanue yueOHOro MaTepuaja

20

[Tonmutuka 6e3omacaoctu. MonuduimpoBats moauTuku 6e3omacHocT B cucteme IWTM B
COOTBETCTBHUE C MOJTYyYa€MbIMU Ha MPAKTUKE JAHHBIMU NepexBata. [[puMeHUTh MOTUTUKHU
JUIs1 KOHTPOJIs TpaduKa, BHIABICHUS W/ WK OJIOKUPOBAHUSI MHIIUJEHTOB O€30MaCHOCTH,




KOPIIOPaTUBHOU
3aIUThl HH()OpMALUU
OT BHYTPEHHHX yTpo3

co3gaBaeMbIX BHEIIHUM ['eHepatopoM yrpo3. MakCUMHU3UPOBATh YHCIIO BBISBICHHBIX
MHUUAEHTOB Oe3onacHocTH. PaboTa ¢ unTepdericom yrpaBieHus: CUCTEMbI KOPIOPATUBHON
3aIUThl HHPOpMaLUU

IIpakTuuyeckue 3ansitus/ JlaboparopHubie 3aHATHS

12

1. Ilonutuka OGe3onacHOCTH

2. Pa3zpabotaTh HOBbIE W/WIK MOAU(PULIMPOBATH CYIIECTBYIOIIME MOTUTUKHA O€30aCHOCTH,
NEPEeKPHIBAIOIINE KaHAIbI NIEpeIaun JaHHBIX U BO3MOXKHbIE HHLIUJIEHTHI COTJIACHO
KOHKYPCHOTO 3aJjaHusl.

3. Hcnonb3oBaTh pa3iavyHble TEXHOJIOTUH 3aUIUTHI: IeYaTei, OJIaHKOB, rpaduYecKux
00BEKTOB, 0a3 JaHHBIX U T.II.

4. MoaudunupoBats noauTuku 6ezonacHoctu B cucreme IWTM B cooTBeTcTBHE C©
MOJIy4aeMbIMU Ha MPAKTUKE JAHHBIMU MIepeXBaTa.

5. TlpuMeHUTH TOJUTUKH JJIs1 KOHTPOJIS TpaduKa, BHISABICHUS W/ WU OJIOKUPOBAHUS
UHIUACHTOB 0€30MaCHOCTH, CO3/1aBaEMbIX BHEITHUM [ eHepaTtopoMm yrpos.
MakcuMU3UpOBaTh YUCIIO BBISABIECHHBIX MHIIMJIEHTOB 0€30IaCHOCTH.

6. Pabora c nnTepdeiicom ynpaBieHusi CUCTEMbl KOPIOPATUBHON 3alIUTHI MH(OpMALUU

Koncyabranuu

CamocrosiTeqibHas padoTa 00y4arOUIUXC:
TectupoBanue, ycTHbIN onpoc. [logroroBka nokiana.

Tema 1.4.
TexHosoruu anaiusa
M 3aIUTEI CETEBOTO

Tpaduka

Conepxanue yueOHOro Mmarepuasa

20

TexHonornu aHaimsa ¥ 3alUTHI ceTeBOro Tpaduka. Pa3BEpThiBanme, HACTPOWKA U TTPOBEPKA
paborocniocooHocTr VPN -ceTr Ha CyIIeCTBYIONIIEH U BHIYUCIUTEIbHON HHAPACTPYKTYPE.
Pa3BéprriBanue, HacTpoiika u mpoBepka padbotocnocodbnoctu IDS -cuctemsr Ha
CYIIECTBYIOUIEH U BEIYMCIUTEIBHON. MexceTeBoe B3auMOAEHCTBUE U TYHHEIIMPOBAHHBIE.
VPN. llenTpanu3oBaHHbIC TOJUTUKU O€30MaCHOCTH. 3amuTa padbounx mect. IDS.
BrisiBienre Gosbliieit 4acTi MHIUEHTOB O€30MaCHOCTH 32 OTPAHMYEHHOE BPEMS U/HITH C
y4€TOM HEOKHMJIAHHO MEHSIOIIMNXCS YCIOBHUI

Ipakruyeckue 3ansatus/ JlaboparopHblie 3aHATHSA:

12

1. TexHomoruu aHanaM3a M 3alUTHI CETEBOTO TpaduKa.
2. Pa3BépThIBaHmE, HacTpoOiKa U MpoBepka pabotocmocodbnoctu VPN -cetn Ha




CYILIECTBYIOLIEN U BBIYUCIUTEIbHON HHPPACTPYKTYPE.

3. Pa3BépThiBaHue, HACTpOIika U poBepka padorocrnocooHocTH IDS -cucteMsl Ha
CYLIECTBYIOLIEN U BBIYUCIUTEIBHON

4. Pabora c y3namu u noas3zoBareiasiMu. VPN. Komnpomeraius y3ios, KitoueH,
nosb30BaTenel. BoccranoBieHue CB3HU.

5. O6noBnenue kiaoueBoit unpopmaruu. VPN. MexceTeBoe B3auMoelicTBUE U
TyHHenupoBaHHbie. VPN.

6. LlenTpanu3oBaHHbIe MOMUTHKHU Oe30macHOCTU. 3amuTta padounx mecT. IDS. BrisiBnenue
00JbIIIeH YacTH MHIUACHTOB 0€30MaCHOCTH 32 OIPaHUYEHHOE BpEeMsI /UK € y4ETOM
HEOKUJJAHHO MEHSIOLIMXCS YCIOBUM

Koncyabranuu

CamocrosiTeibHasA padoTa 00y4alOIINXCH: 2
TectupoBaHue, yCTHBIN ONPOC
Tema 1.5. Conepxxanue yueOHOro MaTepuasia 23
Texnonoruun TexHonoruu areHTCKOro MoHUTOpuHTa. [IpogeMoHCTpUPOBaTh 3HAHUE MEXAaHU3MOB pabOThI 8
areHTCKoro areHTCKOro MOHUTOpUHTA. PazpaboTaTth M MPUMEHUTH MOJTUTHUKUA areHTCKOTO MOHUTOPHUHTA
MOHMTOPHHIA JUIsl pabOThl C HOCHUTENSIMU U yCTpoilcTBamH. Pa3zpaboraTh M NMPUMEHHUTH MOJUTHKU
areHTCKOI0 MOHMTOPHUHTA sl paboThl ¢ paitmamu. Pabora ¢ HCKIIFOUCHUSIMH U3 TIEpexBaTa
IIpakTuueckue 3ansaTus/ JlabopaTropHblie 3aHATHSA: 14
1. TexHONOruM areHTCKOro MOHUTOPUHTA.
2. IlpomeMoHCTpUPOBATH 3HAHUE MEXAaHU3MOB Pa0OThl ATEHTCKOTO MOHUTOPHHTA.
3. PazpaboraTh 1 MPUMEHUTH MOJUTUKHU ar€HTCKOTO MOHUTOPUHTA I PaOOTHI €
HOCHUTEIISIMA U YCTPOUCTBAMH .
4. Pa3paboTaTh U IPUMEHHUTH IMOJTUTUKU ar€HTCKOTO MOHUTOPHUHTA JIsl pabOoThI ¢ haimamu.
PaboTa ¢ uckIrOYeHUSIMU U3 TepexBaTa
Koncyabramumn
CamocrosiTeqibHas padoTa 00y4arOmIUXC: 1
Hoxman, pa3paboTka Mpe3eHTaluU K JOKIaay Ha CEeMHHAPE, TOUCK WH(OpMAIUH B CETSIX.
Tema 1.6. Conep:xxanue yueOHOIro MaTepuaia 23
AHanu3 BbISIBICHHBIX | AHaW3 BBISBIEHHBIX WHIUIAEHTOB. [loAaroTroBka oT4€TOB O HapymieHwsX. llpuMeHeHwme 8




VHIUJCHTOB MEXaHU3MOB CO3JaHusl (PUIBTPOB JJIsl aHAJU3a MEPEXBAYCHHOIO TpaduKa U BBIABICHHBIX
uHuuaeHToB. [IpoBeaenune kiaccuukalnuio ypoBHS yrpo3 MHIMAEHTOB. OneHka yiiepoa;
Hcnonb3oBaHue JOMOJHUTENBHBIX MOAYIM aHadn3a WH()OPMALMOHHBIX MOTOKOB, €CIIA 3TO
OPOJUKTOBAHO OCOOEHHOCTSIMU YCIOBUM BeneHus OuszHeca . PaspaboTka miaH 1o
JNAJIbHEUILIEMY PACCIIEN0BAHUIO.

Texymnii KOHTpOAb (YcTHBIM ompoc) 11 BBIIBIEHHBIX MHIIMACHTOB M IPOTUBOIECHCTBUIO
HapYIIUTEJISIM C ONOPOW Ha HOPMATUBHYIO 0a3y.

IIpakTuueckue 3ansaTus/ JlabopaTropHblie 3aHATHS: 14

1. AHanu3 BBISIBIICHHBIX UHITUIECHTOB.

2. TloaroToBka OTYETOB O HAPYIICHUSX.

3. TlpumeHeHne MEXaHU3MOB CO37aHus (PUIBTPOB JIJIs aHAJIU3A MEPEXBAUYCHHOT0 Tpauka 1

BBISIBIICHHBIX UHIIUJICHTOB.

[IpoBenenue knaccudukalu ypoBHs YIrpo3 UHIIUICHTOB.

5. Omenka ymep6a; Mcnonap30Banne JOMOJIHUTEIBHBIX MOAYJIN aHaM3a HH(OOPMAIIMOHHBIX
MIOTOKOB, €CJIM 3TO MPOJUKTOBAHO OCOOEHHOCTSIMHU yCIIOBUM BeJleHUs OU3Heca.

6. Pa3paboTka miaH no gagpHEHIIEMY pacciieI0BaHHUIO.

7. Texymuii KOHTPOJb (YCTHBIN onpoc) 11 BBISIBIEHHBIX HHIIMACHTOB U MPOTUBOACHCTBUIO
HAPYIIUTENISIM C ONOPON HA HOPMATHUBHYIO 0a3y.

>

Koncyabranuu 1

CamocTosiTeIbHasi BHeAyIUTOPHAasi padora: 1
[ToaroroButh coobmeHue mo reme: Kommynukanmonnoe o0opyaoBanue. TeXHOTOTHS
JIOKAJIbHBIX CETEH.

[TpumepHas TeMaTuka KypcoBOi paboThI (MPOEKTA) (eciu npedycmompensvt) He
npeoycmom
PEHO

CamocTtosTenpHast padoTa 00yJarmmXxcst HaJ KypcOBOM paboToH (IIPOCKTOM) (eciu npedycmompenvt) He
npeoycmom
PEHO

Bcero: 69




3. YCJIOBUSA PEAJIUSZALIMUA ITPOT'PAMMBbI ANCHUTIIINHBI
3.1. TpedoBanusi K MHHAMAJIBLHOMY  MAaTEePHAJIbHO-TEXHHYECKOMY
odecneyeHHIo
VYdueOHast ayTUTOPHS JIJIs IPOBEACHHS JICKIIMOHHBIX 3aHATHH, TPYIITOBBIX U
UHIMBHIYAJIbHBIX KOHCYJIBTAIIMHA, TEKYIIErO0 KOHTPOJISA M MPOMEKYTOUHOM
aTTECTAIIHH.
Ocnawenue ayoumopuu:
- KOMIUIEKT y4eOHOU MeOemnu: mapThl, CTOJ MPENoIaBaTeIbCKUM, CTYIbs,
JTOCKa;

- MyJbTHMEIUHHAs CUCTEMa: IIPOCKTOP, SKpaH HACTEHHBIN, HOYTOYK.
Ilpozpammnoe obecneuenue HOymoyKka 1eKUUOHHBIX AyOUMOPUIL:

- JIMIEH3MOHHOE MporpaMMHOe o0ecIieUueHue:

- OC Microsoft Windows;

- CcBOOOJTHO pacIpocTpaHsIeMOoe MPOorpaMMHOE o0ecIieueHue:

- o¢wucHsrii naket LibreOffice;

- mporpamma npocmotpa pdf-moxkymentoB Sumatra PDF Reader.
[IpakTryeckne 3aHATHS TMPOBOAATCS B KaOHMHETe MHTECPHET-TCXHOJOTHA |
uHpopMaTHKH, o00opymoBaHHbIM [IDBM C ycTaHOBIEHHBIM MPOTPAMMHBIM
obecrieueHUEM:

- JIMIEH3HOHHOE IpOorpaMMHOe o0ecreueHue:

- OC Microsoft Windows;

- CcBOOOJIHO pacmpocTpaHsIeMoe IporpaMMHOe obecIiedeHHe:

- oucHsiit maker LibreOffice;

- cucrema nporpammupoBanus «Microsoft Visual Studio Express»;

- mporpamma npocmotpa pdf-moxkymentoB Sumatra PDF Reader.

JIIs caMOCTOATEIbHON pa0dOThl CTYJICHTOB UCIOJIB3YeTCS KAaOMHET MHTEPHET-
TEXHOJIOTUI U UHPOPMATHUKH.
OcHarnienue kaOuHera:
- KOMIUIGKT  y4yeOHOHW  MeOenu: CTOJ  TpEenojaBaTeIbCKUH,  CTOJBI
KOMIIBIOTEPHBIC, CTYIIbS
- TIEPCOHALHBIC KOMITBIOTEPHI, CETEBOM KOMMYTATOp, CETeBasi KaOeIbHAs
cucTema.
Ilpozpammmnoe obecneuenue:

- JIMIEH3WOHHOE POTpaMMHOE 00eCTIeUeHNE:

- OC Microsoft Windows

- Antuupyc Kacrnepckoro

- cBOOOJIHO pacpoCTpaHsIEeMOe MTPOrpaMMHOE OOeCTICUeHUE:

- oducusii maker LibreOffice;

- mporpamma npocmoTtpa pdf-nokymento Sumatra PDF Reader.



3.2. MudopmanuonHoe odecneyeHue 00ydeHus
Ilepeuenb pexkomeHayeMbIX Yy4eOHbIX u3AaHuil, WHTepHeT-pecypcos,
JAOMOJTHUTEIbHOM JIUTEPATypPbl

OcHoBHas suTEpaTypa:

1. BuykoB, A. A. OcHoBbl HH(GOPMAIIMOHHON OE€30MaCHOCTH:  3allUTa
uHpopmanmu: ydyeOHOe TmocoOue sl CpPEeAHEero  Mpo(ecCHOHATBLHOTO
obpazoBanust / A. A. BHykoB. - 3-¢ u3a., mepepab. u jmom. - Mocksa :
NznarensctBo IOpaiit, 2020. - 161 c. - (IlpodeccuonansHoe oOpazoBaHue). -
ISBN 978-5-534-13948-8. - Tekct: onektponnbii //  OOpa3zoBaTenbHas
miatgopma KOpaiir [caiit]. - URL: https://urait.ru/bcode/467356 .

2. MoprynoB A.B. HudbopmanmonHas 0€30MaCHOCTh: Y4EOHO-METOAMYECKOE
nocobue HoBocmOMpCKUil TOCYNapCTBEHHBIH TEXHHMUYECKUH YHHBEPCUTET. —
HoBocubupck: HoBocubupckuii rocy1apcTBEHHbIM TEXHUUECKUI YHUBEPCUTET,
2019. — 83 c.: WL, TaoJI. - 978-5- 7782-3918-0
https://biblioclub.ru/index.php?page=book&id=576726

3. llepbak, A. B. MudopmannonHas 0e30MacHOCTh : y4E€OHUK IS CPEIHEro
npodeccruonanpHoro oopazosanus / A. B. lllep6ak. — Mocksa : 3natenbcTBO
Opaiit, 2022. — 259 ¢. — (Ilpodeccuonansuoe oopazoBanue). — ISBN 978-
5-534-15345-3. — Tekct : snektponnblit // OOpa3oBarenbHas miaTGopma
FOpaiit [caiit]. — URL: https://urait.ru/bcode/497642

JonoHuTeIbHAS JUTEPATYpA:

1. Bayxkos, A. A. 3ammuta undopMmanuu : yueOHoe mocobue ais By30B / A. A.
BraykoB. — 3-e u3x., nepepad. u gom. — MockBa : M3patenscTBo IOpaiiT,
2022. — 161 c. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-07248-8. —
URL : https://urait.ru/bcode/490277

2. BaykoB, A. A. 3ammuta uHpopManud B OaHKOBCKMX CHCTEMax . y4deOHOE
nocobue 1y By30B / A. A. BHykoB. — 2-¢ u3a., ucnp. u gon. — Mocksa
WznarensctBo Opaiit, 2021. — 246 c. — (Boicmee o6pazoBanue). — ISBN
978-5-534-01679-6. — URL : https://urait.ru/bcode/468273

3. llernos, A. 0. 3amura nHGOpMAIMU: OCHOBBI TEOPUH : YICOHHK JJISI BYy30B /
A. 10. Ulernos, K. A. lllernoB. — Mocksa : U3gatensctBo HOpaiit, 2022. —
309 c. — (Bwicmiee o6pazoBanue). — ISBN 978-5-534-04732-5. — URL :
https://urait.ru/bcode/490019

4. TOCT P 50922-2006. 3amura wuHbopmaruu. OCHOBHBIE TEPMUHBI H
ompenenenus. 2008 r. www.standartgost.ru 3. TOCT P NCO/MDK 17799-
2005. Nnadopmanmonnas texHosorus. l[IpakThueckue mpaBuiia ympaBiIeHUS
UH(POPMAIMOHHOM Oe30macHocThI0. WWW.Standartgost.ru

5. TOCT P NCO/M3BK 15026-2002. MudopmannoHHasi TEXHOJIOTHS. YPOBHU
IICJIOCTHOCTH CUCTEM W TporpaMMHBIX cpeacts. 2002 r. www.standartgost.ru 5.
I'OCT P HCO/MBK 27001-2006 «Metoasl u cCpencTBa OOCCIICUCHHS
o0e3zonacHoctd. CucremMbl MeEHEIKMEHTa HHGOPMAIMOHHON OE€30MacHOCTH.
TpeGoBanus» Www.standartgost.ru
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HuTepHeT-pecypebl:

. bubnuorexa AunbnebapaH — KOMIBIOTEpHas JuUTEparypa [DIEKTPOHHBIN
pecypc]. — Pexxum nocrtyma: http://www.aldebarans.ru/komp, cBoOoaHbIH. —
3ari. ¢ sKpaHa.

. Bukunemus — CBoOoaHasi sHIUKIONEAU [DIEKTPOHHBIA pecypc]. — Pexum
nocryma: http://ru.wikipedia.org, cBo6oaHbIi. — 3ari. ¢ SKpaHa.

Od¢unuaneubiii cailt MunuctepctBa oOpa3oBaHus W Hayku Poccuiickoi
deneparun. — Pexxum noctyma: http://www.mon.gov.ru, cBoOoaHbIiA. — 3ari. ¢
JKpaHa.

. Ileparoruka.py — CropaBouHbIM CaWT [DHEKTPOHHBIM pecypc]. — Pexum
nocryma: http://www.pedagogy.ru, cBoO6o HbIH. — 3aril. ¢ 3KpaHa.

. IlopTran HOpMATUBHO-TEXHUYECKOW JOKYMEHTAIlUU [DIEKTPOHHBIN pecypc]. —
Pexxum moctyna: http://www.pntdoc.ru, cBo6ogubIi. — 3ari. ¢ sKpaHa.

. Poccuiickoe oOpaszoBanue. ®denepanbHblil MopTan [IIEKTPOHHBIN pecypc].. —
Pexxwum mocryna: http://www.edu.ru, ceoboaHbIi. — 3ari. ¢ sKpaHa.
TexHuueckass JuTepatypa [DIEKTpOHHBINM pecypc]. — Pexum npocrymna:
http://www.tehlit.ru, ceo6oaHbINH. — 3ari. ¢ skpaHa

4. KOHTPOJIb M OLIEHKA PE3YJIbTATOB OCBOEHHUS
T CHOUTIIAHBI

KOHTpOJ'IB H OHOCHKa peE3yjlbTaTOB OCBOCHHUA OUCHUILIMHBI OCYIICCTBIIACTCS

3aHITUU u

IMpeCrioaaBaTcJICM B Imponecce IMPOBCACHUA

IMPAKTUYICCKUX

7a00paTOPHBIX PadOT, TECTUPOBAHMS, a TAKXKE BBHIIOJHEHUS O00YUYaIOIIMMUCS
WHIUBHUAYaIbHBIX 3aIaHUM, IPOCKTOB, UCCIIEOBAHUM.

Pe3yabTaThl 00yueHnus
(ocBOeHHbIE YMeHHs], yCBOEHHbIE 3HAHMS)

DopMBbI U METOAbI
KOHTPOJISI U OLIEHKH
pe3yJbTATOB 00yUeHMsI

B pe3yabrare OCBOCHHUA
0OyYarOIIHIACs TOHKEH YMeTh:
—  TPaBWIBHO DJKCIUTyaTHUPOBATh CHUCTEMBI U
CpelcTBa, MpeaHa3HayeHHBbIC i1 3()PEKTUBHOTO
(GYHKIIMOHUPOBAHUSI ~ KOMIUJIEKCHOM  CHCTEMBI
3amuThl  WHGQOpPMAIMK B TOJPA3CICHUIX
OpraHu3allnu;

—  HCTOJB30BaTh METOABI M CPEACTBA 3aIUTHI
JTAaHHBIX;

—  TUTAHUPOBATh OpraHU3aIMOHHBIC
MEPOTIPUSTHS, IPOBOINMBIC npu
Kpunrorpaduueckou 3amure nHpopMaIuy;

—  yCTaHaBIMBAaTh W HACTPAaWBaTh CPEJCTBA
3alUThl UHPOPMAITUY;

JTACIHUTUINHBI

KoMOMHMpPOBaHHBIN ~ METO
KOHTPOJIS B dbopme
WHINBUIYaITBHOTO,
bpoHTAIBHOTO  ompoca |
CaMOCTOSITEJIbHOW PadOThI;
TECTUPOBaHHE;,  pedeparsl;
cocTaBieHue 1 ohopmIeHUE
MUCBMEHHBIX  JIOKYMEHTOB;
MOJITOTOBKA u 3aImuTa
pedeparos; SKCTICPTHAS
OIICHKA PE3yIIBTaTOB
BBITIOJTHEHUS
WHINBUYATbHBIX
MpaKkTUYEeCKUX  paboT 1Mo
PEIICHUIO CUTYAIIMOHHBIX
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—  aJMUHHUCTPUPOBATh
uH(popMaImy;

—  co3AaBaTh U MOJIUM(DUIMPOBATH 3AIIUILIECHHbIE
CETH IO 3a/IaHHBIM CXeMaM;

CHCTCMBI 3allIUThI

—  OpraHu30BBIBaTh MEXCETEBOE
B3aMMO/ICHCTBUE;

—  OpraHu30BBIBaTh  B3aUMOJIEUCTBHS  BCEX
00BEKTOB VPN MEXKIY coOoi 17§

(YHKIIMOHUPOBAHUS TYHHEJIS;
— o0ecrneunBaTh paboOTy cepBepa 3aLIUIICHHBIX
COCMHECHUM.

3agad.

B pe3ynbTate OCBOCHHUS JUCITUTUTHHBI
00y4Jaromuiicst JOJKEH 3HATh:

- COBPEMEHHBIE npodeccruoHaNibHbIE
TEXHOJIOTUH B MpeaAMETHOHN (TIpodeccroHanbHOMN)
chepe neaTeNIbHOCTH;

- o0mwMe TmoNoXKeHuss 00 HHPOPMAIMOHHON
0e30MacHOCTH  JUISl  TEJIEKOMMYHHUKAITMOHHBIX
CUCTEM;

- OpraHM3aIlMOHHO-TEXHUYECKHE U TPABOBbHIE
OCHOBBI UCIIOJIb30BAHMS AIIEKTPOHHOTO
JTOKYMEHTO000pOoTa B UH(GOPMAITMOHHBIX
CUCTEMAX;

- CTPYKTypa BUPTYaJIbHOU 3alIUIIIEHHON CETH;

- Ha3HA4YCHUE BUPTYaJIbHOW;

- TEXHOJOTUM  TIOCTPOCHHS  BHUPTYaJIbHBIX
3alllMIIEHHBIX CEeTe Ha OCHOBE MPOTPAMMHBIX U
IPOrpaMMHO-ANMaPaTHBIX PEIICHU;

- OCHOBHBIC€ KOMIIOHEHTHI CHCTEMBI
uH(dOpMaInH;

- cocraB mnporpammHoro komiuiekca ViPNet
(Administrator, Client, Coordinator);
- OCHOBHBIE  (PYHKIIUU U
koMiuiekca ViPNet;

- IPHKJIaIHbIC cucTeMbl koMiniekca ViPNet;

- KImoYeByrd  cTtpykrypy — cetm  ViPNet
(xroueBas CUCTEMA, dbopmupoBaHue "
yIpaBJ€HUE KIIOYEBOU CUCTEMOM);

- IOYC wn VYKL: ¢yHKmuM W yCIOBUSA HX
B3aUMOICHCTBUS;

3aIUTHI

BO3MOXXHOCTHU

HNuTepnperanns pe3ynbTaToOB

YCTHOTO ONpOCA; TEKYIIUU
KOHTPOJIb B dbopme
TECTUPOBAHMS; TEKYIIHH
KOHTPOJIb YCBOCHUS
MaTtepuaa B dbopme
KOMOMHUPOBAHHOIO OMPOCa;
IKCIIepTHAs OLIEHKa
pEe3yJbTAaTOB  BBINOJHEHUS
JIOMAITHETO 3a/1aHUS;

TEKYII KOHTPOJIb B popme
KOMOMHUPOBAHHOTO OMPOCa;
AKCHEPTHAS OLICHKA
pe3yJAbTAaTOB  BBINOJHEHUS
JIOMAIITHErO 3aJaHHUS.
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