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1. MACHOPT PABOUYEH ITPOI'PAMMBI JJUCHUTLJIMHBI

KopnopaTruBHas 3a1uuTa BHyTPEHHUX YIP0O3 HH(POPMALIMOHHOM 0€30I1aCHOCTH

1.1. O6s1acTh NPpUMEHEHN S POTrPAMMBbI

Pabouas nporpamma nuctutuinabl «KopmopaTtuBHast 3aurta oT BHYTPEHHUX YTPO3
MH(OpPMaIMOHHON 0e30MacHOCTI» ABJISIETCS YacThIO OCHOBHOM
npodeccuoHanbHO 00pa3oBarenbHON Mporpammbl B cooTBeTcTBUM ¢ DI'OC 1o
cnenuanbHoct CIIO 10.02.05.006ecnedenne umHPOPMAIMOHHON OE30MAaCHOCTH
aBTOMAaTHU3UPOBAHHBIX CHCTEM JJs OYHOTO OOYYEHHs CTYACHTOB, HMEIOIINX
OCHOBHOE 0o011ee 00pa3zoBaHue, 1o MporpaMmme 6a30BOM MOJATOTOBKH.

PaGoune mnporpamMmbl IUCIUIUIMH, aJalTHPOBAHHBIE IS OOYYEHHS JIHI[ C
OTPaHUYCHHBIMU BO3MOXHOCTSIMH  3/I0POBbS, pa3pabaTbIBAlOTCA C  Y4ETOM
KOHKPETHBIX OTpaHUYEHUN 3M0pOBBS JIMI[, 3aYUCICHHBIX B KOJUICDK, U
YTBEPKIAIOTCSA B YCTAHOBICHHOM TOPSIKE.

1.2. MecTo IMCHUMIUIMHBI B CTPYKType OCHOBHOW mpodeccuoHAILHOM
o0pa3oBaTe/IbHOM MPOTrPaAMMBI:

VYyeOnas  mucuurmuinHa — «KopnopaTuBHast — 3amuTa  BHYTPEHHUX  yTpo3
MH(GOPMAIIMOHHON 06€30MacHOCTH» OTHOCUTCS K MPO(ecCHOHAaTLHOMY MOJYIIIO
«BammTa HWHPOPMAMM B ABTOMATU3UPOBAHHBIX CHCTEMax IMporpaMmMamMu u
porpaMMHO-aNMapaTHBIMU cpeficTBaMu» npodeccuonanbHoro mukia [ICC3.

1.3. llean u 3aayM AUCHUILIMHBI — TPeOOBAHUSl K pe3yJibTATAM OCBOEHUS
AUCHUTTHHBI

Heabio uzydyennss nucuminnbl «KopropaTtuBHas 3aliuTa OT BHYTPEHHUX
yrpo3 uHGOpPMAIMOHHONW 0€30MacHOCTH» SABIISIETCS (POPMHUPOBAHUE Y CTYACHTOB
NPaKTUYECKUX HABBHIKOB B TIPUMEHEHHU COBPEMCHHBIX  KOPIIOPATHBHBIX
MHPOPMAITMOHHBIX CHCTEM B PCIICHWW 3a/ad, CBSI3aHHBIX C aBTOMATH3aIHeH
yIPaBICHUYECKUX, (DUHAHCOBBIX, IKOHOMHUYECKUX W OyXTaJlITepPCKUX aCICKTOB
JEATENBbHOCTH Tpennpusitusi. DopMyTupyrOTCS OCHOBHBIC TOHSTHS 3aIUTHI
uHhOpMAINK, AaHATM3UPYIOTCS YIPo3bl HMHPOPMANMOHHOW OE30MacHOCTH B
KOPIOPATUBHBIX CUCTEMAX.

3agayamMu U3y4eHHusl JMCUMIUINHBI SBISTIOTCS

- (opmupoBaHHe OOMMX TMPEJACTABICHUN O HEMPABOMEPHBIX JIEUCTBUSIX
COTPYIHUKOB, TIPUBOISIINX K MOTEPE KOHPUICHITUATBHBIX IAHHBIX;

- omucaTh OOIIME MPUHIIUIBI TEXHOJOTUW, MPUMEHSIEMBIX ISl JOCTHKEHUS
KOPIIOPAaTUBHOM  3allUTBl OT BHYTPEHHUX YIrpo3  HHGPOPMAIMOHHON
0e301acHOCTH;

- TpPUBUTHL  yMEHHS  TNPUMEHATh  TNpaBWja  OOECMEYCHHWS  3alUThI
KOH(HICHIIUATBHBIX JaHHBIX OpTraHW3alUd OT HEMPAaBOMEPHBIX YTEUYCK
uH(popManuy;



- OCBOCHHME  3HAHUW, COCTaBISIONIMX  Hayaja  MOpPEACTaBiIeHUHU 00
MH(POPMAIIMOHHOW KapTUHE MHUPa U UHPOPMAIMOHHBIX MPOIIECCaX;

- OBJAJICHHE YMEHHEM OCYILIECTBISATH COOpPKY, YCTaHOBKY, TECTUPOBAaHHE,
WCIIOJb30BaHUE M OOCITYXMBAaHUE CHEIUATU3UPOBAHHBIX MPOTPaMMHO- 5
amnmapaTHbIX KOMILJIEKCOB MO TIEpeXxBaTy M aHamu3zy Tpaduka IaHHBIX,
HUpPKyJIupyromux B opranuzanuu (DLP-cuctem);

- pa3BUTHUE HABBIKOB Pa3pabOTKU MOJUTHUKH HUHGOPMAIMOHHON O€30MaCcHOCTH,
KJaccu(puKaIuu OOBEKTHl 3alllUThl, MOHUMAHUSA AacClEKTOB MPUMEHECHUS
HOPMAaTUBHO-TIPaBOBOM  0a3bl Uil  KiIaccuDUKAUU U paccleJoBaHUs
WHIIUICHTOB

OcBoeHnne cozaepxkanust ydeOHOM aucuumuinHbl  «KoprmopaTtuBHasi —3amura

BHYTPEHHUX yrpo3 MH(POpMAIIMOHHON 0€30MacHOCTH» 00eCIeUnBaeT JOCTHKCHUE

CTYJI€HTaMU CJEeAYIOLUIUX Pe3yIbTaTOB:

Obuwue Komnemenyuu

OK 01. BeiOupatp criocoObl pemieHus 3aiad npo(ecCuoHaIbHON AesTENbHOCTH,
MPUMEHUTENBHO K Pa3JIMYHBIM KOHTEKCTaM.

OK 02.OcymiecTBiarh TOWCK, aHAIW3 W HHTEpHpeTanuo HHGOPMAIIUY,
HEO0OXOIMMOM /1J1s1 BBITIOJIHEHUS 33724 MPO(PECCUOHATBHOMN 1eATeTbHOCTH.

OK O03.IlnanupoBaTh M peayM30BBIBATH COOCTBEHHOE MPOGECCUOHAIBHOE U
JUYHOCTHOE Pa3BUTHE.

OK 04. PaGorath B KOJUIEKTUBE U KOMaH#e, 3(PPEeKTUBHO B3aMMOJICHCTBOBATH C
KOJUIEraMu, pyKOBOACTBOM, KIHEHTAMH.

Ilpogpeccuonanvuvie komnemenyuu

MK 2.1.0cymecTBisiTh YCTAaHOBKY U HACTPOMKY OTIEIbHBIX MPOTPAMMHBIX,
IPOrpaMMHO-aNMapaTHBIX CPEJICTB 3aIUTHI HH(OPMAIIHIH.

IIK 2.2. OGecnieunBaTh 3anIuTy MHPOPMAIIMH B aBTOMATU3UPOBAHHBIX CHUCTEMax
OTJICJILHBIMH POTPAMMHBIMU, TPOTPAMMHO-AIIAPATHBIMH CPEICTBAMHU.

MK 2.6.0cymecTBISITS PETUCTPAIINI0 OCHOBHBIX COOBITHI B aBTOMAaTHU3HUPOBAHHBIX
(uHQOpPMAIMOHHBIX) CHCTEMaX, B TOM 4YHCIE€ C HCIOJIb30BAHUEM
OpPOrpaMMHBIX M MPOrPAMMHO-AINIMApPAaTHBIX CPEICTB  OOHApYKEHHS,
IpeAYNPEKICHUS U JIMKBUIALNYI OCIEICTBUNA KOMIIBIOTEPHBIX aTaK.

B pesynbTaTte 0CBOCHUS TUCIUTUIHHBI O0YJAIOIIHIICS TOKEH YMETh:

- CTaBUTHb 1enu, (PopMyIHUpoBaTh 3a/ayd, CBs3aHHbIE C oOecreueHueM
KOPIIOPAaTUBHON  3allUTBl  OT BHYTPEHHHX YIrpo3 HHGOPMAIMOHHON
0e301acHOCTH;

- aHaJTM3HUPOBATh TCHICHIIMH PA3BUTHS CHUCTEM OOECTICUCHHS] KOPIIOPATUBHON
3aIIUTHI OT BHYTPEHHUX yrpo3 HHHOPMAIIMOHHON 0€30MacHOCTH;

- TMPUMEHSATHh 3HAHUS O KOPHOPATHUBHOM 3alllUT€ OT BHYTPEHHHX Yrpo3
MH(GOPMAIIMOHHOK 6€30MaCHOCTH B PEIICHUH IMOCTABICHHBIX 33/1a4.

B pe3ynbrate 0CBOCHUS JUCUUIUIUHBI 00YYaIOIIUICS JOJKEH 3HATD:

- O00OBEKThI KOMMBIOTEPHBIX TEXHOJOTHUH, HCIOIb3yeMble B 0OECTICUeHUU
KOPIOPAaTUBHOM  3alllUTBl OT BHYTPEHHUX Yrpo3 HHPOPMAIMOHHON
0e30IMacHOCTH;



- MOHATUUHBIM anmapaT HHPOPMALMOHHBIX TEXHOJOTUA W OCOOEHHOCTU
TEPMUHOJIOTUH B 00JAacTH KOPIIOPATUBHOW 3aIUTHI OT BHYTPEHHHUX YIPO3
MH(pOpPMAIIMOHHOM 0€30MacHOCTH;

- 0a30Bble COCTABIAIOIIME B 00JIACTH Pa3BUTHUS CUCTEM HH(POPMALMOHHOU
0e301acHOCTH;

- KiIaccupuKanr 00bEKTOB 3aIIUTHI.

[lpu peanmzamum conxepkanus ydeOHOUM muctmmiuHbl «KopmopartuBHas 3amiura
BHYTPEHHHX YIpo3 HH(OpPMAMOHHOW O€30MacHOCTU» B TMpeaesiax OCBOCHHS
OIIOII CIIO na 6a3e OCHOBHOI'O OOLIEro 0Opa30BaHHUs C MOJIYYEHHUEM CPEIHETO
oOmrero oOpa3zoBaHus yuyeOHas Harpy3ka CTYJEHTOB cOCTaBisieT 69 4acoB, U3 HUX
aynuTopHas (o0si3aTenbHast) yueOHasi Harpy3ka, BKIItOYas JICKIUU U MPAKTHYECKHE
3aHsATHs 48 YacoB; BHEayJUTOPHAs CaMOCTOsITENbHAs paboTa cTyAeHToB 21 yac.

2. CTPYKTYPA U COAEPKAHUE JUCIHUITINHBI
2.1. O0bem y4eOHOIl TMCHMILIUHBI M BUABI Y4eOHO0il padoThI

Bua y4yeOHo# padoThI Oovem uacos

MaxkcumanbHas yyeOHasi Harpy3Ka (Bcero) 69

Oobs13aTesibHAs ayAMTOPHAA y4eOHAsA HATPY3Ka (Bcero)

B TOM YHUCJIC:

TEOpeTHYeCKoe 00yueHue 12
nabopaTopHbie PabOTHI
NpakTUYeCKUe 3aHATHUS (B T.4. MPAKTHYECKasl TIOATOTOBKA) 36

KOHTPOJIBHBIE Pa0OTHI

KYpPCOBOU MPOEKT

KOHCYJIbTalluA

CamocrosiTeqibHas padoTa o0y4arouierocs (Bcero) 21

B TOM YHUCIJIC:

camMoCTosITeIbHasl paboTa HaJ KypCOBBIM IMMPOECKTOM

BHEAyJIUTOPHAs CaMOCTOATEIbHas paboTa

IIpomescymounas ammecmayusi 8 popme oug@epenyuposantozo 3aiema




2.2. TemaTu4yeckmii IUVIaH U coep:KkaHue TUCHUILIMHBI « KopnopaTuBHAasi 3alluTa BHYyTPEHHUX YIPo3 HHGOPMaMOHH O

0e30macHOCTH
HaumeHoBaHue Conep:kanmne yueOHOTro MaTepuaJa, JJaboparopHbie U NPpaKTHYeCKUue padoThl, Oo0bem
pa3jaesioB U TeEM caMoCTOfITeJIbHASL Pa0oTa 00y4aouuxcs, KypcoBasi padot (IpoeKT) (eciu 4acoB
npeodycmMompenst)
1 2 3
Pa3nen 1. OcHOBHBbIE IOHAATHS M XaPAKTEePUCTHKA IU(PPOB
Tema 1.1. Conep:xxanue y4eOHOro MaTepuajia 12
VYcraHoBKa, Kondurypanus ceteBoit MHPpaCTPYKTyphl: HACTPOIKa XOCTMAIIIMHBI, CETEBOT'0 OKPY>KEHHS, 2
KOH(QUT'YpUPOBAHHUE U | BUPTYaJIbHBIX MAIIIMH, U T.II. Y CTAHOBKA U HACTPOMKA CHCTEMbI KOPIIOPATUBHOM 3aIIUTHI OT
yCTpaHEHUE BHYTPEHHUX yTrpo3. CaMOCTOSTENbHBIN MOUCK U YCTPAHEHUE HEUCITPABHOCTEN MPU
HEUCIIPABHOCTEN B | pa3BEPTHIBAHUM U HACTPOMKE. Y CTAaHOBKA U HACTPONKA areHTCKOTO MOHUTOPHUHTA.
CUCTEME [IpoBenena cunxponuzanus ¢ LDAPcepBepom, pa3zies nepcoHsl 3a110JIHEH KOPPEKTHO.
KOPIOPaTUBHOMN 3amyCcTUTh CUCTEMY KOPIIOPATUBHOM 3allUTHI OT BHYTPEHHUX YIPO3, IPOBEPUTH
3aIIMUTHI OT paboTOCIOCOOHOCTb.
BHYTpeHHUX yrpo3 | [IpakTuuyeckue 3ansaTus/ JlabopaTopHsblie 3aHATHSA 6
1. Kondwurypamnus cereBoii HHPPACTPYKTYphI: HACTPOHKA XOCTMAIIIMHBI, CETEBOTO
OKPY’KEHHSI, BUPTyaIbHbIX MAIIWH, U T.II.
2. YcTaHOBKA M HAaCTPOWKa CUCTEMbI KOPIOPATUBHOM 3aIIUTHI OT BHYTPEHHHUX YTPO3.
CamocCTOSTENbHBIN MOUCK U YCTPAHEHUE HEUCTIPABHOCTEN NIPU Pa3BEPTHIBAHUU U
HaCTPOMKE.
3. YcraHOBKa M HACTPOWKA areHTCKOTO MOHUTOPHHTA.
4. TIpoBeaena cunxponuszauus ¢ LDAPcepBepoM, pazzien nepcoHbl 3alI0JIHEH KOPPEKTHO.
5. 3amycTUTh CUCTEMY KOPIOPATUBHOM 3alIUTHI OT BHYTPEHHHUX YTIPO3, IPOBEPUTH
paboTOCIIOCOOHOCTD.
Koncyabramumn
CamocrosiTeqibHas paboTa 00y4arOUIUXC: 4
TectupoBanue, yCTHBIN ONpPOC.
Tema 1.2. Coaep:xxanue y4eOHOro MmaTepuajia 12




UccnenoBanue
(aynut) opraHuzanuu
C TIEJTBIO 3aITUTHI OT
BHYTPEHHHX YTPO3

YTrpo3b1 nHGOpMAIMOHHOH O6e30macHoCTH. V3yueHue CTpyKTypbl OpraHu3aIuy Ha
OCHOBAaHHH TTOJTYYECHHBIX MaTEPHAIIOB («MOJIEIIH OPTaHU3AINI), IPOBECTH 00CIICTOBAHKE
KOPIIOpPaTUBHBIX HH(DOpPMAITMOHHBIX cUcTeM. OnpenenuTh 00BEKTHI 3anTuThI . [lepeueHb
cyOBEKTOB/TIEpCOH CPOPMYITUPOBAH BEPHO, POJIU MOJIB30BATEIICH, MpaBa I0CTyNa .

IIpakTnuyeckue 3ansaTus/ JlabopaTopHsie 3aHATHA

1. ¥Yrpo3bl uHPpopMaMOHHOM 0€30MaCHOCTH.

2. CamMoCTOSATENbHO U3YUYUTh CTPYKTYPY OpPraHU3allMi HA OCHOBAHHUH MOJTYYEHHBIX
MaTepHUANIOB («MOJIENIM OPTraHU3ALMKY), MPOBECTU 00CIEA0BAHHE KOPIIOPATUBHBIX
UH(OPMAIIMOHHBIX CUCTEM.

3. Omnpenenutb 00beKTHI 3aIUTHL. [lepedeHn cyObekTOB/mepcoH chopMyIupoOBaH BEPHO,
POJIM MOJIL30BaTENEH, IpaBa JOCTYIIA .

4. OnpenenuTh KaHAJIBI IEpeAavH TaHHBIX U MOTCHIIMATBHBIX yTeueK. THIbl
UPKYJIUPYIOMINX JaHHBIX OMPE/IeICHbI BEPHO.

5. BBISBUTH OTOKM TIepeadyu JaHHBIX U BO3MOKHBIC KaHAJIbl YTEUKHU UHPOpMAITUH.
3anoaHUTH Ma0JI0H MOJIENH YTPO3 .

6. [loaAroToBUTH OTYET O pe3yNbTaTaxX ay/uTa, BKIIIOYas MOTOKU JaHHBIX, TOTEHIIUATbHbIE
KaHaJbl yTeUeK, YPOBHU PUCKOB POJIU MOJIb30BaTENeH, 00bEKTHI 3alIUTHI (C TIPUBSI3KOM K
HOPMAaTUBHOM 0a3e M METOJMKaM OILICHKH IMTOCJICACTBUI), POJIIMH MOJIH30BATEIICH H T.1I.
Ornpenenuts NepeueHb HOPMATUBHBIX aKTOB P®D, 3a/1€iICTBOBaHHBIX B paMKaX MOJICIIH
yIpo3.

7. Pa3pabotaTh nepedeHb, ONnrMcanue U MabIoHbl HOPMATUBHO -TIPABOBBIX JTOKYMEHTOB
OpraHU3alMu M0 JIETAIbHOMY MPUMEHEHUIO KOPIIOPATUBHOM 3aIIUTHl OT BHYTPEHHUX
yrpo3 nHGOPMAIIMOHHON 6€30MacHOCTH.

KoncyabsTamumn

CamocrosiTeqibHas padoTa 00y4arOmuXxcs:
TectupoBanue, yCTHBIN ONpPOC.

Tema 1.3.
Pa3paboTka moauTuk
0€30IMMacHOCTH B
CHUCTEME

Conep:xxanue yueOHOro MaTepuaja

12

[Tonmutuka 6e3omacaoctu. Monudumuposats nonutuku 6e3omacaoctu B cucteme IWTM B
COOTBETCTBHE C MOJy4aeMbIMHU Ha IPAKTUKE JaHHBIMU NepexBata. [[pUMEeHUTh NOIUTUKA
JUIS1 KOHTPOJIsA TpaduKa, BBISBICHUS W/WIU OJIOKUPOBAHUS UHIIMICHTOB 0€30MaCHOCTH,




KOPIIOPaTUBHOU
3alUThl HHPOpMaLUU
OT BHYTPEHHHX YTPO3

co37aBaeMbIX BHEIIHUM ['eHepaTtopoM yrpo3. MakCUMHU3UPOBATH YUCIIO BBISIBIEHHBIX
MHUUJEHTOB Oe3onacHocTH. PaboTa ¢ nuntepdeiicoM ynpaBieHus: CUCTEMbI KOPIIOPATUBHOM
3aIKThl HHpOpMaLUU

IIpakTnueckue 3ansaTus/ JlabopaTopHsie 3aHATHSA 6
1. Tonurtuka 0€30MacHOCTH
2. Pa3pabotaTh HOBbIE W/WIM MOAU(PUIMPOBATH CYLIECTBYIONINE OJUTUKHA O0€30MaCHOCTH,
MEePEKPHIBAIOIINE KAaHAJIBI NTEPE/Iaul JaHHBIX U BO3MOYKHbBIE HHIIUJECHTHI COTJIACHO
KOHKYPCHOT'O 33JJaHUS.
3. Hcnonb30BaTh pa3iMuHble TEXHOJIOTUU 3aIUTHI: ITeUaTei, 0J1aHKOB, rpadyUuecKux
00BEKTOB, 0a3 JAaHHBIX H T.II.
4. MoaudunupoBaTs NoduTUKH Oe3omacHocTu B cuctemMe IWTM B cooTBeTCTBHE C
MOJIy4aeMbIMU Ha MIPAKTUKE JAHHBIMU IIEpexBara.
5. IlpuMeHUTH MOMUTUKHU 711 KOHTPOJISI TpadrKa, BBISIBICHUS U/ WK OJTIOKUPOBAHUS
MHIUCHTOB 0€30MacCHOCTH, CO3/1aBa€MbIX BHEITHUM [ eHepaTtopom yrpos.
MakcuMHU3UpOBaTh YUCIIO BHISBICHHBIX HHIIMJICHTOB 0€30MaCHOCTH.
6. Pabota c unTepdeiicom yrpaBieHUs: CUCTEMbI KOPIIOPATUBHOMN 3aIIUTHI HHPOpMALIUU
Koncyabranuu
CamocrosiTeibHas padoTa 00y4arOmIuXxcs: 4
TectupoBanue, ycTHbIN onpoc. [loaroroBka pokmnana.
Tema 1.4. Conepxanue yueOHOro Marepuajia 12
Texnonoruu ananusa | TexHONOTUHU aHAIKM3a U 3aIIMTHI CETEBOTO Tpaduka. Pa3BépTriBaHme, HACTPONKA U MMPOBEPKa 2
1 3aIUThI CETEBOI0 | paborocrocoOHocTr VPN -ceTr Ha CyIECTBYIOMICH 1 BHIYUCIUTENbHON HHOPACTPYKTYpE.
Tpaduka Pa3BéprriBanme, HacTpoOiiKa U MpoBepka paborocrnocodHocTr IDS -cucteMbr Ha
CYIIECTBYIOIIEH U BBIYMCIUTEIbHON. MexceTeBOe B3aUMOAEHCTBUE U TYHHEITUPOBAHHBIE.
VPN. [lenTpann3oBaHHbIC TOIUTHKY Oe30macHOCTH. 3amuTta padbouynx mect. |DS.
BrisiBnienne 6omblieit 4acTi MHIUIEHTOB O€30MaCHOCTH 32 OTPAHMYEHHOE BPEMS U/WITH C
y4ETOM HEOKHUJIAHHO MEHSIOIIMXCS YCIOBHM
IIpakTuyeckue 3ausitust/ JIabopaTopHbie 3aHATHSA: 6

1. TexHosoruu aHaau3a U 3allUTHI CETEBOTO TpaduKa.
2. Pa3BépThiBaHmE, HacTpoOiiKa U MpoBepka pabotocmocodbroctu VPN -cetn Ha




CYLIECTBYIOLIEH U BBIUUCIUTEIBHOU HH(PACTPYKTYpE.

3. Pa3BépThiBaHue, HacTpoOiika U mpoBepka padborocrnocodHoctu IDS -cuctemsl Ha
CYLIECTBYIOLIEU U BBIYUCIUTEIBHOU

4. Pabora c y3namu u nonb3oBatessiMmu. VPN. KoMmnpomeranus y3inoB, KitoueH,
1oJIb30BaTee. BoccTaHoBIEHNUE CBA3H.

5. O6nHoBnenue kioueBoit nadpopmanun. VPN. MexceTeBoe B3auMoieCTBHE U
TyHHenupoBaHHbie. VPN,

6. LlenTpanu3oBaHHbIC MOIUTHKK Oe30macHOCTH. 3anuTa padounx mect. |DS. BrisiBnenue
OO0JIbIIeH YaCTH MHIUACHTOB 0€30MaCHOCTH 33 OTPAaHUYEHHOE BpeMS W/WIIH C yUETOM
HEOXKHUJJAHHO MEHSIOLIMXCS YCIOBUHN

Koncyabranuu

CamocTosiTesibHasi padoTa 00yYarouuXxcs: 4
TectupoBaHue, yCTHBIN ONPOC
Tema 1.5. Conep:xxanue y4eOHOro MaTepuasia 11
Texnonoruu TexHonoruu areHTCKOro MoHUTOpUHTa. [IpogeMOHCTpUPOBaTh 3HAHNE MEXaHU3MOB PaOOThI 2
areHTCKOro areHTCKOro MOHUTOpUHTa. Pa3paboTarh ¥ MPUMEHUTH MOJUTUKH areHTCKOIO MOHHUTOPUHTA
MOHUTOpPHUHTA IUIsE pabOThl C HOCHTENSIMU M yCTpoWcTBamu. Pa3zpaboTaTh W MPUMEHUTH MOJUTUKH
areHTCKOI'0 MOHUTOPHUHTA JyIs paboThl ¢ ¢aiinamu. Pabora ¢ nCKIIrOUeHUsIMH U3 TIepexBaTa
IIpakTuueckue 3ansaTus/ JlabopaTopHsblie 3aHATHSA:
1. TexHoJOrMM ar€eHTCKOrO MOHUTOPHUHTA. 6
2. IlpomeMoHCTpHpPOBATH 3HAHKE MEXAaHU3MOB pabOTHI ar€HTCKOT0 MOHUTOPUHTA.
3. PazpaboTaTh 1 MPUMEHUTH MOJUTUKH ar€HTCKOTO MOHUTOPUHTA JJI PaOOTHI €
HOCUTEJISIMU U YCTPOUCTBAMM .
4. Pa3paboTtaTh U MIPUMEHUTH MOJUTUKH ar€HTCKOTO0 MOHUTOPHHTA IS paboTHI ¢ haimamu.
PaboTa ¢ uckiIroueHUsIMHU 13 IepexBaTa
Koncyabramumn
CamocrosiTeqibHas paboTa 00y4arOmuxcs: 3
Hoxman, pazpaboTka mpe3eHTaIuy K JOKIa Iy Ha CeMUHApe, MOUCK HHPOPMAITUU B CETAX.
Tema 1.6. Coaepxkanne y4eOHOro MaTepuaJia 10
AHanu3 BBISBICHHBIX | AHQJIN3 BBISIBICHHBIX HHIUACHTOB. llonrotroBka otué€toB o HapyueHusx. [Ipumenenue 2




VHIUJCHTOB MEXaHU3MOB CO3JaHusl (PUIBTPOB JJIsl aHAJU3a MEPEXBAYCHHOI'O TpauKa U BBIIBICHHBIX
uHuuaeHToB. [IpoBeaenune kiaccuukalnuio ypoBHS Yrpo3 MHIHMAEHTOB. OueHka yiiepoa;
Hcnonb3oBaHue JOMOTHUTENbHBIX MOAYIM aHAIM3a MH()OPMAIMOHHBIX OTOKOB, €CIIH 3TO
OPOJUKTOBAHO OCOOEHHOCTSIMU YCIOBUM BeneHus OuszHeca . PaspaboTka miaH 1o
JNAJIbHEUILIEMY PACCIIEN0BAHUIO.

Texymunii KOHTpOAb (ycTHBIM ompoc) 11 BBIIBIEHHBIX MHIUACHTOB U MPOTUBOJEHCTBUIO
HapYLIUTEJISIM C OOPON Ha HOPMATUBHYIO 0a3zy.

IIpakTuuyeckue 3ansaTus/ JlabopaTopHsbie 3aHATHA: 6

1. AHanu3 BBISIBICHHBIX UHIIUICHTOB.

2. TlogroToBka OTYETOB O HAPYIICHUSX.

3. TlpumeHeHne MEXaHU3MOB CO37aHus (PUIBTPOB JJIs aHAJIU3A TIEPEXBAYECHHOTO TpaduKa U
BBISIBIICHHBIX UHIIUICHTOB.

4. TlpoBenenue kinaccupUKaIUMio YPOBHS YyIpO3 HHITUICHTOB.

5. Ormenka ymep6a; Mcnonb30BaHre TOMOJHUTEIBHBIX MOAYJIA aHAJIN3a HH(POPMAITMOHHBIX
MIOTOKOB, €CJIM 3TO MPOAUKTOBAHO OCOOEHHOCTAMH YCJIOBUI BeJeHUs OM3Heca.

6. Pa3paboTka muiaH no gagbHEHIIEMY paccie0BaAHUIO.

7. Texymuil KOHTPOJb (YyCTHBIN o1nipoc) 11 BISBIEHHBIX MHIIUCHTOB U IPOTUBOICHCTBUIO
HAPYIIUTENISIM C OMOPOI HA HOPMATUBHYIO 0a3y.

Koncyabranuu

CamocTosiTeIbHAs BHeAYIUTOPHAsA padoTa: 2
[ToaroroButk coobmieHue mo reme: KoMMyHHKaiMOHHOE 000pyaoBaHue. TeXHOTOTHS
JIOKAJIbHBIX CETEH.

[Tpumepnas TemaTka KypcoBoi paboThI (IPOEKTA) (eciu npedycmompersl) He
npeoycmom
PpeHO

CamocTosTenbpHas padoTa 00yJaroIIuXxcs HaJl KypcOBOM paboTo (MMPOEKTOM) (eciu npedycmompeHtul) He
npeoycmom
PEeHO

Bcero: 69




3. YCJOBUA PEAVINBALIUA TPOT'PAMMBI TIMCHUATIJINHBI
3.1. TpedoBanusi K MHHAMAJIBLHOMY  MAaTEePHAJIbHO-TEXHHYECKOMY
odecneyeHHIo
VYdueOHast ayTUTOPHS JIJIs IPOBEACHUS JICKIIMOHHBIX 3aHATHH, TPYIITOBBIX U
WHMBHIYAJIbHBIX KOHCY/IbTAIMH, TEKYIIEr0 KOHTPOJISI M TPOMEKYTOUHOMN
aTTecTaIiu.
OcHnawenue ayoumopuu:
- KOMIUIEKT yueOHOU MeOenu: mapThl, CTOJ NPenogaBaTeIbCKUl, CTYbs,

J0CKa;

- MyJbTHMEIUHHAsA CUCTEMa: IPOSKTOP, SKPaH HACTCHHBIN, HOYTOYK.
Ilpozpammnoe obecneuenue HoymoyKka 1eKUUOHHBIX AYOUMOPUIL:

- JIMIICH3WOHHOE MPOTPaMMHOE 00CCIICUCHHE:

- OC Microsoft Windows;

- CBOOOJHO pacmpoCTpaHsieMOoe MPOrpaMMHOE OOeCTIeueHHE:

- o¢wucHsii naker LibreOffice;

- mporpamma npocmoTtpa pdf-moxkymentos Sumatra PDF Reader.
[TpakTryeckue 3aHATHS TPOBOASATCS B KAOMHETE HHTEPHET-TEXHOJIOTHI U
uHpopMaTHKH, 000pyaoBaHHBIM [I9BM ¢ ycTaHOBICHHBIM IPOrPaMMHBIM
obecrieueHUEM:

- JIMIICH3WOHHOE IMPOTrpaMMHOE 00CCIICUCHHE:

- OC Microsoft Windows;

- CcBOOOJHO pacmpocCTpaHseMoe MPOrpaMMHOE OOeCTIeUeHHE:

- oucHsrit maker LibreOffice;

- cucreMa nporpammupoBanus «Microsoft Visual Studio Express»;

- mporpamma npocmotpa pdf-moxkymentos Sumatra PDF Reader.

JIJIs caMOCTOSTENILHOM PabOThl CTYJICHTOB HCITOJIb3YETCSl KAOMHET HHTCPHET-
TEXHOJIOTUH U MHPOPMATHKH.

OcHarnienue kaOuHera:

KOMIUIEKT y4eOHOM MeOeIr: CTOM MPEeTo1aBaTeIbCKHUM, CTOJIBI
KOMIIBIOTEPHEBIC, CTYIbS

NIePCOHALHBIC KOMITBIOTEPHI, CETEBOM KOMMYTATOp, CETeBas KaOelbHas
cucTema.

IIpozpammnoe obecneuenue:
- JIMIIEH3WOHHOE MPOrpaMMHOE 0OecIieUcHHE:
- OC Microsoft Windows
- Anrtusupyc Kacrniepckoro
- cBOOOJIHO pacmpoCTpaHsIeMOoe MPOrpaMMHOE 00eCTieUeHNE:
- oucHerii maker LibreOffice;
- mporpamma npocmotpa pdf-moxkymentoB Sumatra PDF Reader.



3.2. UndopmannonHoe odecnevyeHue 00yueHus
Ilepeuenb pexoMeHaAyeMbIX Yy4eOHbIX u3AaHuii, WHTepHeT-pecypcos,
JAOMOJTHUTEIbHOM JIUTEPaTypPbl

OcHoBHas1 iUuTEpaTypa:

1. Hecrepos, C. A. UnpopmanronHas 6€30MacHOCTb: YYEOHUK M MPAKTUKYM JJIs
cpeanero mpodeccuonanbHoro oobpaszoBanus / C. A. HecrepoB. - Mockga:
NznarensctBo IOpaiit, 2018. - 321 c. - (IlpodeccuonansHoe oOpazoBaHue). -
ISBN 978-5-534-07979-1. - Tekct: osnektponnbiii // OO6pazoBaTenbHast
miatpopma FOpaiir [caiit]. - URL: https://urait.ru/bcode/424066.

2. BuykoB, A. A. OcHoBbl UHGOPMAIIMOHHOM O€30MacHOCTH: 3allluTa
uHpopmanuu: ydyeOHoe TmocoOue g CpelHero MnpodeccHoHaIbLHOrO
obpazoBanust / A. A. BHykoB. - 3-¢ m3n., mepepad. u jgom. - Mocksa :
NznarensctBo IOpaiit, 2020. - 161 c. - (IlpodeccuonansHoe oOpazoBaHue). -
ISBN 978-5-534-13948-8. - Tekcr: oanextponnsiii // OOpa3oBaTenbHas
miatpopma FOpaiir [caiit]. - URL: https://urait.ru/bcode/467356 .

3. Moprynos A.B. Hudopmanumonnass 0e€30MacHOCTh: Y4eOHO-METOIMYECKOE
nocobue HoBocHOMpPCKUIT TOCYNAapCTBEHHBIH TEXHUYECKUN YHHBEPCUTET. —
HoBocubupck: HoBocubupckuii rocy1apcTBEHHBIN TEXHUUECKUI YHUBEPCUTET,
2019. — 83 c.: WL, TaoJI. - 978-5- 7782-3918-0
https://biblioclub.ru/index.php?page=book&id=576726

4, Cknap B. B. Oob6ecneuenue Oe3onmacHoctd ACYTII B cooTBeTCTBUU C

COBpeMEHHbIMU cTaHnapTamu Mocksa, Bonorma: Undpa-Unmxkenepus, 2018. -
385 c. - 978-5-9729-0230-9 http://biblioclub.ru/index.php

JononHuTeIbHAS JUTEPATYypa:

1. BayxkoB, A. A. 3ammura undopMmanuu : ydyeOHOoe mocobme mis By30B / A. A.
BuykoB. — 3-e u3n., nepepabd. u gon. — MockBa : UznarensctBo HOpaiir,
2022. — 161 c. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-07248-8. —
URL : https://urait.ru/bcode/490277

2. BaykoB, A. A. 3ammura uHpOpManmuu B OaHKOBCKMX CHCTEMax . y4eOHOE
nocobue s By30B / A. A. BHykoB. — 2-¢ u3., ucnp. u gom. — MockBa :
NznarensctBo Opaiit, 2021. — 246 c. — (Bricmiee obpazoBanue). — ISBN
978-5-534-01679-6. — URL : https://urait.ru/bcode/468273

3. llernos, A. 0. 3amura nHGpOPMAITUN: OCHOBBI TCOPUHU : YICOHHUK IS BY30B /
A. 10. Ilernos, K. A. llernoB. — Mocksa : U3gatensctBo HOpaiit, 2022. —
309 ¢. — (Bwicmiee obOpazoBanme). — ISBN 978-5-534-04732-5. — URL
https://urait.ru/bcode/490019

4. TOCT P 50922-2006. 3ammra wuHbopmaruu. OCHOBHBIE TEPMHHBI U
ompenenenus. 2008 r. www.standartgost.ru 3. TOCT P MCO/M3K 17799-
2005. Hnadopmarnmonnas TtexHosorus. lIpakTudeckue mpaBuiIa YIpaBIeHUS
nH(POPMAITMOHHON Oe3omacHocThI0. WWW.Standartgost.ru

5. TOCT P UCO/MBK 15026-2002. UndopmarmoHHass TEXHOJOTHSA. YPOBHU
IEJIOCTHOCTH CUCTEM M IporpaMMHBIX cpenct. 2002 r. www.standartgost.ru 5.
I'OCT P HCO/MBK 27001-2006 «Metombl um cpeacTBa OOECTICUCHHS



https://urait.ru/bcode/424066
https://urait.ru/bcode/467356
https://biblioclub.ru/index.php?page=book&id=576726
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6e3onacHocTd. CHCTEMBI MEHEKMEHTa HWH(POPMALMOHHONH O0€30MacHOCTH.
TpebdoBanms» Www.standartgost.ru

HuTepHeT-pecypenbl:

1. bubnnoreka AnpaebapaH — KOMIIBIOTEpHas JdUTepaTypa [DIEeKTPOHHBIN
pecypc]. — Pexxum gocrtyma: http://www.aldebarans.ru/komp, cBoOomHbIH. —
3arii. ¢ 3KpaHa.

2. Buxunenuss — CBoOoaHasi sHUMKIONEAUS [DNEKTPOHHBIN pecypc]. — Pexum
nocryma: http://ru.wikipedia.org, cBoGoaHbIH. — 3ari. ¢ KpaHa.

3. Odummanbubli callT MuHucTepcTBa 00pa3oBaHus W Hayku Poccuiickoi
deneparun. — Pexxum noctyma: http://www.mon.gov.ru, cBoOoaHbINA. — 3ari. ¢
JKpaHa.

4. Tlenaroruka.py — CnpaBouHbli calT [DJeKkTpoHHBIH pecypc]. — Pexum
nocryma: http://www.pedagogy.ru, cBoOomHbIH. — 3ari. ¢ dKpaHa.

5. TlopTtam HOpMAaTHBHO-TEXHUYECKON NOKYMEHTAlUU [DIEKTPOHHBIA pecypc]. —
Pexxwum poctyna: http://www.pntdoc.ru, cBoOGoaHbI#i. — 3ari. ¢ sKkpaHa.

6. Poccuiickoe oOpaszoBanue. DenepanabHblil mopTan [DIEKTPOHHBIN pecypc].. —
Pexxum nocryna: http://www.edu.ru, cBoOomHBIN. — 3aril. ¢ KpaHa.

7. Texnuueckas JnurepaTypa [DNEKTpoHHBIM pecypc]. — Pexum nocrymna:
http://www.tehlit.ru, ceoboaHbIN. — 3ari1. ¢ 3KpaHa

4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUA
JANCHUTIJINHBI
Kontpoib W omeHka pe3ylbTaToOB OCBOCHHUS JUCHUILIUHBI OCYIIECTBISACTCS
npernojaBaTeieM B MPOILECCe MPOBEJNEHUS  MPAKTUYECKUX  3aHATHH |
7a00paTOPHBIX PadOT, TECTHPOBAHMS, a TAKXKE BBIMOJHEHUS OOYYAIOUUMHUCS
VHIUBHUAYaIbHBIX 3aIaHUM, IPOCKTOB, UCCIICJOBAHUN.

@®opMBbI U METObI
KOHTPOJISAA U OLIEHKH
pe3yJbTAaTOB 00y4eHUs

Pe3yabTaThl 00y4yeHust
(ocBOEHHbBIE YMEHUS1, YCBOCHHbIC 3HAHUSA)

341U ThI

B pesyapTare OCBOCHHUA
00yYarOIIHIACs I0JDKEH YMeTh:
NPAaBWIBHO OKCILNTyaTHPOBAaTh CHCTEMBI U
CpencTBa, MpeaHa3HauyeHHBbIC I 3()PEKTUBHOTO
(GYHKIIMOHUPOBAHMUSI ~ KOMIUJIEKCHOW  CHCTEMBI
uHbpOpMaM B TOJPA3CICHUSIX

KoMOMHMpPOBaHHBI ~ METOJ
KOHTPOJIS B dbopme
WHIUBHTYaJIbHOTO,

bpoHTAIBHOTO  Ompoca U
CaMOCTOSITEIbHOM  PabOThI;
TeCTHUpOBaHHMe,  pedeparsr;

TUACIUTLINHBI

OpraHu3ally;
—  UCIOJIb30BaTh METOJbI M CPEICTBA 3AIIUTHI
JIaHHBIX;

—  IUTAaHUPOBATH
MEPONPUATHS,

OpraHu3alMOHHbIE
MIPOBOAVMBIE pu

cocTaBiieHue U ohopmiIeHUE

MUCHMEHHBIX  JIOKYMEHTOB;
MOATOTOBKA u 3aIuTa
pedeparos; AKCIIEpTHAS
OLICHKA pE3yNIbTaTOB



http://www.standartgost.ru/
http://www.aldebarans.ru/komp
http://ru.wikipedia.org/
http://www.mon.gov.ru/
http://www.pedagogy.ru/
http://www.pntdoc.ru/
http://www.edu.ru/
http://www.tehlit.ru/

Kpunrorpaduueckou 3anmure nHGopMainu;

—  yCTaHaBIMBaTb U HACTpaWBaThb CPEJCTBA
3alUThl UHPOpPMALIUY;

—  aJAMHMHHCTPUPOBATh CUCTEMBI 3aILUTHI
uH(popmMaImy;

—  co3JaBaTh U MOJU(PUIMPOBATH 3AIUILICHHBIC
CETH MO 33JJaHHBIM CXEMaM;

—  OpPraHM30BBIBaTh MEXCETEBOE
B3aMMO/ICHCTBUE;

—  OpraHu30BBIBaTH  B3aUMOJICUCTBHUS  BCEX
00BEKTOB VPN MEXKIY coboi "

(YHKIIMOHUPOBAHUS TYHHEIS,
— o0ecrneunBaTh paboOTy cepBepa 3alUIIEHHBIX
COCMHECHUM.

BBITIOJTHCHUS
WH/IMBHTyaJIbHBIX
IpPAaKTHYECKUX  paboT 1o
PEIICHUIO  CHUTYallMOHHBIX
3ajau.

B pe3ynbTaTe OCBOCHHSI JUCITUTUTHHBI
00yYaIOIIHICS TOJIKEH 3HATh:

- COBpPEMEHHBIC npodeccruoHaTbHBIC
TEXHOJIOTUU B TIpeAMEeTHOH (mpodecCHOHATBHOMN)
chepe neaTenbHOCTH;

- o0mue mojokeHuss 00 UHPOPMAITMOHHOMN
0e3omacHOCTH IS TEJIEKOMMYHHMKAIIMOHHBIX
CUCTEM;

- OpraHM3allMOHHO-TEXHUYECKHE U TPABOBbHIE
OCHOBBI UCIIOJIb30BAHMS AIIEKTPOHHOTO
JIOKyMEHTO000pOTa B uH()OPMaITMOHHBIX
CUCTEMAX;

- CTPYKTYypa BUPTYaJIbHOM 3ALIUIIECHHON CETH;

- Ha3HAYCHHUE BUPTYaJIbHOW;

- TEXHOJOTMM  TIOCTPOCHUS  BHUPTYaJIbHBIX
3aIMIIEHHBIX CETe Ha OCHOBE MPOrPAMMHBIX U
MPOrpaMMHO-aNMaPATHBIX PEIICHUN;

- OCHOBHbIE KOMIIOHEHTHI CHCTEMBbI
uHbopMaImy;

- cocraB mporpammHoro komruiekca ViPNet
(Administrator, Client, Coordinator);
- OCHOBHBIE  (PYHKIIMH U
koMruiekca ViPNet;

- IPHKJIaIHbIC cUCTeMbl KoMiuiekca ViPNet;

- wmodeByro  crpyktypy cetm  ViPNet
(xmroueBas cucrema, dbopmupoBaHue u
yIpaBJeHUE KIIOYEBOU CUCTEMOM);

- IOYC u VYKL: ¢yHkuuu u ycinoBuUs UX
B3aUMOICHCTBUS;

341U ThI

BO3MOXXHOCTH

HNuTtepnperanus pe3ynbTaToOB

YCTHOTO OIPOCA; TEKYIIUU
KOHTPOJIb B bopme
TECTUPOBAHUSI; TeKYLIUN
KOHTPOJIb YCBOCHMUS
marepuaia B dbopme
KOMOMHUPOBAHHOTO OMPOCa;
DKCIEpPTHAs OILICHKA
pe3yJIbTaTOB  BBIIIOJIHEHHUS
JIOMAIIHETO 3a7aHus;

TEeKYyIIUA KOHTPOJIb B (popme
KOMOMHHPOBAHHOTO OIPOCa;
IKCTIIEpTHAsS OIICHKA
pEe3yJIbTaTOB  BBIOJHECHUS
JIOMAITHETO 3aIaHHUS.
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