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1. MACHOOPT NPOT'PAMMBI MIPO®ECCUOHAJIBHOI'O MOAYJIA

«IIM.02 3ALIMTA UTH®POPMAILIUU B ABTOMATU3NPOBAHHBIX
CUCTEMAX ITPOTPAMMAMMU U ITIPOTPAMMHO-ATIITAPATHBIMHA
CPEACTBAMMN»

1. OobuaacTb npMMeHeHHUs POTrPAMMBbI

Pabouas mporpamma mnpodeccuonanpHoro moxyias IIM.02 3ammra wHbDOpManuu B
ABTOMATH3UPOBAHHBIX CHUCTEMaxX IporpaMMaMd W IPOrpaMMHO-anmnapaTHbIMU
CpPEeACTBAMHM SIBJISICTCSI YaCThIO MPOTPAMMBI MOJTOTOBKH CHEIUATIUCTOB CPEIHEr0 3BEHA
B coorBerctBUH ¢ PI'OC mno coemmanpHoctd CIIO  10.02.05.00ecneuenue
nH(pOPMAIIMOHHOM 0€30MacHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM JIJII OYHOTO OOYy4YEHHUS
CTyJICHTOB, HMEIOIIMX OCHOBHOE o0iiee oOpa3oBaHHe, MO IIporpaMme 0a30BOM
IMOATOTOBKH.

PaGoune mporpaMmbl JUCHMIUIMH, aJalTUPOBaHHBIE I OOYYEHHS JIMI[ C
OTPaHUYECHHBIMH BO3MOKHOCTSMH 3JI0POBBS, pa3padaThIBAIOTCA C YUYETOM KOHKPETHBIX
OTPAaHUYCHUM 370pOBbSl JIMI[, 3aYUCICHHBIX B KOJUICIK, M YTBEPXKIAIOTCI B
YCTaHOBJICHHOM MOPSIJIKE.

1.2. Mecro AUCUMIUVIMHBI B  CTPYKTYpe OCHOBHOM MpPOdeCcCHOHATBLHOU
00pa3oBaTeJbHOI MPOrPaAMMBbI:

[IpodeccuonanbHbIii MOAYIH «3aluTa HHPOPMALIMKA B aBTOMATU3UPOBAHHBIX CUCTEMAaX
nporpaMMamMd W [POrPAMMHO-ANINapaTHBIMA  CPEICTBAMU»  OTHOCUTCA K
npodeccuonansuomy nuxity [1CC3.

1.3. Hean u niiaHupyemMble pe3yJabTaThl 0CBOEHUS MPO(eCCHOHATIBLHOT0 MOAYJIs

B pesynprare u3ydenus mnpoPecCHOHATBHOTO MOMAYJS CTYACHT OJKEH OCBOHUTH
OCHOBHOW BHUJ JESATEILHOCTH: UMETh MPAKTHUYECKHU OIBIT MO 3amuTe WH(OpMalU B
aBTOMATHU3MPOBAHHBIX CHUCTEMaxX MPOrPaMMHBIMH ¥  TPOTpaMMHO-aNIapaTHBIMU
CPEICTBAMU U OCYIIECTBICHHUIO MMOJTHOMOYHUH OTepaTopa NMEKTPOHHO-BBIUUCIUTEIHBIX
¥ BBIUMCIUTEIBHBIX MAIIMH W COOTBETCTBYIOIIME €My OOIIMe KOMIETCHUUU W
npodeCcCUOHANIbHBIE KOMIIETECHIINU:

Obuwiue komnemenyuu

OK 1. BwiOupath cnocoObl pemieHuss 3aaad  MpOPECCHOHATBHON JesTEIHHOCTH,
MIPUMEHUTENHHO K Pa3IMYHBIM KOHTEKCTaM.

OK 2. OcymiecTBisTh MOUCK, aHAIW3 U MHTEPIIPETAIN0 HHPOpMAINKA, HEOOX0IUMON
JUTS BBITIOJTHEHUS 3a/1a4 MPO(PECCUOHATBHOMN JAEATEeIbHOCTH.

OK 3. [InanupoBath 1 peain30BBIBATH COOCTBEHHOE MPOGECCHOHATBHOE W JIMYHOCTHOE
pa3BUTHE.

OK 4. Pabotath B KOJJIEKTHMBE M KomaHjae, 3()(PEKTUBHO B3aMMOJECUCTBOBATH C
KOJIJIETaMU, PyKOBOJICTBOM, KIIMEHTaMHU.

OK 5. OcymiecTBnsaTh YCTHYIO U MHCHbMEHHYIO KOMMYHHKAIIMIO Ha TOCYJapCTBEHHOM
S3BIKE C YUETOM OCOOCHHOCTEHN COIMANBHOTO M KYJIbTYPHOTO KOHTEKCTA.

OK 6. [IlposBiusaTh TrpaxAaaHCKO-MATPUOTHYECKYIO TMO3UIIMIO, JIEMOHCTPUPOBATH
OCO3HAHHOE MOBEJICHUE HAa OCHOBE TPAIUIIMOHHBIX 00IIEYETOBEYECKUX LIEHHOCTEH.

OK 09. UVcnonb3oBaTh HHPOPMAIIMOHHBIE TEXHOJOTUU B MpodeccroHaTbHOMN
JESITeIbHOCTH.



OK 10. IToms3oBathcs mpodecCHOHANBHOR JOKyMEHTAMeH Ha TOCYJapCTBEHHOM H
WHOCTPAHHOM SI3bIKE.
Ilpogheccuonanvnvie kKomnemenyuu

I[IK 2.1. OcyumecTtBisiTh YCTaHOBKY MW HACTPOWKY OTHAEIBHBIX IPOTrPaMMHBIX,
MIPOrPaMMHO-AMIAPATHBIX CPEICTB 3aIIUThI HH(OPMALIUH.
[IK 2.2. OOGecrneunBaTh 3amuTy HH(POpMAaNUKM B aBTOMATU3HPOBAHHBIX CHCTEMax
OTZEIBHBIMH IPOIPaMMHBIMH, ITPOTPAMMHO-ANINAPATHBIMU CPEICTBAMM.
I[IK 2.3. OcyuiectBisiTh TeCTHUpOBaHHE (YHKUMN OTIAECNBHBIX MPOrPaMMHBIX |
IPOrpaMMHO-aINAPATHBIX CPEJICTB 3aLIUTHl HHPOPMALIH.
I[IK 2.4. OcymectBuith 00pabOTKy, XpaHeHHME U ImepeAady HUHopMmanuu
OTPaHUYECHHOTO JTOCTYIIA.
IIK 2.5. VYHuuTtoxxkaTe HMH(OpMaLMIO M HOCUTENM HH(OpPMALMU C HCHOJIb30BAHUEM
IPOrPAMMHBIX Y IIPOIPaMMHO-AIIIIAPAaTHBIX CPENICTB.
[IK 2.6. OcylecTBIATh PETUCTPALIMI0 OCHOBHBIX COOBITUHA B aBTOMATU3UPOBAHHBIX
(MHpOPMALIMOHHBIX) CUCTEMAax, B TOM YHCIE C HMCIHOJIb30BAHUEM MPOrPAMMHBIX U
MIPOrpaMMHO-ANIMAPATHBIX CPEACTB OOHAPYKEHMS, MPEAYNPEKIACHUS U JHMKBUIALMH
MOCJIE/ICTBUI KOMITBIOTEPHBIX aTaK.

C uenplo OBIAJEHUS YKa3aHHBIM BHUJIOM MPO(PECCHOHATBHON AESITEIBHOCTH U
COOTBETCTBYIOIIMMH MPO(PECCUOHATIBHBIMU KOMIETEHIUSAMU OOYy4YaroIIMICs B XOJ€
OCBOEHUS PO(ECCUOHATIBHOTO MOAYJISI IOJIKEH:

Nmerb — INPUMEHEHMSI IPOTrPAMMHO-ANNAPATHBIX CPEACTB 00ECTIEUEHUS
NPaKTHYeCKHI MH(pOPMaLMOHHON 0€30I1aCHOCTH;
ONbIT — JIMarHOCTHKH, YCTPAHCHHS OTKAa30B U BOCCTAHOBJICHUS

paboTOCIOCOOHOCTH TPOTrPaMMHO-aNNapaTHbIX CPEJCTB
obecrnieueHus UHPOPMAITMOHHON O€30MTaCHOCTH;

— MOHHTOPHUHTA Y)PEKTUBHOCTU MTPOTPAMMHO-AMMAPATHBIX CPEACTB
obecrieueHrs HHPOPMAITMOHHOM 0€3011aCHOCTH;

— pEelIeHHEe YaCTHBIX TEXHUYECKUX 3a/1a4, BOSHUKAIOUINX MIPH
aTTecTaluu 00BEKTOB, MOMEIIEHUH, POTPaMM, aJTOPUTMOB;

— o0ecrnieyeHue yuyera, 00pabOTKH, XpaHEHHUsI U Tepeadn
KOH(HIEHIMaTbHON HHpOpMaLUY;

— TMPUMEHEHHE HOPMATUBHBIX MPABOBHIX AKTOB, HOPMATHUBHBIX
METOIMYECKUX JOKYMEHTOB MO 00ecTeueHni0 HHPOPMAITMOHHON
0€30MMacHOCTH almnapaTHO-MPOrPaMMHBIX CPE/ICTB.

Ymerb — TPUMEHATH MPOTpaMMHO-aNMapaTHBIE CpPEACTBA OOCCICUCHMS
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

— JIMarHOCTHPOBATh,  yCTPaHITh  OTKa3bl W  00eCleuynBaTh
paboTOCIIOCOOHOCTh MPOTrpaMMHO-aNMmapaTHIX CpEICTB
obecrnieueHUsT MHPOPMAITMOHHON 0€30IIaCHOCTH;

— omneHuBaTh  A(P(PEKTUBHOCTL  NMPUMEHSIEMBIX  MPOTPAMMHO-
anmapaTHBIX CpeICTB o0ecrnieueHus UHPOPMaITMOHHOKN
0e30MacHOCTH;

— yd4acTBOBaTh B OOECHEUEHUHU YydeTa, OOpabOTKH, XpaHEHUS WU
nepeaaun KoHpuaeHnnaapHoi nHhOpMaIHH;




peraTh 4YacTHBIE TéxHUYECKME 3a7auy, BO3ZHMKAOIINX npu
aTTeCTallik OOBEKTOB;

IPUMEHECHUE HOPMATHUBHBIX IPABOBBIX aKTOB, HOPMATHUBHBIX
METOJIMYECKHUX JOKYMEHTOB IO 00€CIIeUeHNI0 HHPOPMAITMOHHOMH
0€30IaCHOCTH aIlIapaTHO-MPOTPAMMHBIX CPEJICTB.

3HaThL

MeTOABI U (hOPMBI IPUMEHEHUS TTPUMEHEHUE TTPOTPAMMHO-
amnmapaTHBIX CPEJICTB oOecTieueHnss HHPOPMAITMOHHOM
0e30MacHOCTH;

OCOOEHHOCTH TPUMEHEHUs MPOrPaMMHO-AMIMAPATHBIX CPEICTB
obecrnieueHrs MHGOPMAIIMOHHON O€30MacHOCTH B ONEpPallMOHHBIX
CUCTEMAaX, KOMIBIOTEPHBIX CETAX, 0a3 IaHHBIX;

TUIIOBBIC MOJICTIN YIIPABJIEHUS IOCTYIIOM;

TUIOBBIE CPEACTBA , METOAbl U MPOTOKOJBI HJICHTU(UKAIUU,
ayTeHTU(DUKALIMU U aBTOPHU3ALINY;

TUIIOBBIE CPEACTBA U METOJIbI BEICHMS ayauTa U OOHApYKEHUs
BTOPKCHUM;

TUIIOBBIE CPEICTBA 0OecrneueHust HHPOPMAIIMOHHOM 6€30MacHOCTH
B JIOKQJIBHBIX U TJI00aJTbHBIX BEIYUCIUTEIBHBIX CETAX;

OCHOBHBIE MOHSTHUSA Kpunrorpaduu u TUIIOBbBIC
KpunTtorpaduuecKkrue MEeTO/Ibl 3allUThl HH(pOopMaIH.

1.1. KoamyecTBO 4acoB, 0TBOJAMMOE HA 0CBOeHHE MPOdhecCHOHATIBLHOTO

MOIYJIst

Bceroyacos 331
N3 aux Ha ocBoenne MJIK 259

Ha TPAKTUKH, B TOM YHCIIe TPOU3BOACTBEHHYIO 72
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2. CTPYKTYPA U COAEP KAHUE TIPO®ECCHUOHAJIBHOI'O MOAYJISA
2.1. Ctpykrypa npo¢eccuoHaIbHOT0 MOIYJIA

O0bemM BpeMeHH, OTBeIeHHbI HA 0CBOEHUE MEKTUCIIUILIMHAPHOT O I
Kypca(KypcoB) PaKTHKA
Oobs13aTesibHAs ayIUTOPHAs yueOHAaA CamocTrosiTeqbHasI
Kon HanMeHOBaHHe PA3IEIIOB Bcero, HArpy3Kao0y4yarwuerocs padora
npodec- npoeccHOHATLHOTO 1acos 00yvaiomerocs Yuebuasi, | TIpoussoacTeenH
CHOHAJIbHBI Moyt B 1.u. B 1.4. Hacos as (mo npoguiaio
X Bcero, JabopaTopHble |KypcoBas Bcero, | B T.u. Kyp- CHenuaIbHOCTH),
i NMpaKTHYecKHe (mpoexkT) paGoTa
3aHATHSA, YaCOB ' (mpoexr)
(B T.4. Hacos ,
MpaKTUIecKas 1acoB
MOJITOTOBKA)
1 2 3 4 5 6 7 8 9 10
K 2.1.
K 2.4 MJK.02.01. 05 05 48 ) ) )
K 2' 5' IIporpaMmMHBbIe U MPOrPAMMHO-
- anmnapaTtHele CpeacTBa
o0ecrnieyeHns MHGpOpMaMOHHOI
0e30macHOCTH
K 2.1
K 22 MJK.02.02. 95 05 48 ) )
. Kpunrtorpaguyeckne cpeacrsa u
K 2.5
MeTOoAbI 3aIUThI HHGOpMaIUK
K 2: 6 Kopnoparunas 3ammura
BHYTPEHHHUX Yrpo3
HH(OPMANMOHHOI 0€30ITaCHOCTH
1K 2.1 IIpou3BoacTBEeHHAS MPAKTHKA
1K 2.2 P P ’ 72 72
K 2.3 4acoB
IIK 2.4
K 2.5
11K 2.6
Bcero: 331 259 132 - - 72




2.2. TemaTuyecKuii IJIaH U cojep:kanue npodeccuoHanbHoro MoayJas «IlIM.02 3amura nudpopMauuu B aBTOMATU3UPOBAHHBIX
cHCTeMax NMPOrpaMMaMHM M MPOrPAMMHO-ANNAPATHBIMHU CPeACTBAMM)

HauMeHoBaHue pa3esioB Conep:xxanue yueOHOTro MaTepuaJjia, 1a00paTopHbie padoThl U MPAKTHYECKHE O0bem
npogeccHOHAIBHOIO 3aHATHS,CAMOCTOATEIbHASA padoTa 00yyawumuxcs, KypcoBas pador (poexT) 4acoB
moayJs (IIM), (eciu mpexyCMOTPEHBI)
MEKIMCUMIVINHAPHBIX
kypcoB (MJK) u tem
1 2 3
M/K.02.01. IIporpaMMHBbIe U IPOTPAMMHO-ANNAPATHBIE CPEACTBA 00ecneyeHUs1 HHPOPMAITMOHHOI 95
0e30IacHOCTH

Pazgen 1. OcHOBHBIC NPUHIUNBI IPOrPAMMHOM M MPOTPAMMHO-ANNAPATHON 3aIIMTHI HH(OPMAIUT

Tema 1.1. Copep:xanue y4e0HOIr0 MaTepuajia 8
IIpeamer u 3axa4u Henu, 3amaun u conepkaHue Kypca. OcHOBHble moHATHA. [IpeaMer u 3amaun 2
NPOrpaMMHO-ANNAPATHON | TPOrpaMMHO-AIIAPATHON 3anuThl HUHPOpMAIMU. ABTOMATU3MPOBAHHAS CHUCTEMA.
samuTel HHGopmManun | Ctpyktypa u  kommoHeHTl AC.  Cerm  OBM.  CnocoOsl  3amiuThl
KOH(HMICHIIMAIEHOCTH, 11eJIocTHOCTH U JoctynHocTH B KC.
IpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHS 4
1. Henu, 3aga4u U coepx aHue Kypca.
2. OCHOBHBIE TTOHSTHUSI.
3. Ilpeamer u 3aaun MporpaMMHO-annapaTHON 3alUThl HHPOPMAITUH.
4. ABTOMAaTH3UpOBaHHAs CUCTEMA.
5
6

. Ctpyktypa u komnoHeHTsl AC. Cetn O9BM.
. CniocoOsl 3a1uThl KOH(UIECHIIMATBHOCTH, IIEJIOCTHOCTH U JocTynHocTH B KC.

KoncyabTanuu
CamocTosiTesibHasi padoTa 00y4ar0INXCs: 2
TecTupoBaHHe, YCTHBIN OIIPOC.
Tema 1.2. Copep:xanue y4e0HOIr0 MaTepualia 8
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IIpo6aema 3amUTHI

[IpoGnema 3ammTBl MPOTPAMMHOTO OOecCTedYeHHs] WH()OPMAIMOHHBIX CHCTEM.

MPOrpaMMHOIO OOBEKTHI  3alTUTHI. Kv3HeHHBIA  OHMKA  OPOrpaMMHOr0  OOecredyeHus
o0ecnieyeHust uHGOPMAIIMOHHBIX cHUCTEeM. TexHoylorhyeckass W HKCIUTyaTallMOHHAas 0e30MacHOCTh
UHGPOPMALMOHHBIX nporpaMMHoro obOecredenus. OCHOBHbIE NPHUHILUIIBI oOecredeHus Oe30MacHOCTH
cucTeM IpOrpaMMHOTO OOecreueHusl. 3aniuTa MPOrpaMMHOTO OOECHeueHus Kak cHucTeMa
HAyYHbIX JIUCUMUIUIMH. YS3BUMOCTH MPOrPAaMMHOIO  OOecredeHHsl.  YTPO3bl
0€30MacHOCTH  MPOTPaMMHOro  oOecriedeHus.  BpenoHOCHblE — MpOrpammbl.
HecaHnKuMOHMPOBAHHBIE HCCIIEIOBAHUE U KOIUPOBAHUE IPOTPaAMM.
IpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHS
1. IIpoGnema 3amuThl IPOrpaMMHOTO o0ecreueHrss HHPOPMAMOHHBIX CUCTEM.
2. OOBEKTHI 3aITUTHI.
3. JKu3HEHHBIN MUK MPOTPAaMMHOT0 00ecTIcUeHUSI HHPOPMAITMOHHBIX CHCTEM.
4. TexHomorudeckas v SKCIUTyaTallmOHHAas 0€30MacHOCTh TPOTPAMMHOTO
oOecrieyeHusl.
5. OcHOBHBIE TPUHIIUIIBI OOECTIeYeHUs 0€30MaCHOCTH TPOTPAMMHOTO 00ECTICUCHHUS.
6. 3amuTa mporpaMMHOTo 00eCIedeHHsI KaK CHCTeMa HAyUHBIX JUCIIUATIINH.
7. YS3BUMOCTH IPOTrPaMMHOTO OOeCIIeYeHUsI.
8. Yrpo3sl 6€30MmacHOCTH MPOTPAMMHOTO 00ECTICUCHHUS.
9. BpenonocHbie TPOTrPaMMBI.
10.HecaHKIIMOHUPOBAHHBIEC HCCIICIOBAHNE U KOMTUPOBAHKUE MPOTPAMM.
KoncyabTanuu
CamocrosiTesibHas pad0oTa 00y4aK0IIMXCH:
TectupoBaHue, YCTHBIM OIIPOC.
Tema 1.3. Copnep:xanue y4eOHOIr0 MaTepuajia
Crannaprer HopmatuBHBIE TIpaBOBBIC aKThl, HOPMATUBHBIE METOJAMYECKHUE JOKYMEHTHI, B COCTaB
0e30macHOCTH

KOTOPBIX BXOAAT TpeOOBaHUS M PEKOMEHJAUUU MO0 3amure UHGOpMaluu
OpOrpaMMHBIMM M TPOTpaMMHO-alNapaTHeIMU  cpeactBaMu. [lpodunu  3amuThs
IPOrpaMMHBIX U MPOrPaMMHO-ANNAapaTHBIX CPEICTB (MEKCETEBBIX IKPAHOB, CPEJICTB
KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENEeH HWH(OpMALUU, CPEACTB JOBEPEHHOMN
3arpy3KH, CpeACTB aHTHUBHPYCHOM 3amuThl). CTaHAApTHI MO 3amuTe HHGOpMaIuH, B
COCTaB KOTOPBIX BXOJAT TpeOOBaHUS M PEKOMEHIAIMHM MO 3auiuTe HWHGOpMaluu
IIPOTPaMMHBIMHU M IPOTPAMMHO-AIIIAPATHBIMU CPEICTBAMH.
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IpakTnueckue 3anaTus/ JlabopaTtopHbie 3aHATHS

1. HopmaTuBHBIE IPAaBOBBIE aKThl, HOPMAaTUBHBIE METOITMYECKHE IOKYMEHTHI, B
COCTaB KOTOPBIX BXOASAT TPEOOBaHUS U PEKOMEHAAINH TT0 3aIUTe HHPOPMAIIH
IPOrPAMMHBIMH U IIPOTPAMMHO-aNapATHBIMUA CPEACTBAMM.

2. Ilpodunm 3aMThl MPOTPaMMHBIX U TPOTrPAMMHO-ANMAPATHBIX CPEACTB
(MEXCeTEeBBIX IKPAHOB, CPEJICTB KOHTPOJISI ChEMHBIX MAITUHHBIX HOCUTENIEH
uH(pOpMalnK, CPEACTB JOBEPEHHOM 3arpy3Ku, CpEACTB AHTUBUPYCHOM 3aIlIUTHI).

3. CranpgapTsl 1O 3a1UTe UHPOPMAIIUHU, B COCTaB KOTOPHIX BXOIST TPEOOBaHUS U
PEKOMEHIAIMK TI0 3aIIUTe HHPOPMAILIUU TPOTPAMMHBIMHU U IIPOTPAMMHO-
anrapaTHbBIMU CPEJICTBAMM.

4. O030p HOPMATHUBHBIX IPABOBBIX AKTOB, HOPMATHUBHBIX METOJIMYECKHUX JOKYMEHTOB
10 3alIUTe UHPOPMALIUU, B COCTAB KOTOPBIX BXOAAT TPEOOBAaHUS U PEKOMEHIALINH
10 3alIUTe HHPOPMALIUU MPOTPAMMHBIMU U IIPOrPAMMHO-AIIAPATHBIMU
CpEIICTBAMH.

5. Pabota c conep:kaHMeM HOPMATUBHBIX MPABOBBIX aKTOB.

KoucyabTanum

CamocrosiTeibHAsA padoTa 00y4aOIIMXCH:
TectupoBanue, ycTHbIM onpoc. [logrotoBka okmnana.

Tema 1.4.
3amunieHHasa
aBTOMATH3MPOBAHHAS
cHcTEMA

Copep:xanue y4e0HOI0 MaTepualia

ABTOMaTu3anus mnpoiecca o0padoTku nHbopmanuu. [loHsTre aBToOMaTU3UPOBAHHOM
cucteMbl. OCOOEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM B 3aIMILIEHHOM HCIOJIHEHUHU.
OcHoBHble BuAbl AC B 3alIMINEHHOM HCOOJHEHUHA. METOAbl CO3MaHus Oe30I1acHBIX
cucTeM. MeTononoruss NPOEKTUPOBAHUS TApaHTHUPOBaHHO 3amumieHHbIXx KC
JnckpeunonHele moaenu. MaHnaTHbIe MOJEIIH.

IpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHS:

1. ABtromaruzarus npoiiecca 00padoTKu HHGOPMAIIHH.

2. TlonsiTMe aBTOMATU3UPOBAHHOMN CHCTEMBI.

3. . OcobeHHOCTH aBTOMATU3UPOBAHHBIX CHCTEM B 3aIUIIICHHOM HCIIOJTHCHHH.

4. Ocuosuble BUabl AC B 3aIIMIIIEHHOM HUCIOJHEHUN. MeTOoabl CO3aaHus
0e30MacHbIX CUCTEM.

5. Meroaonorus NpoeKTUPOBAHUS TapaHTUPOBAHHO 3amuieHHbIX KC
JluckpenmonHsie Moesn MaH1aTHbIE MOJIENH.
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6. Yuer, oOpaboTka, xpaHeHnue u nepeaayda napopmarmuu 8 AVC

/. OrpaHu4eHHEe JOCTYIa HAa BXOJl B CHCTEMY.

8. Unentudukanus u ayTeHTUPHUKAIUS TOIb30BaTENCH

9. Pasrpanuuenue nocTyma.

10.Peructparust coObITHI (ayauT).

11.KoHTpOJIb 11eTOCTHOCTH JaHHBIX

12. YHu4TOXKEHNE OCTAaTOYHOU MH(POPMALIUH.

13.Ynpasnenue nonutukoi 6ezonacHoctu. [llabmonsl 6e30macHoCTH

14 Kpunrorpaduueckas 3amura. O030p nporpamMm mu(poBaHus JaHHBIX.
15.Ynpasnenue noautukon 6ezonacHoctu. [llabmonbl 6e30nacHOCTH

Koncyabranuu

CamocrosiTesibHast padoTa 00y4aKOIINXCH:
TectTupoBaHue, YCTHBIM OIIPOC

Tema 1.5.
IpuHIUNBLI IPOrpaMMHO-
aANMmapaTHOMN 3aUTHI
uHpopMalMU OT
HECAHKIHOHUPOBAHHOI0
AOCTYyIA

Copep:xanue y4e0HOIr0 MaTepuajia

[TonsiTHEe HECAaHKIIMOHUPOBAHHOTO JocTymna K mHpopmaru. OCHOBHBIE MOIXOIbI K
samute uHbopmarmu ot HCJl. Opranuzamus noctyna K ¢aiiam, KOHTPOJIb TOCTYTa
U pa3rpaHUyeHue J0CTyMa, UepapXuuecKuil 1ocTym K ¢ainam. Oukcarus g0cTyna K
daiinam. JlocTyn K TaHHBIM CO CTOPOHBI mporiecca. OCOOEHHOCTH 3aIUThHI JaHHBIX OT
u3menenus. [1ludposanue.

IIpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHSA:

1. Opranuzanus 1octyna K ¢ganaam.

2. O3HaKOMJICHHE C COBPEMEHHBIMHU IIPOTPAMMHBIMH H ITPOTPaMMHO-aNapaTHBIMA

cpeacrBamu 3amutbl oT HC/I.

[ToHsATHE HECAHKIIMOHUPOBAHHOTO JIOCTYMA K MHGOPMAIIHH.

OcHoBHBIC TOIX01bI K 3ammuTe nHGopmanuu ot HCJI.

Opranmzanus goctyna K (aitsiaM, KOHTPOJIb JOCTyTa U pa3rpaHudeHUE T0CTYTa,

uepapxuueckuit octyn K Qaitnam. Gukcanus goctyna Kk gaitnam.

6. JlocTym K IaHHBIM CO CTOPOHBI mporiecca OCOOEHHOCTH 3alTUThI JAHHBIX OT
m3meHnenus. [lIndpopanue.

ok~ w

KoncyabTanuu

CamocTosiTesibHasi padoTa 00y4ar0INXCs:
Joxnan, pa3paboTka nMpe3eHTalu K JOKJIay Ha CeMHHApe, MOUCK MH(OopMaIuu B
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| cemsix.

Paspnen 2. 3amura uHpopManNU B JIOKAJIbHBIX CETIAX

Tema 2.1.
OCHOBBI IOCTPOCHUA
3alMIIEHHBIX ceTel

Copep:xanue y4e0HOI0 MaTepuaJia

Ceru, paboTtaronye MO TEXHOJOTUM KOMMYyTanuu mnakeroB 14 CTek MpOTOKOJIOB
TCP/IP. OcoGennoctu mapupytusanuu. lltatHeie cpenctBa 3amuThl HHGOPMALUU
cteka npoTtokosoB TCP/IP. CpenctBa naeHTu(UKAIMK U ayTEHTU(UKALIMYA HA Pa3HBIX
ypoBHsx npotokona TCP/IP, noctonHcTBa, HEJOCTATKU, OTPaHUYCHHUSL.

IIpakTnueckue 3anaTus/ JlabopaTtopHbie 3aHATHS:

1. Ceru, paboTaromiue 1o TeXHOJIOTHU KOMMYTAI[UU TaKEeTOB.

2. Crek nporokojoB TCP/IP. Oco6eHHOCTH MapIIpyTH3aIIUH.

3. llraTtHbie cpeacTra 3anuThl nHPOpMaluu cteka nporokosoB TCP/IP.

4. CpenctBa UACHTUPUKALUY U ayTCHTU(HUKAIIMKI HA PA3HBIX YPOBHIX MPOTOKOJIA
TCP/IP, nocTOMHCTBA, HEIOCTATKH, OTPAHUYCHUS.

5. BupTtyanbpHas yacTHasi CETb.

6. DyHKIINW, HA3HAYECHWE, TPUHIIUI ITOCTPOCHHSI.

KoucyabTanum

CamocTosiTe/IbHAsI BHeayAUTOpHAasi padora:
[ToarotoBuTh coobIeHue Mo Teme: KoMmMmyHukammonnoe oobopyaoBanue. TexHomorus
JIOKQJIBHBIX CETEH.

Tema 2.2.
Cpencra opranuzanuu
VPN

Copep:xanue y4e0HOI0 MaTepualia

BupryanbHas yactHasa cetb. PyHKINH, HA3HAYECHUE, TPUHIUI OocTpoeHus 10
Kpunrorpaduueckue u HekpunrTorpapuueckue cpencrsa opranuzanuu VPN.
VYerpoiictBa, o6pazyronire VPN. KpuntomapuipytuzaTtop U KpUnToPuibTp.
Kpunropoytep. [IpuHIMIBL, apXUTEKTYpa, MOAENb HAPYIIUTEISA, JTOCTOMHCTBA U
Hegoctatku Kpuntogunbtp. [IpuHIMIBL, apXUTEKTYpa, MOJIETb HAPYLIUTENS,
JJOCTOMHCTBA M HEJOCTATKHU.

IIpakTnueckue 3ansaTus/ JlaboparopHbie 3aHATHSA:
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BupryanbHas yactHas cetb. OyHKUNH, HA3HAYEHUE, IPUHLIUI [IOCTPOCHHUS.
Kpunrorpaduueckue u Hekpunrorpapuieckue cpeactsa opranuzanuu VPN.
VYerpoiicTBa, oopazyromue VPN. KpuntomapiipyTuzaTtop U KpUITOPUILTP.
Kpunropoytep. [IpuHuumnel, apXuTekTypa, MOJI€Ib HapYLIUTENsl, TOCTOUHCTBA U
HEJOCTATKHU.

5. Kpunrodunetp. [IpuHIMIBI, apXUTEKTYpa, MOJIETb HAPYIIUTENS, JOCTOMHCTBA U
HEJOCTaTKH.

W e

KoncyabTanuu

CamocrosiTesIbHASA BHEayAUTOPHAs padora:
[ToaroroBuTk cooduieHue no TeMe: KoMMyHUKallMOHHOE 000pYyA0BaHUE.
TexXHOMOrusl TOKAIBHBIX CETEH.

Tema 2.3.
Oo0ecneyenue
0e30macHOCTH
MeKCeTeBOro

B3aUMO1eMCTBHUSA

Copaep:xanue y4e0HOro MaTepuaJjia

MeTtonp! 3amuTel nHGOpPMAIUU TIpU paboTe B ceTsAX 00IIero aoctymna. MexceTreBbie
skpanbl Tuma firewall. JlocromHcTBa, HEIOCTaTKH, peaU3yeMble TOJUTHUKA
oe3onacHoctu OcHoBHble TuMbl firewall. CummeTpuyHbie W HECUMMETPUYHBIC
firewall. YpoBens 1. Ilakernbie GunbTpsl YpoBeHb 2. DuibTpamus CIy>KO0, MOUCK
KJIFOUEBBIX CJIOB B TEJIE MAKETOB HA CETEBOM YPOBHE. YPOBEHbH 3.

IIpakTuuyeckue 3ansiTusi/ JIabopaTopHble 3aHATHSL:

1. Metonp! 3auThl HHPOPMALIMK TTPU pabOTe B CETIX 001Iero gocrymna. 16
MexceteBble 3kpanbl Tuna firewall.

2. JIoCTOMHCTBA, HEMOCTATKH, peaT3yeMble MONMUTHKH O0e30macHOCTH OCHOBHBIC
tursbl firewall.

3. Cummerpuunsie u HecumMeTpuunbie firewall. YpoBens 1. [laketHbie GuabTpbl
YpoBeHs 2.

4. OunbTpanus ciryx0, MOUCK KIIOUYEBBIX CJIOB B TeJie MAKETOB Ha CETEBOM YPOBHE.

Yposens 3.

Proxy-cepsepa npukiagHOrO ypOBHSI.

OmHOXOCTOBBIE U MYJIBTHXOCTOBBIE firewall.

OCHOBHBIE THUIIBI APXUTEKTYP MYJIbTUXOCTOBBIX firewall.

TpeboBaHUsI K KaXKIOMY XOCTY UCXOJS U3 apXUTEKTYPhI U BBINOIHIEMbIX

byHKIM.

©~N oo
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9. TpebGoBaHus 1Mo cepTUPUKAINNA MEKCETEBBIX SKPAHOB

KouncyabTanuu

CamocrosiTe/IbHAs BHEAYAUTOPHAsA padoTa:
IToaroToBUTH JOKIAJ IO TEME.

Tema 2.4.
HUccaenoBanue
NMPOrpaMMHOIo

o0ecreuyeHMsi HA MPeAMeT
OTCYTCTBUS
HeJeKJIAPUPOBAHHBIX
BO3MO:KHOCTEM

Conep:xanue y4e0HOI0 MaTepuaJia

Ceptudukarusi CpeIcTB 3aluThl HHPOpMAIMU MO TpeOOBaHUSAM OE30MaCHOCTH
uHpopmaruu.  IIpoBepka  COOTBETCTBUS  peajbHBIX M JICKIApPUPYEMBIX
(GYHKIIMOHATBHBIX  BO3MOXKHOCTEH. IIpoBepka OTCYTCTBUSA  HEJEKIApUPYEMBIX
BO3MOXKHOCTEN. MeToApl NMpoBeAEHUs UCHBITaHUW. [[oKymMeHTanus, nmpeacraBisieMast
Ha ucnbpiTaHus. (CTaTHYECKUM aHAIA3 UCXOAHBIX TEKCTOB U UCIIOJHIEMbBIX MOIYJIEN
I10.

KOHTpob MOTHOTHI UM OTCYTCTBHSI U30BITOYHOCTH MCXOJHBIX TEKCTOB Ha YpPOBHE
¢aitioB. KoOHTpoib COOTBETCTBUSA HUCXOAHBIX TekcToB [IO ero oOBEKTHOMY
(3arpy3ounomy) komy. KoHTponb cBsizeli  (PYHKIIMOHAIBHBIX OOBEKTOB IO
ympaBiieHur0o U uHbopManuu. CHHTAKCHYECKUM KOHTPOJIb HAJIW4YWS 3aJIaHHBIX
KOHCTpyKIui. dopMUpoBaHKE U aHAIIU3 MAPIIPYyTOB BHIOJIHEHHUS (HDYHKIIMOHAIBHBIX
00BEKTOB.

IlpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHS:

1. Cepruduxanus cpeacTs 3aUUThl HHPOpPMALIUU IO TPEOOBAHUSAM OE30I1ACHOCTH
uH(popmanuu.

2. IlpoBepka COOTBETCTBUS PEAIbHBIX U JEKIAPUPYEMBIX (PYHKIIMOHAIBHBIX
BO3MOXHOCTEN. [IpoBepka OTCYTCTBUS HEACKIAPUPYEMBIX BO3MOKHOCTEH.

3. Meroasl npoBeaeHUs UCbITaHUN. JIOKyMeHTalMs, pecTaBisieMas Ha

UCTIBITAHMUS.

Cratudeckuil aHaIM3 UCXOAHBIX TEKCTOB U UCHIONIHsAeMbIX MoayJiei [10.

KOHTpob MOMHOTHL M OTCYTCTBUS N30BITOYHOCTH UCXOIHBIX TEKCTOB HAa YPOBHE

¢aitnos.

6. Kontpoisb coorBeTcTBUS NCXOMHBIX TeKCTOB [1O ero 00bekTHOMY (3arpy304HOMY)

KOJy.

KonTponb cBsizeit GyHKIIMOHATIBHBIX OOBEKTOB IO YIPABICHUIO U HHPOPMAIIH.

CHHTaKCUYECKUI KOHTPOJIb HAJTUYHS 3aJaHHBIX KOHCTPYKIUH.

9. ®@opMHUpOBaHUE U aHAIU3 MAPLIPYTOB BBIIOJHEHUS! (YHKIIMOHAIbHBIX OOBEKTOB.

o s

o N
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KouncyabTanuu

CamocrosiTe/IbHAs BHEAYAUTOPHAsA padoTa:
IloaroToBuThE JOKIA IO TEME.

Pa3nesn 4. MOHMTOPHUHI CHCTEM 3ALIUTHI

Tema 4.1.
MOHUTOPHUHT CHCTEM
3a1UUThI

Conepxkanue yueOHOro MmarepuaJia

[TousiTue um o0OOCHOBaHME HEOOXOAMMOCTH MCIOJIb30BAaHUSI MOHUTOPUHIA Kak
HEOOXOMMON KOMIIOHEHTbI CUCTEMBI 3aIluThl UHpopManuu. OcobeHHOCTH (PUKCcaun
COOBITHI, TOCTPOEHHBIX HA PA3HBIX MPUHLHUIIAX: CETHU C KOMMYyTalUeld COECIUHEHUH,
cetb ¢ Kommyrtauued makeroB, TCP/IP, X.25. Knaccudukanus oTCleKHBaEMBbIX
coObITHil. OCOOEHHOCTU MOCTPOCHHSI CUCTEM MOHUTOPHUHTA McTouHMKM nHbOopManun
JUISl MOHUTOPUHIA: CETEBbIE MOHUTOPBI, CTATUCTUUYECKUE XAPAKTEPUCTHKU Tpaduka
yepe3 MD, mpoBepka pecypcoB oOmiero moib3oBaHusd. Kiaccudukanus ceTeBbIX
MOHUTOPOB. CHUCTEMBI YIpaBIEHUS COOBITUAMH HWH(OPMAIMOHHONW O€30MMaCHOCTH
(SIEM). O630p SIEM-crcteM Ha MUPOBOM M POCCHICKOM PBIHKE.

IlpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHS:

1. Tonsitue u 060CHOBaHUE HEOOXOIMMOCTH MCTIOIb30BAaHUSI MOHUTOPUHTA KaK
HE00XO0IUMON KOMITOHEHTBI CUCTEMBI 3aIIUTHI UHPOPMAIIUH.

2. OcobenHoctH (puKcanuy cCOOBITUH, TOCTPOCHHBIX HA PA3HBIX MPUHIIMIIAX: CETH C

KOMMYTaluel COeIMHEeHM, ceTh ¢ KoMMyTauuen nakeros, TCP/IP, X.25.

Knaccudukanus oTcinexuBaeMbIX COOBITUH.

Oco0eHHOCTH TTOCTPOSHUST CUCTEM MOHUTOPHHTA.

Hcrounnky nHMOpMAITUH 11T MOHUTOPUHTA: CETEBBIC MOHUTOPHI,

CTaTHCTUYECKUE XapaKTEPUCTUKH Tpaduka uepe3 M, mpoBepka pecypcoB

0011[eTO MOJIL30BAHUS.

6. Kimaccudukaius ceTeBbIX MOHUTOPOB.

7. Cuctemsl ynpaBieHus cCOObITUSIMU HHPOpManoHHOM 6e3omacHocTu (SIEM).

8. O0630p SIEM-cuctem Ha MUPOBOM U POCCUHCKOM PBIHKE.

ok w

KouncyabTanuu

CamocTosiTesIbHAsI BHeayAUTOpHAasi padora:
PaboTa ¢ yueOHOM uTepaTypol, BBIMOJHEHUE JOMAIITHETO 3a/1aHMUsL.

Tema 4.2.
HN3y4yeHue coBpeMeHHbIX

Copep:xanue y4e0HOr0 MaTepuaJia

N3yuenue TpeboBaHMii 0 3amuTe MHOOpPMAIIMU, HE COCTABIISIONIECH IOCY1IapCTBEHHYIO
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NpPOrpaMMHO-
annapaTHbIX KOMILJIEKCOB

Taiiny. M3ydyenne merogudyeckux J0KyMeHToB @CTOK nmo npumMeHeHu o Mep 3alUThI.
YcTaHoBKa W HacTpoWKa KOMIUIEKCHOTO cpeacTBa Ha mpumepe SecretNetStudio
(yueOHast MTUUEH3Ms) WM JIPYTUX aHAJIOTrOB Y CTAaHOBKA M HACTPOMKA MPOrpaAMMHBIX
CPEICTB OIIGHKH 3allUIIEHHOCTH W ayauTa WH(POPMAIMOHHOW O€30MMacHOCTH,
u3ydeHne (QyHKIMA M HacTpoiika peXuMoB paboThl Ha mpumepe MaxPatrol wmu
npyrux aHajgoroB M3ydenue dyHkiuoHana u obnactedt npumenennss DLP cucrem Ha
npumepe nfoWatchTrafficMonitor uiau 1pyrux aHaJioros.

IIpakTnueckue 3anaTusi/ JIabopaTtopHbie 3aHATHS:

1. WU3yuenne TpebOoBaHM O 3amuTe HMHPOpPMAIMM, HE  COCTaBIISIOIIECH
rOCyIapCTBEHHYIO TalHY.

2. Uzyuenne meronndyeckux qokymMeHToB @CTIOK mo npumMeHeHHIO Mep 3aliThl.

3. YcraHOBKa M HACTpOWKa KOMILIEKCHOTO cpefcTBa Ha mpumepe SecretNetStudio
(yueOHas JIMLIEH3Us1) WIH JIPYTUX aHAJIOTOB

4. YcTaHOBKa M HACTPOMKA MPOrpaMMHBIX CPEJCTB OLUEHKH 3alIUIIEHHOCTH U ayIuTa
nH(pOpMAIIMOHHON 0€30MacHOCTH, H3y4YeHUEe (PYHKIMA M HACTpPOMlKa PEKUMOB
pabotsl Ha npuMmepe MaxPatrol unu apyrux aHajaoros.

5. U3yuenne TumoBbIX pemieHuit st nmoctpoenus VPN na mpumepe VipNet wunu
JPYTUX aHAJIOTOB.

6. M3ydyeHue COBpEMEHHBIX CHUCTEM aHTUBHUPYCHOM 3allluThl Ha MpHUMEpe
KoprniopaTuBHbIX penieHuit KasperskylLab wim npyrux anamoros.

7. W3zyuenue ¢yHkumoHana u oOnacteil mpumenenuss DLP cucrem Ha mpumepe
InfoWatchTrafficMonitor unu npyrux aHaiaoros.

KoHcyabTanuu

CamocrosiTe/IbHAS BHEAYAUTOPHAsA padoTa:
PaboTa ¢ KOHCTIEKTOM JIEKIMH, TOATOTOBKA K MPAKTUYECKUM 3aHSTHSIM, MTOJATOTOBKA K
KOMOMHUPOBAHHOMY OIIPOCY.

Tema 4.3.
MeToabl o0ecrieyeHns
TEXHOJOTHYeCKOM U
IKCIIyATAIMOHHOM

Conep:xanue y4eOHOIr0 MaTepualia

Knaccudukanus Bpe1oHOCHBIX TPOrpaMM. 3aliiuTa OT BPEJOHOCHBIX MPOTrPaMM
MeTop1 TECTUPOBAHUS IPOTPAMMHOTO 00ECTIEUeHHS Ha €T0 3aIUIIEHHOCTh. MeToabl
TeCTUpOBaHUs mporpamMm. Daz3uHr nporpamMMm. MeTonbl 3aIlIMTBI NPOTPAMM  OT
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0€30MacHOCTH
NMPOrpamMMHOI0
obecnmeyeHus

HECaHKIIMOHUPOBAHHOTO HCCIICTOBAHMS. Knaccudukanus CpEICTB
HECaHKIIMOHUPOBAHHOTO HCCIIeOBaHUs TporpaMM. CrocoObl 3aliuThl MPOTPAMM OT
HECAaHKIIMOHUPOBAHHOTO  HccienoBanusa. OOdyckammst mporpamMm.  CrocoObl
BCTpaWBaHMs 3alMTHBIX MEXAaHW3MOB B TIporpamMmHOe obecreueHne. MeTomb
3aIUATHl TPOTPaMM OT HECAHKIIMOHUPOBAHHOTO KomupoBaHusa. Kpunrorpadudeckue
METOJIbI 3aIMUTHI OT KOMHUPOBAaHUA. METO] MPUBS3KH K HACHTH(PHUKATOPY. METOIBI,
OCHOBaHHbIE Ha PabOTE C Mepexo/laMUu U CTEKOM. MaHUITYJISIIIUKU C KOJIOM ITPOrPAMMBI.
MeTonbl TPOTUBOJAEHCTBUA TUHAMHYECKUM CIIOCOOAM CHATHSI 3alIUTHI MPOTPaMM OT
KOIIMPOBAHMUSI.

IlpakTnueckue 3anaTus/ JlabopaTtopHbie 3aHATHS:

Krnaccudukanus BpeJOHOCHBIX IPOTrpaMM.

3ammra OT BpeIOHOCHBIX IPOrPaMM.

MeTonbl TECTUPOBAaHUS POTPAMMHOIO 00ECTIEUEHUS Ha €r0 3allUILEHHOCTb.

MeTob1 TECTHPOBAHUS POTPAMM.

@Pa33uHT TPOTrpaMM.

MeToabl 3a1UThl MPOTPaMM OT HECAHKIIMOHUPOBAHHOTO UCCIEAOBAHUS.

Knaccudukanus cpeacTB HECAaHKIIMOHUPOBAHHOTO UCCIIEOBAHUS TPOIPAMM.

Crioco0bl 3a1UThl IPOrpaMM OT HECAHKIIMOHUPOBAHHOTO UCCIIEIOBAHMS.

O6dyckamusa nporpamM. CrocoObl BCTpauBaHHS 3alllUTHBIX MEXaHHU3MOB B

POrpaMMHOE 0OECTICUCHHE.

10.Meroapl  3alMTBl  OpPOrpaMM  OT HECAHKIMOHMPOBAHHOTO  KOMHUPOBAHMSL.
Kpunrorpaduueckre MeTo b1 3a1UTHI OT KOMTUPOBAHUS.

11. Meton mnpuBs3kd K wuaeHTHGUKATOpy. Meroabl, OCHOBaHHbIE Ha paboTe ¢
nepexoaamMmu U CTEKOM.

12.MaHumyisiuu ¢ KOJIOM IPOrpaMMBbl.

13.MeTtoapl MPOTUBOACHUCTBUS TUHAMHYECKUM CIIOCO0aM CHSTHS 3allUTHl MTPOTPaMM

OT KOIUPOBAHUSI.

©CoNRWNE

KouncyabTanuu

CamocrosiTe1bHAsI BHeayAUTOPHas padora:
PaboTa ¢ KOHCTIEKTOM JIEKIIH, TOJATOTOBKA K MPAKTUYECKUM 3aHSATHUSIM, IOATOTOBKA K
KOMOMHHPOBAaHHOMY OIIPOCY.

MJ/IK.02.02. Kpuntorpadguyeckue CpeACTBA 1 METOABI 3AIIUTHI HH(POPMALMHU

95
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Paszngea 1.
OcCHOBHbIE OHSATHSI M XapaKTePUCTUKA IN(POB

Tema 1.1 Copep:xanue y4e0HOI0 MaTepualia
OcHoBuble noHsATHA. | Kpuntorpadus.  Ilenn  xpunrorpadum.  Vctopus  pa3Butus — Kpunrorpaduu.
Kpunrorpadguueckas | Knaccudukanus kpunrorpaduueckux meronoB. OOecriedeHUe KOHPHUICHIMATBHOCTH,
cucTema. I[EJIOCTHOCTH, HEOTKa3yeMOCTH, ayTEHTUYHOCTH, HEOTCIIEKMBAEMOCTH HWH(OpMaIuu.
Knaccuduxanus OcHOBHBIEC TOHATHS: TH(P, OTKPHITHIA TEKCT, MU(P TEKCT, SAECKTPOHHAS TTOANUCH, XIIII-
¢ poB. bhyHKITHS.
Marematnueckue npumutubbl. Kpunrorpaduueckue anropurmsl. Kpunrorpaduueckas
cxema. Kpunrorpaduueckas cucrema. Knaccudukarus mudpos.
IIpakTuyeckue 3ansiTusi/ JlabopaTtopHble 3aHATHS
1. Kpunrorpadus.
2. Llemu kpuntorpadun.
3. Ucrtopus pa3Butus Kpuntorpadum.
4. Knaccudukarms Kpuntorpadhudeckux METO/I0B.
5. Obecrneuenrne KOHGUICHIIMAITBHOCTH, IICJIOCTHOCTH, HEOTKAa3yEeMOCTH,
ayTEHTUYHOCTH, HEOTCIC)KHUBAEMOCTH HH(POPMAIIUH.
6. OcHOBHbIE IOHATHS: HU(P, OTKPBITHIN TEKCT, MU TEKCT, SIESKTPOHHAS TOJIIUCH,
XAMI-(QDYHKIIHSL.
/. Marematuueckue MpUMUTHUBBHI.
8. Kpunrorpaduueckue anropuTmsi.
9. Kpunrorpaduueckas cxema.
10.Kpunrorpaduueckas cucrema.
11.Knaccudukanus mudppos.
Kouncyabranumn
CamocrosiTeibHast pad0Ta 00y4arOIMXCH:
TectupoBaHue, YCTHBIM OIIPOC.
Tema 1.2 Conepxkanue yueOHOro MaTepuaJia
AnreOpandeckas Anrebpandeckast Mojenb mudpa. Anredpandeckas Mojaelb mudpa 3aMeHBbl.

MoieNb mudpa.
BepositHOCTHast MOJIENb
mudpa. Mogenu

Anrebpandeckasi Mojielb mudpa nepectaHoBKH. Anredpandeckas MoAeNb mudpa
raMMHPOBaHMS.
BepositHocTHast Mozens mmdpa. Pactipenenenrs Ha MHOXECTBAX OTKPBITHIX TEKCTOB,
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OTKPBITBIX TCKCTOB. KJIIO‘-IGIZ, IHI/I(I)p TEKCTOB. MaTeMaTuueckue MOJICJIN OTKPBITBIX TCKCTOB.

IIpakTnueckue 3anaTus/ JlaboparopHbie 3aHATHS

Anrebpandeckas MoJienb mudpa.

Anrebpanyeckast MoJieNb mudpa 3aMeHbI.

AnreOpandeckas MOAeIb mudpa NepecTaHOBKH.

AnreOpaunyeckas Mozelb Iudpa raMMUPOBAHHUS.

BepositHocTHas Mmozensb mudpa.

Pacrnipenenenust Ha MHOKECTBaX OTKPBITHIX TEKCTOB, KIIFOUEH, MU(P TEKCTOB.
MaremaTnueckre MOJIeTH OTKPBITHIX TEKCTOB.

NoabkowdE

KoncyabTanuu

CamocrosiTe1bHas pad0oTa 00y4ar0IIMXCH:
TecTtupoBaHue, YCTHBIN ONPOC.

Tema 1.3. Copaep:xanue y4eOHOIro MmaTepuaJjia

Kpunrorpaduueckas u
TeopeTHIecKas
CTOMKOCTH MHU(POB.

Artaku Ha mmdpsl. [Touarue croitkoctu mmdpos. Knaccudukanus arak Ha mudpsl.
Bunp! atak Ha cxembl mrdpoBanus. Llenn kpunroananusa.
TeopeTuko-uHpoOpMaIIMOHHASI CTOMKOCTbh. Y CJIOBHAsI BEPOSTHOCTh. DHTponus. [loHsTue
a0CoJIFOTHO CTOMKOTO K(ppa. TeopeTUKo-CI0KHOCTHASI CTOMKOCTH mudpoB. [TonsTue
PaKTUYECKON CTOMKOCTH mrdpa. Mojierab NpOTUBHHUKA.

IIpakTnueckue 3ansaTus/ JlaboparopHbie 3aHATHS
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ATaku Ha mUQPHL

[TonsiTne cTokocTH MUMPOB.
Knaccudukanus atak Ha mu@psl.

Bunbr atak Ha cxembl mu@poBaHUSL.

[enun kpuntoananusa.
TeopeTnko-uHhOpMaIMOHHAS] CTOMKOCTb.
VYcaoBHast BEpOSITHOCTb.

Outponus. [lonsTre abcoOTHO cTOIKOTO MHdpa.
. TeopeTuko-cioKHOCTHAsI CTOMKOCTh MIU(POB.
10 [TonsiTHE TPaKTUYECKOM CTOUKOCTH mudpa.
11.Mopens npoTHBHHUKA.

CoNoak~LNE

KouncyabTanuu

CamocrosiTesibHast padoTa 00y4arOIINXCH:
TectupoBanue, yCTHbIN onpoc. IloaroroBka goknazaa.

Paznen 2. CummerpuuHasi Kpunrorpagus

Tema 2.1.
bnoynble u moTOYHBIE
mudpsl. [IpuHIUTEL
MTOCTPOCHUS OJIOYHBIX
mu¢poB

Copep:xanue y4e0HOI0 MaTepualia

Knaccuduxkaims cuMMeTpudHbIX Kpuntorpadhuyeckux cucteM. TpeboBaHus K OJI0YHBIM
mdpam. TpeboBanus k moTouHsiM mmdpam. Kpunrorpadgudeckue napameTpsl y3J10B U
0510k0B Os109HBIX I(PPOB. bazoBeie kpunTorpapuueckrue mpeodpazoBaHus OJIOYHBIX
mdpoB. CnocoObl peasinzanuu 0J1049HBIX UGPOoB. [Iporeaypa pa3BepThIBaHUsI KIIOUYa

IIpakTnueckue 3anaTus/ JlaboparopHblie 3aHATHSA:

Knaccudukanys cHMMETpUYHBIX KPUTITOTPA(QUIECKIX CHCTEM.
TpeboBaHus K 6JJIOYHBIM K paM.

TpebGoBaHus K MOTOYHBIM HTU(BPaM.

Kpunrorpaduueckue napameTpsl y3710B U OJIOKOB OJIOYHBIX MIH(POB.
bazoBeie kpunTorpadguueckue mpeodpazoBaHus OJIOYHBIX MIHQPPOB.
Crioco6b1 peanu3ariy 6J0YHBIX MU(POB.

. IIpouenypa pa3BepThIBaHUS KJIKOYa

NogakowdE

KoncyanauI/m

CamocTosiTesibHasi paboTa 00y4ar0IINXCS:
TecTtupoBaHue, YCTHBIN OIIPOC

Tema 2.2.

Copep:xanue y4e0HOI0 MaTepualia
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Cetp Qeiicrens. udp
DES. IloTounbie

I QpHI.

Cetp ®Deiictensa. [lupp DES. OcHoBHble npeoOpazoBanus. AITOPUTM 3amu(pOBaHUS.
Anroputm pacmudpoBanus. I[Iponenypa pa3BepThiBaHHs Kitoua. THIOBBIE METOJBI
MOCTPOCHHUSA MOTOYHBIX MIHPPOB. CUHXPOHHBIE U CAMOCHHXPOHU3UPYIOIIHECS TTOTOYHBIE
mmdpel. ['eHepaTopsl TceBAOCTy4YallHBIX —MoOcienoBaTenbHOCTed. (CTaTUCTHUYECKHE
XapaKTepUCTHKU TEHEpaTOPOB TMICEBAOCTYYalHBIX MOCIeqoBaTeNbHOCTEH. MeTo bl
YCIIOKHEHUS [TOCTIEIOBATEILHOCTEH.

IlpakTnueckue 3anaTus/ JlabopaTtopHbie 3aHATHSA:

Cetp DeiicTensi.

[Mudp DES.

OcHoBHBIE TpeoOpa3oBaHUs.

Anroputm 3ammppoBaHusl.

Anroputm pacmudpoBanus. [Iponeaypa pa3BepThIBaHUSI KITI0OYA.
TumnoBbie METOIbI MOCTPOEHUS MOTOYHBIX MIU(POB.

CUHXpOHHBIE U CAMOCUHXPOHU3HUPYIOIIUECS TOTOUHbIE ITUDPHI.
['enepatopsbl ICEeBAOCTYYANHBIX TOCIEA0BATEIILHOCTEM.
CraTucTuyeckne XapakKTEPUCTUKHU T€HEPATOPOB MCEBAOCTyYaiTHBIX
IIOCJIEA0BATEIBLHOCTEN. MEeTObI YCIOKHEHHUSI TOCIEA0BATEILHOCTEH.

CoNoOaRrLDE

KouncyabTanuu

CamocrosiTesibHasA padoTa 00y4aKOIIMXCH:
Jloknan, pa3paboTka Mpe3eHTaIMH K JOKJIaTy Ha CEeMHHApe, TOUCK MH(OpMAIIUU B CETSX.

Paznen 3. Kpunrorpadgu

1 ¢ OTKPBITBIM KIIIOY0M

Tema 3.1.

Copnep:xanue y4eOHOr0 MaTepuaJia

OaHOCTOpOHHME

GbyHKIMH, QYHKIMH C
CEKPETOM

DNeMEeHThI TEOPUH CI0KHOCTH. OHOCTOpOHHUE PYHKIIMU. OTHOCTOPOHHUE (PYHKIUU C
cekpetoM. [Ipumepsl oTHOCTOPOHHUX (PyHKLUN C cexpeToM. AnreOpanueckas MOJAETb
acUMMeTpu4HOro mmudpa. IloHsaTue oTKphITOro Kikoya.

IpakTnueckue 3anaTus/ JIabopaTtopHblie 3aHATHS:

DJIEMEHThI TEOPUU CI0KHOCTH.

OnHocTopoHHME (PYHKIUU.

OnHocTOpOoHHME (PYHKIIUU C CEKPETOM.

[Ipumepsl OTHOCTOPOHHUX (PYHKIIUN C CEKPETOM.
AnreOpaunyeckas MOJIeJIb ACHMMETPUYHOTO mudpa.

ok wdE

IlonsiTue OTKPBITOT'O KJIXOY4d.
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KouncyabTanuu

CamocrosiTeJIbHAas BHEAyJINTOpHAast paﬁoTa:

[ToaroToBuTh coobIIeHHE 1O TeMe: KoMMyHUKanmroHHOe 000opyaoBaHue. TexHOIOTHS
JIOKAJIBLHBIX CETEM.

Tema 3.2. Conepxkanue yueOHOro MmarepuaJia

CxeMbl mudpoBanus Cxema nmdposanust RSA. Ilponeaypa renepanuu kimoueit. [Ipouenypa mudpoBanus.
RSA u Onp-T"amans Cxema Dnp-I"amans. Crorikocth cxeM mmudpobanusi RSA u Dnp-I'amas.

IIpakTudeckue 3ausitusi/ JlaboparopHblie 3aHATHSA:

Cxema nmdpoBanus RSA.

[Ipouenypa renepanuu Kitouei.

[Iponenypa mmdpoBanusi.

Cxema Onp-I'amans.

Croiikoctb cxem mmdpoBanust RSA u Dnp-I"amans.

bW E

KouncyabTanuu

CamocTosiTe/IbHASA BHEAYyAUTOPHAsA padoTa:
[ToaroroBuTh coobuienue no teme: KoMmmyHukarmonnoe obopyaoBanue. TexHomorus
JIOKQJIBHBIX CETEH.

Pa3znen 4.9/1eKTPOHAS MOANNCh.

Tema 4.1. Copaep:xanue y4eO0HOIr0 MaTepuaJia

ITonsitue anextpoHHon | [TonsaTre snexkTpoHHON oarnHcH. CBs3b C MOHATHEM 3EKTpOoHHON moanucu D3-63.
noanucu. Crocoosl [Ipouieccol hopMUpOBaHUS U IPOBEPKHU ANEKTPOHHOM Nonucu. Anredpandeckas Moielb
MTOCTPOCHUS CXEMBI 3JIEKTPOHHOM MOANUCH. KOHCTPYKIHS CXEMBI AJIEKTPOHHOM MOJAIKUCH Ha
3JIEKTPOHHOM IOJAIMCH | OTHOCTOPOHHEHN (PYHKIIMH C CEKPETOM. DJIEKTPOHHAS! MOJIUCH HA OCHOBE CXEMBbI
MIU(PPOBAHUS C OTKPBITHIM KIIFOUOM, 3JIEKTPOHHAs MOAMNKUCH C U3BJICYCHHUEM COOOIICHHUS,
JIEKTPOHHAs MMOANKUCH C IONOJHEHHEM.

IpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHS:

[TonsATHE AIIEKTPOHHOM MMOATHUCH.

CBs13b ¢ IOHSATHEM 3JIeKTpOHHOU moanucu d3-63.

[Ipornecchl hopMupoBaHUs M IPOBEPKHU FJICKTPOHHON MOATHUCH.
Anrebpandeckasi MOJIeNb CXEMbI AJICKTPOHHOM MOJMKCH.

KoHCTpyKITHs cXeMbl AJIEKTPOHHOMN MOAMKUCH Ha OTHOCTOPOHHEN (DYHKIIHUHU ¢

agbrwnE
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CEKpETOM.

6. DnexTpoHHas MOANUCH HA OCHOBE CXEMbI IM(PPOBAHUS C OTKPBITHIM KIIFOUOM,
AIIEKTPOHHASI MMOAMKCH C U3BJICYCHUEM COOOIICHHUS, DIIEKTPOHHAS MOAIHUCH C
JOTIOJIHEHUEM.

KoncyapTanuu

CamocrosiTesIbHASA BHEAyAUTOPHAsA padoTa:
[ToaroToBUTH AOKIAJ MO TEME.

Tema 4.2.
Kpunrorpaduueckas
X3UI-(DYHKIIHS

Copep:xanue y4e0HOI0 MaTepuaJia

Kpunrorpaduueckas xsum-pynkuus 6e3 kimoda. Cinadas xau-¢pyHkius. CuiabHas
x3m@yHkusa. CToikocTs Kpunrorpapuyeckon xau-pyHkuun. [IpuMenenne xai-
GyHKUMA. TUNIOBBIE KOHCTPYKLIHUH KPUNTOrpapruecKuX X3 M-PyHKIuH. X31I-(QyHKIUSA
['OCT P 34.11-94. KoHcTpykuus X31I-(hyHKIIMM HA OCHOBE alropuTMa mu(poBaHus.
[ITaroBast GyHKIHMS X3UIUPOBAHHUSL.

IlpakTnueckue 3anaTus/ JlabopaTtopHblie 3aHATHS:

Kpunrorpaduueckas xsmi-hpyHkuus 0e3 Kiroya.

Cnabas xam-pyHkuus. CuibHas XaIQyHKINS.

CroiikocTh Kpunrorpaduueckoi Xa3mi-(QpyHKITUH.

[Tpumenenue x31I-QyHKIIHMA.

TunoBbIe KOHCTPYKIIMN KPUTITOTPAGUUECKUX XA -(DYHKITHH.
Xomr-pynkuus [OCT P 34.11-94.

KoHcTpykius X31r-(yHKIMY Ha OCHOBE alropuT™Ma mu(poBaHus.
[ITaroBast (GyHKIHS XIITUPOBAHHMSI.

ONoGaRrWDE

Kouncyabranumn

CamocrosiTe/IbHAs BHEAYAUTOPHAs padoTa:
[ToaroToBUTH AOKIAJ MO TEME.

Paznea 5.

IIpumeHenne KpUNTOrpaMUECKUX METOI0B U CPeICTB I o0ecredeHnst

HHGOPMALMOHHON 0€30ITACHOCTH

Tema 5.1.
Koner ayTenTHUKAITIN
COOOIIEHUH.

Conep:xanue y4e0HOI0 MaTepuaJia

Konpr aytrenTuduKanmuu coodieHnid. MeTo sl MoCTpOeHUs KOJI0B ayTeHTU(UKAIIUN
cooOmenuit. OcHoBHBIE MOHATHUS. [lenn 6e30macHOCTH KpUNTorpahuyecKux
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Kpunrorpaduueckue
MIPOTOKOJIBI

poTokoJioB. [IpOTOKOIBI Iepe1aun COOOIICHUH.
[TpoTokossl epeaun kimoue. [IpoTokossl ayTeHTH(UKAIIHH.

IpakTnueckue 3anaTus/ JlabopaTtopHbie 3aHATHS:

1. Koapl ayTeHTUPUKAIIMN COOOIICHUM.

2. Metoabl TOCTPOEHUS KOJOB ayTEHTU(DUKAIIUU COOOIICHHM.

3. OcHoBuble oHATHS. Llenu 6e3omacHocTH KpunTorpadhuyecKux MpoOTOKOJIOB.
[IpoTokobl epegadn COOOIEHUH.

4. TIpoTokoJibl IEpenavu KItoUeH.

5. IIpoTokoJibl ayTeHTU(UKAIUY.

Koncyabranuu

CamocTosiTe;IbHAsI BHEAYAUTOPHAas padora:
Pabora ¢ yueOHOI nmuTepaTypoi, BEITIOJHEHUE JOMAIIIHETO 3aJaHHUs.

Tema 5.2.
YrpaBieHHUE KIHOYaAMU.

Nudpactpykrypa
OTKPBITBIX KIIFOUEH

Copep:xanue y4e0HOI0 MaTepuaJia

YHuBepcanbHas MOJEIb )KU3HEHHOTO IUKJIA KiTfo4a. YpasieHue kitouyamu. CiryKObl
ynpasieHus kirodamu. HazHauenue nHOpacTpyKTyphl OTKPBITBHIX KITIOUYEH.

VY nocroepsitomumii ieHTp. yHKIMN yaoctoBepstoniero nearpa. Ceprudukar
OTKPBITOTO KJIH04a

ITpakTnueckue 3ausaTusi/ JlaboparopHbie 3aHATHS:

YHuBepcanbHas MOJEIb KU3HEHHOTO HUKIA KITF0Ya.
YnpaBineHue KII0YaMH.

CiryxO0bl yIIpaBJICHUsI KJIIOUAMH.

Ha3nauenne nuHQpacTpyKTypbl OTKPBITHIX KIFOUEH.
Y 10CTOBEPAIOIINN LHEHTP.

OYHKIHMU YIOCTOBEPSIOIIETO LIEHTPA.

. Ceptudukat OTKpHITOTO KITF0UYa

NogakowdE

KoHcyabTanuu

CamocrosiTeibHAsI BHEayIUTOPHas padora:
PaboTa ¢ KOHCTIEKTOM JIEKIIUi, MOATOTOBKA K MPAKTUYECKUM 3aHATHUSIM, IOJITOTOBKA K
KOMOMHUPOBAHHOMY OMPOCY.

Tema 5.3.
[TpuHIMIBL pa3paboTKu

Conep:xanue y4eOHOIro MaTepuajia

O6mme npuniunel nocrpoernsi CK3U. [TpuHImnel npuMeHeHns KpunTorpaguaecKux
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u moaepHusauu CK3U.
Hopmartusnoe
obecnieuenne KM3U

MEXaHU3MOB 3aIIUThL. [[pUHIINITBI TPUMEHEHHS] MHKEHEPHO-KPUNTOrpahuIecKux
MexaHu3MoB 3aiuThl. [lomoxenne 11K3-2005.I1onoxenue o TMueH3upOBaHUN
JESITEIbHOCTH 10 pa3paboTKe, MPOU3BOACTBY, PACIIPOCTPAHCHHIO MIN(POBATBHBIX
(xpunTorpadudeckux) cpeacts. [lpukaz ®AIICU 152. Tlpukaz @Ch PO 378.

IIpakTnueckue 3anaTus/ JlabopaTtopHbie 3aHATHSA: 4
1. OO6mue npuHnumnsl mocrpoeHus CK3U.
2. IlpuHUUIIBI TPUMEHEHHS KpUNTOTrpadhuIeCKUX MEXaHU3MOB 3aIUTHI.
3. [lpuHUUIIBI TPUMEHEHUS HHXXEHEPHO-KPUNITOTpadhUIECKUX MEXaHU3MOB 3allIUTHI.
[Tonoxenue 11K3-2005.
4. TlonoxxeHue O JHMIEH3UPOBAHUM IEATEIILHOCTH 10 pa3pabdOoTKe, MPOU3BOJICTBY,
pacnpocTpaHeHuto muppoBanbHbIX (kpunTorpaduueckux) cpeacts. [Ipukaz GAIICU
152. Tlpuka3z ®Cb PP 378.
KoncyabTanuu 1
CamocTosiTe/IbHASA BHEAyAUTOPHAsA padoTa: 1
PaboTa ¢ KOHCTIEKTOM JIEKIIHi, MOATOTOBKA K MPAKTUYECKUM 3aHSITHSIM, TOJITOTOBKA K
KOMOMHHPOBAHHOMY OIIPOCY.
M/K.02.03. KopnnopaTuBHAasi 321IMTA BHYTPEHHUX YIP0o3 HHGOPMALMOHHOM 0€3011aCHOCTH 69
Pazgea 1. OcHOBHBIC IOHATHA U XapaKTepUCTUKA M poB
Tema 1.1. Conep:kanue y4eOHOr0 MmaTepuasa 12
YcraHoBKa, Kondurypanus cereBoil HHPpacTpyKTypbl: HACTPOMKA XOCTMAIIMHbI, CETEBOTO 2
KOH(QUTI'YPUPOBAaHUE U | OKPY)KECHHUS, BUPTYaIbHBIX MAIlIMH, U T.II. YCTAaHOBKA U HACTPOIKa CUCTEMBI
yCTpaHEHUe KOPHOPATUBHOM 3alIUTHI OT BHYTPEHHUX Yrpo3. CaMOCTOSITENIbHbBIN TOUCK U YCTpaHEHUE
HEHUCIIPABHOCTEH B HEHUCIIPABHOCTEM IIPU pa3BEPTHIBAHUU U HACTPOUKE. Y CTAHOBKA M HACTPOMKA areHTCKOTO
cUCTEME MoHuTopunra. [Iposenena cunxponnsanus ¢ LDAPcepBepom, paznen nepcoHsl 3aroaHeH
KOPIOpPaTUBHOM KOPPEKTHO. 3alyCTUTh CUCTEMY KOPIOPATUBHOM 3aIIUTHI OT BHYTPEHHUX yrpo3,
3aIlUTHl OT BHYTPEHHHUX | MPOBEPUTH pabOTOCIIOCOOHOCTD.
yrpo3 IpakTnueckue 3ansaTusi/ JIaboparopHbie 3aHATHS 6

1. Kondurypauus cereBoit UHQPACTPyKTyphl: HACTPOHKA XOCTMAIIMHBI, CETEBOTO
OKpYKEHUS1, BUPTYyaJIbHbIX MAIIWH, U T.II.

2. YcTaHOBKa M HaCTPOMKa CUCTEMBI KOPIIOPATUBHOM 3aIMTHI OT BHYTPEHHUX YIPO3.
CamocTosTeNnbHBINA TOUCK U YCTPAHEHHE HEUCIIPABHOCTEN IIPU Pa3BEPTHIBAHUU U
HACTPOMKE.




26

w

YcTaHOBKa M HACTPOMKA ar€eHTCKOTO MOHUTOPHUHTA.

4. TIpoenena cunxponuzamusi ¢ LDAPcepBepoM, pa3aen nepcoHbl 3aM0IHEH
KOPPEKTHO.

5. 3amycTUTh CUCTEMY KOPIIOPATUBHOM 3allIUThl OT BHYTPEHHUX yTIPO3, MPOBEPUTH

paboTOCTIOCOOHOCTD.

KoncyabTanuu

CamocrosiTesibHAsA pa00Ta 00yYAKOIINXCSH: 4
TectupoBaHue, YCTHBIN OIIPOC.

Tema 1.2. Coaep:kanue yueOHOTro marepuaJia 12
HccnenoBanue (ayaur) | Yrpo3sl nHGOPMAIIMOHHON Oe30macHOCTH. M3ydeHrne CTPYKTYphl OpraHu3aiiy Ha 2
OpraHHU3alUH C LEJIBI0 | OCHOBAHUM MOJYYEHHBIX MaTEPUAIOB («MOJIEIN OpraHu3aIun» ), MPOBECTH

3alUTHI OT BHYTPEHHUX | 00CIIeIOBaHNE KOPTIOPATUBHBIX HHPOPMAITMOHHBIX cucTeM. ONpeaeIuTh 0ObEKTHI
yIrpo3 3amuThl. [lepeuenb cyOnekTOB/IepcoH chOpMyIUpPOBaH BEPHO, POJIU TOJIH30BATENCH,
mpaBa JOCTyTna.
IpakTnueckue 3ansaTusi/ JIaboparopHbie 3aHATHS 6

1. Yrpo3sl nHbOpMAIIMOHHON O€30MaCHOCTH.

2. CaMOCTOATENBHO HU3YYHUTh CTPYKTYpy OpTraHM3allid Ha OCHOBAaHUM IOJYYEHHBIX
MaTepHaIOB («MOJENIM OpraHU3aluu»), MPOBECTH OOCIeIOBaHUE KOPIMOPATUBHBIX
MH()OPMAITMOHHBIX CUCTEM.

3. OmpenenuTh 00BEKTHI 3aIUTHI. [lepedeHp cyOneKTOB/IepcoH chOPMYyIMPOBaH BEPHO,
POJIM TIOJIb30BATENEH, MpaBa JOCTyIA .

4. OnpenenuTh KaHalbl MepeJayd JaHHBIX M TMOTCHLUHUATBHBIX yTeueK. Turbl
HUPKYJIUPYIOUUX JTAHHBIX OMPeIeNIEHbl BEPHO.

5. BBISIBUTH NOTOKM Mepeauyd JAaHHBIX W BO3MOXHBIE KaHalbl YTEUKH HH(POpPMALIUU.
3anoaHUTH M1a0JI0H MOJIENH YTIPO3 .

6. [lonroroButh OTUET O pe3yipTaTax ayJauTa, BKJIOYas TOTOKU JIaHHBIX,
NOTECHLMAJIbHbIE KaHAIbl YTEUYEK, YPOBHU PHUCKOB DPOJH IMOJIb30BaTECH, OOBEKTHI
3amuUTHl (C TPUBSI3KOM K HOPMATHBHOW 0a3e M METOJWKAM OIICHKH TOCIIEICTBUN),
poyiAiMH moJp3oBarened u T.1. OnpenenuTs NepeyeHb HOPMATHUBHBIX akTOB Pd,
3a/IeCTBOBAaHHBIX B PaMKax MOJIENN yIpo3.

/. PazpabotaTh nepedyeHb, ONMCAHUE W IIA0JOHBI HOPMATHUBHO -IIPABOBBIX JIOKYMEHTOB
OpraHU3alMY 110 JETAIBHOMY NPUMEHEHUIO KOPIOPATUBHOM 3AIIUTHI OT BHYTPEHHUX




27

yIrpo3 HHPOPMAITMOHHOM 0€30MacHOCTH.

KoncyabTanuu
CamocrosiTesibHAst pad0Ta 00yYAOIIMXCH: 4
TectupoBaHue, YCTHBIM OIIPOC.
Tema 1.3. Copepxanue yueOHOro MmaTepuaJjia 12
PaspaboTka NOMMTHK 14 rynca GesonacHoCTH. MoauduuupoBars MOMUTHKU Oe3omacHocTy B cucteme IWTM 2
GesomacHoCTH B B COOTBETCTBHE C TNOJy4aeMbIMH Ha MpakTUKE JaHHbIMH mnepexBara. [IpuMeHHUTb
cacreme MOJIUTUKU JUISI KOHTPOJS TpauKa, BBIABICHHS W/WIM OJIOKMPOBAaHUS HHIIMICHTOB
KOpTOpaTHBHOM 0€30MMacHOCTH, CO3JaBacMbIX BHEIIHUM ['eHeparopoM yrpo3. MakcuMu3UpOBaTh YMCIO
SAUWATHL KHPOPMALMH | oo oy MHIUIEHTOB Oe3omacHocTd. Pabora ¢ uHTepdeiicoM ynpaBieHUs! CUCTEMBI
OT BHYTPCHHUX YIPOS | yopropaTHBHOI 3aIMTH HHGOPMAIIHH
IpakTnueckue 3ansaTusi/ JIaboparopHbie 3aHATHS 6
1. Tlonutuka 6€30MaCHOCTH
2. Pazpaborate HOBblIE W/WiIM  MOAU(UIMPOBATH  CYIIECTBYIOIIME  TOJUTHKU
0€e30MacHOCTH, TMEPEKPBIBAIOIINE KaHaJIbl Tepelayd JaHHbIX W BO3MOJKHBIE
MHUUJEHTHI COTVIACHO KOHKYPCHOTO 3aJaHMusl.
3. Hcnonb30BaTh paznuvHbIE TEXHOJOTMH 3aIIUTHI: TeYaTeld, OJaHKOB, TpapuuecKux
00BEKTOB, 0a3 JAaHHBIX M T.II.
4. MoaudunupoBate noautuku Oe3zonacHoct B cucteme IWTM B cooTBercTBHE C
MOJTy4aeMbIMHU Ha MPAKTUKE JAHHBIMU [IEPEXBATA.
5. IlpuMeHHUTHh TOJUTHUKHU JUIsl KOHTPOJIA TpaduKa, BBISBICHHUS W/WIW OJOKUPOBAHUS
WHIUJCHTOB  0O€30IacHOCTH, CO3JaBaeMbIX BHEIIHMM ['eHepaTtopoM  yrpos.
MakcuMU3UpOBaTh YUCIIO BBISIBICHHBIX HHIIMIEHTOB O€30MaCHOCTH.
6. Pabota c uaTEepdeiicoM ynpaBieHns] CHCTEMbl KOPIIOPATUBHOM 3aIIUTHI HHPOPMAIIUU
Koncyabranuu
CamocrosiTesibHasi padoTa 00y4arOIUXCH: 4
TectupoBanue, ycTHbI onpoc. [loaroroBka noknazna.
Tema 1.4. Conep:kanue y4eOHOT0 MaTepuaJia 12
TexHonoruu ananusa U | TexHoJlorMM aHaiW3a M 3alIuThl ceTeBOoro Ttpaduka. Pa3BépThiBaHMe, HACTpOMKa H 2
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34U ThI CECTCBOI'O

mpoBepka padotocrmocoOHOCTH VPN -ceTm Ha CymIeCTBYIOMIEH W BBIYUCIUTEIHHOU

Tpaduka uHpacTpykType. Pa3BépThiBanne, HacTpoiika u mpoBepka paborocnocobnoctu IDS -
CHCTEMBI Ha CYLIECCTBYIOIIEH W BBIYHCIUTENBHOU. MEXKCETEBOE B3aUMOJICVICTBHE U
TyHHenupoBaHHble. VPN. lleHTpaiin30BaHHBIE MOJIUTHKKA OE€30MAaCHOCTH. 3aluTa
pabounx wmect. IDS. BrlsBieHne Oombllieli YacTH WHIMACHTOB O€30MacHOCTH 3a
OTrpaHUYCHHOE BpeMsl /WK C YUETOM HEOXKHJIAaHHO MEHSIOIIUXCS YCIOBUN
IIpakTnueckue 3anaTusi/ JIabopaTtopHbie 3aHATHS: 6
1. TexHONOTWHU aHAJIM3a U 3aIUTHI CETEBOTO Tpaduka.

2. Pa3BépThiBaHMe, HacTpoiika U TpoBepka pabdoTtocmnocobHoctn VPN -cetn Ha
CYIIECTBYIOIIEH U BBIYUCIUTEIbHON HHPPACTPYKTYPE.
3. Pa3BépThiBaHMe, HacTpoiika W mpoBepka padorocnocobHocTH IDS -cructembl Ha
CYHIECTBYIOIIEN U BBIYUCIUTEIBHON
4. Pabota ¢ y3namu u mnonb3oBatessiMd. VPN. Kommpomeranus y350B, KIIIOUEH,
IoJIb30BaTeNnel. BoccTaHOBIIEHHE CBS3H.
5. O6HoBnenue kiodeBodt wuHpopmanuu. VPN. MexcereBoe B3aUMOJCUCTBUE U
TyHHenrpoBaHHbIe. VPN.
6. llenTpanu3oBaHHBIC TIOJMTUKH Oe3omacHOCTH. 3amura padounx wmect. IDS.
BrisiBnenue Oomblield 4acTW MHIMJIEHTOB OE€30MacCHOCTH 3a OTPaHHMYEHHOE BpeMs
W/WIIH ¢ Y4ETOM HEOKUJAHHO MEHSIIOUINXCS YCIOBUM
KouncyabTanuu
CamocTosiTesibHasi padoTa 00y4alOIMXCS: 4
TectupoBaHue, YCTHBIN OIIPOC
Tema 1.5. Copep:xanue y4eOHOIr0 MaTepualia 11
TexHomoruu TexHOIOruM areHTCKOro MOHUTOpHUHIa. IIpoaeMOHCTpUPOBAaTH 3HAHUE MEXAHU3MOB 2
areHTCKOro paboThl areHTCKOTO MOHHUTOpWHTA. Pa3paboTath W MPUMEHHUTH MOJUTHUKHA areHTCKOTO
MOHUTOPWHTA MOHUTOPHWHTA JJIi pabOThl C HOCUTEISIMUA M ycTpoiicTBamu. PazpaboTaTe M MpUMEHUTH
MOJIUTUKU areHTCKOTO MOHUTOpPUHTA JjIsl paboThl ¢ dainamu. Pabora ¢ UCKITIOUECHUAMH
U3 IepexBara
IIpakTHyeckue 3ansatusi/ JlabopaTopHblie 3aHATHS:
1. TexHOJIOrMu areHTCKOr0 MOHUTOPHUHTA. 6

2. HpOI[CMOHCTpI/IpOBaTB 3HaHUEC MCXaHN3MOB pa6OTBI AIrCHTCKOIr0 MOHUTOpPHUHTA.
3. P33pa60TaTL U TIPUMCHHUTL IOJHMTHUKH ArcHTCKOrO MOHHWTOPHHIA [OJIsd pa6OTBI C
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HOCUTEISIMU U YCTPONCTBAMU .
4. Pa3zpaboTath W TPUMCHHUTH IOJUTHKA areHTCKOTO MOHHUTOPHWHTA i paboOTHI ¢
darinamu. PaboTa ¢ HCKITIOUEHUAMH U3 TIEpPEXBaTa

Koncyabranuu

CamocrosiTesibHAst pad0Ta 00yYAOIIMXCH: 3
Jloknan, pazpaboTka NPe3eHTALMH K IOKJIAy Ha CEMHUHApE, MOUCK HHMOPMAIIUHU B CETSIX.
Tema 1.6. Copep:kanue y4eOHOr0 MaTepuasia 10
AHanus BBISBICHHBIX | AHAJU3 BBISBJICHHBIX MHIUACHTOB. [loAroToBKa OTYETOB O HapylieHUsx. [IpumeHeHHe 2
WHIIUJICHTOB MEXaHM3MOB CO3/IaHUsI (PUIBTPOB ISl aHAJIM3A TIEPEXBAYECHHOTO TpaduKa U BBISBICHHBIX
MHUKJeHTOB. [IpoBeneHre Kiraccupukalno ypoBHs yrpo3 HHIKUIEHTOB. OueHka yuiepoa;
Hcnonb3oBaHre AOMOJHUTEIBHBIX MOJYJIM aHain3a WH()OPMAIIMOHHBIX MOTOKOB, €CIU
ATO MPOJUKTOBAHO OCOOEHHOCTSIMU YCJIOBHH BelneHus OusHeca . PazpaboTka mmaH mo
JNaJbHENIIEMY PACCIICIOBAHUIO.
Texymmii KOHTPOJIb (YCTHBINA onpoc) 11 BBISBICHHBIX WHIUIACHTOB W MPOTHBOICHCTBHUIO
HAPYIIUTENSIM C ONIOPOM Ha HOPMATHUBHYIO 0a3y.
IIpakTnueckue 3anaTusi/ JIabopaTtopHbie 3aHATHS: 6
1. AHanu3 BBISBJICHHBIX UHIIHJICHTOB.
2. IloaroroBka OTYETOB O HAPYIIICHUSX.
3. IlpuMeHeHHe MEXaHWU3MOB CO37aHus (GUIBTPOB JUIS aHajdu3a IEePEXBAUYCHHOTO
Tpaduka U BISIBICHHBIX UHITUECHTOB.
4. TlpoBenenue kiaccuuKalyo ypoBHsS YTp0O3 HHIIUIECHTOB.
5. Onenka  ymepoOa; HUcnionbs3oBanue JTOTIOJTHUTEIBHBIX MOYJIN a”Hams3a
MH()OPMAIIMOHHBIX TOTOKOB, €CJIM 3TO MPOJAMKTOBAHO OCOOCHHOCTSIMHU YCIIOBUM
BeJIEHUs OM3Heca.
6. Pa3paboTka miaH no qanpHEHIIeMy paccieIoBaHHUIO.
7. Texymmii KOHTPOJb (YCTHBIN Onpoc) 11 BBISBIICHHBIX UHIIUJIEHTOB U
MIPOTHUBOJICHCTBHUIO HAPYIITUTENSIM C ONTOPO HA HOPMATUBHYIO 0a3sy.
KoncyabTanuu
CamocTosiTe/ibHAsI BHEAYAUTOPHasA padora: 2

[ToaroroBuTth coodiieHue mo reme: KoMMyHUKalMOHHOE 000pyAoBaHue. TexHOoIorus
JIOKAJILHBIX CETEH.
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IIpumepHasi TeMaTHKA CAMOCTOSITEJIbHOM y4eOHOM padoThI NpH U3y4yeHuu pasaena « Illporpammubie u
NPOrpaMMHO-aNNapaTHbIe CPeACTBA o0ecneyeHuss HHGOPMALMOHHON 0€30I1aCHOCTID)
CamocrosiTesibHas padoTa:

N3yuyeHne peKkOMEHA0BaHHOW JTUTEPATYPBIL;

[ToAroToBKa K MPaKTUYECKUM 3aHATHSM;

Od¢opmienne B BUJIe KOHCIIEKTa OCHOBHBIX MOJIOKEHUN JUCLUILIIUHBL
[ToaroToBka pedepaTUBHBIX JOKIAI0B.

IIpuMepHas TeMaTHKA TOMANIHUX 3a{aHUM:

Co3znanre 0TKa30yCTOMYMUBBIX HHPOPMALIMOHHBIX CHCTEM;

Ciy4aiiHble yIrpo3bl;

CocraBieHue cXeMbl OJICUCTEMBI 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO J0CTyna. OCHOBHBIE TPU3HAKU
HECaHKIIMOHUPOBaHHOTO aoctyna. K undpopmanmu;

OnTumu3anus B3auMOAEUCTBUS M0JIb30BaTENEH 1 00CTYKHUBAIOIIETO IEPCOHAA;

MunnMu3anus ymepoa ot aBapuil 1 CTUXUUHBIX O€JICTBUN;

HyO6nupoBanue uHpopMaIuu;

Mopens 3amuThl HGOpMaIMKU 3HaUYeHHEe UH(HOPMALIMOHHON 0€30MaCHOCTH 1J1 CYOBEKTOB MH(OPMAIIUOHHBIX
OTHOIIICHU;

N3yyenne npuHIKNa HaMMCAHKUS BPEIOHOCHOTO MPOrPaMMHOTO KOJIa;

N3yuenune anropurma 3aeKTpOHHOM UPpoBOi noanucu Dib-I"amars;

N3yyenue cozmanne BUPTYAIbHON MAIIMHBI;

Bo3neiicTBre mporpaMMHBIX 3aKJIAIOK Ha KOMITBIOTEPBI,

3amura OT MPOrpaMMHBIX 3aKIa0K;

Knaccudukanus u o01as xapakTepruCcTHKa TPOrPaMMHO-AIIAPATHBIX CPEACTB 3alUThl HHPOPMAIIUH.

22
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IIpuMepHas TeMaTHKa CAMOCTOSITE/ILHON YueOHOIi padoThl Npu u3yuyeHuu pasjaena «Kpunrorpadpuueckue
CpeacTBAa U METO/AbI 3a1UUThI HHpOpMALMID)

CamocrosiTesibHas padoTa:

e lI3ydeHue peKOMEHI0BaHHOU JINTEPATYPHI;

e JloaroToBka K MPaKTUYECKUM 3aHATHUSIM;

¢ OdopmieHue B BUIE KOHCIIEKTa OCHOBHBIX TIOJIOKCHHUH TUCIIUTIIINHBI,

e [loaroroBka pedepaTUBHBIX JOKIAI0B.

IIpumepHas TeMaTuKa JOMALIHUX 3aJAHUIM:

e [loaroroBka K MpakTUUYECKUM paboTam

e Kpunrozamura nadpopmaiuy B MPOBOJHBIX U O€CIIPOBOIHBIX CETAX NEepeaadu TaHHbBIX;

e PaszButue mmdposanus B ApeBHeil Pycu u Poccuu. Pazsutue mmdposanus B npeBueii Pycu u Poccuuy;
e TropeMHble UPPHI;

e Meroabl cTeHOrpaduu;

e BoJsHbIC 3HAKH;

e TyHHenUpoBaHUE;

e [loTOYHOE KOAUPOBAHUE;

e Pemenue 3amau no odpasiy;

e 3ammrta HHQOPMAIIUU B IJICKTPOHHBIX TIATEKHBIX CUCTEMAX.

22

IIpuMepHasi TeMAaTHKA CAMOCTOATEIbHOM Y4eOHOM padoThl NpH u3dydyeHum pa3aena « KopnoparusHas 3amura

BHYTPEHHHUX YIpo3 HH(POPMAIUOHHOH 0€30IaCHOCTH»

CamocTosiTesibHasi padora:

e ll3ydyeHue peKOMEHIOBaHHOMN JIUTEPATYPHI;

e JloaroroBka K NpakTUYECKUM 3aHATHSM;

e Odopmienue B BUIE KOHCIIEKTa OCHOBHBIX MOJIOXKEHUH TUCHUIIIIUHBI,

e [lonroroBka pedepaTUBHBIX JOKIAI0B.

IIpuMepHas TeMaTHKa JOMAIIHUX 3aJaHUM:

® TIOJATOTOBKA K MPAKTHUYECKUM padboTam;

e pa3BEPTHIBAHUE, HACTPOMKA U NPOBEPKA padOTOCIIOCOOHOCTH VPN-CETH HA CYIECTBYIOIIEH U BEIUNCIUTEIbHON
UHPPACTPYKTYPE;

® BBINOJIHEHUE KOMIIPOMETAIMH Y3JI0B, KJIIOUEH, 10J1b30BATENICH. BOCCTAHOBJICHUE CBSI3U. OOHOBJIEHUE KIOYEBOU

21
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uHbOpMaIny;

MPOU3BECTU HACTPOUKY TYHHEJIMPOBAHUS MEXK]Ty HE3AUTUIIICHHBIMU y3JIaMU TTOBEPX 3AIIUIIEHHON CEeTH;
pa3BepHYTh CTPYKTYPY 3aIIUIIEHHON CETH COTJIACHO CXEME C TTIOMOIIBIO TUCTPUOYTHBOB;

YCTaHOBUTH MEKCETEBOE B3aUMOJICHCTBUE MEXKY PA3HBIMU CETSMU;

MIPOU3BECTHU NIEPEHACTPOUNKY IMOJIB30BATENECH U Y3JIOB 3aIUIICHHON CETH;

MIPOU3BECTHU MIPOBEPKY CBI3U MEKIY y3JIaMU Pa3IMYHbIX 3alUIIEHHBIX CETEH;

CcyOBEKThI, 00BEKTHI 3alUTHI U (PAKTOPHI BHYTPEHHEW U BHEIIIHEH yTPO3bI;

POJIb CITY>KObI 6€30IaCHOCTH B 00ECIIEUEHUH KOPIOPATUBHOM 0€30MaCHOCTH U MPUHIIMIIBI OPTAaHU3AINH €&
JeSITEIbHOCTH;

IOPUIMYECKUE aCIEKThl KOPIOPAaTUBHOM O€3011aCHOCTH;

ayJIUT 3aIMIIEHHOCTH UT-UH(PPACTPYKTYPHI;

aHaJIn3 3aIlUIIEHHOCTH KPUTUYHBIX UH(POPMALIMOHHBIX CUCTEM;

OLIEHKA PUCKOB;

MHCTPYMEHTAJIbHBIA aHAIN3 3aIMILEHHOCTH, 0Sint;

BBISIBJICHUE BEKTOPOB aTaK, IPUOPUTU3ALIMS 11ar0B I10 YCTPAHEHUIO HEJOCTATKOB;
POBEICHHE PA0OT C MUHUMAJIbHBIM BO3JIEHCTBUEM Ha UT-UH(DPACTPYKTYPY;
aHaJIu3 BO3MOXHBIX IOCJIEICTBUM aTaK.

IIpousBoacTBenHas npakTuka no 11M.02
Bunst pabort:

®  aHAJIW3 IPUHIUIIOB MOCTPOCHUS CUCTEM MH(POPMALIMOHHOM 3al[UThl TPOU3BOACTBEHHBIX MOApa3ieneHunii4
® TEXHHYECKAas OKCIUTyaTalusl »JJIEMEHTOB IPOrPAMMHOM U AallllapaTHOM 3alluThl AaBTOMATHU3UPOBAHHOMN

CHCTEMBI;

¢ Yy4JaCTUC B AUArHOCTUPOBAHHH, YCTPAHCHHHN OTKA30B U oOecrneuyeHU pa6OTOCHOCO6HOCTI/I IIpOorpaMMHO-

anmapaTHBIX CPEJICTB obecreueHruss HPOPMaIMOHHOM 0€30MaCHOCTH;

e aHanu3 3QpPEKTUBHOCTU MPUMEHAEMbIX MPOrPAMMHO-AINIAPATHBIX CPEACTB oOecreueHruss HHPOPMALMOHHOM

0€30MacHOCTH B CTPYKTYPHOM TOJpa3aeieHIH;
® yyacTue B 00eCleueHUH yueTa, 00padOTKH, XpaHEeHHS U Tiepeaadyr KoHDUIeHITMaIbHON nH)OopMaIy;

® TPUMEHEHHE HOPMATHUBHBIX MPABOBBIX aKTOB, HOPMATHUBHBIX METOAMYECKHUX JOKYMEHTOB IO O0ECIEUEHUIO;
MH(GOPMALMOHHONW 0€30MacHOCTH MPOTpaMMHO-ANMapaTHBIMU  CPEICTBAMU TPU  BBINOJHEHUU 33734

MIPAKTHKHU;

72
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® MPUMEHEHHWE TMPOTPAMMHBIX ¥ TPOTrPAMMHO-AIMIIAPATHRIX CPEACTB obOecrnedeHuss WHGOPMAIIMOHHON
0€30MacHOCTH B aBTOMATH3WPOBAHHBIX CUCTEMAX;

® JMarHOCTUKa, YCTpaHEHUE OTKa30B M olecredeHue paboToCIOCOOHOCTH MPOTrpaMMHO-AMMapaTHBIX CPEICTB
oOecIieueHus;

¢ uH(popMaIMOHHOM 6€30macHOCTH OleHKa Y((HEKTUBHOCTH MPUMEHSIEMBIX TPOTPaMMHO-AIAPATHRIX CPEACTB
obecrieueHrs MHPOPMAITMOHHOW 0€30TTaCHOCTH;

® COCTaBJICHUE JOKYMEHTAIIMH 10 YUYeTy, 00paboTKe, XpaHEHUIO U nepeiaue KOHPUIESHIIUAIbHOU HH(pOpMAaIUn

® UCIIOJIb30BAHUE IMPOTrPaMMHOTO obOecreueHus sl 00padOTKU, XpaHEHUs U Tepenayd KOH(HUIeHIIMaIbHON
uHbopMaIuy;

® COCTaBJICHUE MApIIPyTa M COCTaBa MPOBEICHUS PA3TNMYHBIX BHIOB KOHTPOJIBHBIX MPOBEPOK MPHU aTTCCTAINH
00BEKTOB, TOMEIICHHH, POTPaMM, aITOPUTMOB;

® YCTpaHCHHE 3aMEYaHHI MO Pe3yIbTaTaM MPOBEPKU;

® aHAJIM3 M COCTaBJIECHUE HOPMATUBHBIX METOJMYECKUX JOKYMEHTOB MO OOeCHeueHHI0 HHQPOPMAIMOHHOU
0€30MacHOCTH MPOTPAMMHO-ANNaPATHBIMU CPEICTBAMH, C YIETOM HOPMATUBHBIX MTPABOBBIX aKTOB;

® TpPUMEHECHHE MaTEeMaTHYECKUX METOJOB JUIsl OICHKM KadecTBa W BBIOOpAa HAWIYUIIETO IPOTrPAaMMHOTO
cpencTBa

JK3aMeH 10 MOIYJIK0

Bcero makcumasibHas Harpyska nmo 11M.02.
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3. YCJIOBUS PEAJIA3AIIAU MTPOTPAMMBI TPO®ECCUOHAJBLHOTO
MOJYJISA

3.1. lnsa peajau3anuy NporpaMMbl Npo(ecCHOHAJIBLHOI0 MOAYJIS 10KHbBI
OBITH NPeIyCMOTPEHBI cJIeAyIolHe creluaJbHble OMelleHUs:
YueOHast ayauTopus JJis TPOBEICHUS JICKIMOHHBIX 3aHATUH, TPYMNIOBBIX H
WHAMBUIYAIbHBIX  KOHCYJbTAllMi, TEKYIIEro KOHTPOJS U  MPOMEXKYTOYHOU
aTTeCTallUH.
Ocnawenue ayoumopuu:
- KOMIUIEKT yueOHOM MeOenu: mapThl, CTOJ MPEroJaBaTeIbCKUM, CTYIIbs, I0CKa;
-  MyJbTUMEIUNHAs CUCTEMA: MPOEKTOP, SKPaH HACTECHHBIN, HOYTOYK.
Ilpozpammmnoe obecneuenue HOymoyKka 1eKUUOHHBIX AYOUMOPUIL:
- JMIIEH3UOHHOE MPOrpaMMHOE 00ecreUYeHue:
- OC Microsoft Windows;
- CBOOOJHO pacmpocTpaHsIeMOoe IPOrpaMMHOE 0OeCTIeYeHHE:
- o¢ucnsii naker LibreOffice;
- nporpamma npocmotpa pdf-nmokymentoB Sumatra PDF Reader.
[IpakTHdeckne 3aHATHS TPOBOAATCS B KaOWHETE HMHTEPHET-TEXHOJOTHUH |
uHpopmaTuky, o0OopyaoBanHeiM [ID9BM ¢  yCTaHOBIEHHBIM MPOrpaMMHBIM
o0ecreyeHueM:
- JMIIEH3UOHHOE MPOrpaMMHOE 00ecreUYeHue:
- OC Microsoft Windows;
- CcBOOOJHO pacmpocTpaHsIeMOoe IPOrpaMMHOE 00eCTIeUeHHE:
- oducnsiii maker LibreOffice;
- cucrema nporpammupoBanus «Microsoft Visual Studio Expressy;
- mporpamma npocmotpa pdf-nokymentoB Sumatra PDF Reader.
Jlnst  caMocTOoATENbHOM pPabOThl CTYJEHTOB HCIHOJb3yeTCsl KAOWHET WHTEPHET-
TEXHOJIOTHIA U HHPHOPMATHUKH.
OcHanienue kabuHeTa:
- KOMIUIEKT y4eOHON MeOenu: CTO MPEnoJaBaTeNbCKIi, CTOJIBI KOMITBIOTEPHBIE,
CTYJIbsI
- TIepCOHATIbHBIC KOMIBIOTEPHI, CETEBOM KOMMYTATOp, CeTeBasi KabempHas
cUCTEeMaA.
Ilpozpammnoe obecneuenue:
- JUIIEH3UOHHOE MpOorpaMMHOe 00ecrieyeHHeE:
- OC Microsoft Windows
- Antusupyc Kacnepckoro
- CcBOOOJIHO pacmpocTpaHsIeMOoe IPOrpaMMHOE 0OeCTIeYeHHE:
- o¢ucnsii maker LibreOffice;
- mporpamma npocmotpa pdf-nokymenroB Sumatra PDF Reader.
[Tpon3BoaCTBEHHAS TPAKTHKAa MPOBOAATCA IMPH OCBOCHUU OOYyYarOIIMMHUCS
npo(hecCHOHANBPHBIX KOMIETCHIIMA B paMKaxXx NpOo(EeCCHOHATBHBIX MOIYJIeH u
PEaNM30BBIBAIOTCSA KaK B HECKOJIBKO MEPHOJIOB, TaK U PACCPEAOTOUCHO, YEPEIYysICh C
TEOPETUUECKUMHU 3aHATUIMH B paMKaxX MPOPeCCUOHAIBHBIX MOTYJIEH.
[Ipou3BoACTBEHHAs MPAKTUKA MPOBOAUTCS HA MPEAIPUATHAX (B OpraHu3aIusix)
ropoja u paiiona. O0opyJoBaHUE MPEANPUITHI (OpraHU3alMi) U TEXHOJIOTHYECKOE
OCHaIIeHHE pabOYMX MECT MPOU3BOJICTBEHHON MPAKTUKH COOTBETCTBYET COJIEPIKAHUIO
JIESITEIBHOCTH U J1Ta€T BO3MOXKHOCTh O0YyUaromeMycsl OBJIAJETh MPOPECCHOHATHHBIMU
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KOMIICTCHIIMSIMA 110 BCEM OCBaWBaeMbIM BHJIaM JICSITEIHLHOCTH, MPEIYCMOTPESHHBIM
IPOrpaMMOl  C HCIOJH30BAaHUEM COBPEMEHHBIX TEXHOJOTHH, MaTepualioB W
00opy0BaHUS.

3.2. UudopmannoHHoe odecrneyeHne 00yueHust

Jlnst  peanuzamuy  mpoTrpaMMbl  OMOMMOTEUHBIA (DOHJ WMEET TICYaTHBIC,
AJIGKTPOHHBIE 00pa3oBaTeNbHbIC U WH(OPMAIMOHHBIE PECypPChl, PEKOMEHIyEMbIC IS
UCTIOJIb30BaHUs B 00pa30BaTeILHOM IpoIiecce.

Jns  peanmuzanu  mporpaMMbl  OMOIMOTEYHBIM  (GoHA  00pa3oBaTeIbHON
OpraHM3ald MMEET MeYaTHbIC W/WIU AJIEKTPOHHBIE W MH()OPMAIMOHHBIE PECYpCHI,
pEKOMEH/TyeMbIC JJIs1 UCTIONB30BaHUs B 00pa30BaTeILHOM IIPOIIecCe.

YueOHuku U yuyeOHble Tocobus 1o creruaabHocTd 10.02.05.06ecneueHue
nH()OpPMAITMOHHONW O€30MacHOCTH aBTOMATH3WPOBAHHBIX CHCTEM HAXOIATCS B
CBOOOJHOM JIOCTYII€ JJis TperojaBaTeiel u cTyJIeHToB B OuOimotexke Kosuiemxka
AI'Y, B TOM 4mcie 3JeKTpOHHbIE U3anusa Ha oduimansHoM caiite Komnmemxa JAIY.
bubnuoteka koiemka 000pynOBaHA pabOYMMU MECTaMU B YUTAJIbHOM 3alle U
BEIXOJIOM B MHTEpHEeT st paboThl C 3JIEKTPOHHBIMH KHUTAMH, YYCOHUKAMH,
y4eOHbIMU MOCOOMsMH, pa3MmelméHHbIMA Ha caiite Komremxa JAI'Y. B komnemxe
CO37aHBl BCE YCIIOBHUS, IMO3BOJIAIONIME IMUPOKO HCIOJB30BaTh B 00pa30BaTEIHHOM
npoiiecce UHPOPMAIMOHHBIE TEXHOJIOTHH, CBOEBPEMEHHO OOecrieunBaTh OOHOBICHUE
HOPMATUBHOM JOKyMEHTAI[MU, HEOOXOAUMON MHGOPMAIMK U ONEPATUBHBIA JOCTYII
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4. KOHTPOJIb U OIIEHKA PE3YJIbTATOB OCBOEHUA
HPOPECCHUOHAJIIBHOI'O MOAYJIA

Ko u HanmeHnoBaHue
poQeCCHOHATTBHBIX
KOMIICTCHITUM,
(hOpMHpPYEMBIXB paMKax
MOTYJIS

Kpurepun ouenku

MeToab! OIIEHKH

K 2.1. OcymecTBiasTh
YCTaHOBKY W  HACTPOMKY
OTHEJIbHBIX IPOTPAMMHBIX,
[IPOTrpaMMHO-aNIapaTHbIX

JleMoHCTpUpOBaTH
YMEHHUS U IPAKTUYECKUE
HaBBIKU B YCTAHOBKE U
HACTPOMKE OTIAEIbHBIX

TECTHPOBaHUE, JSK3aMEH
KBaJIU(DUKAITMOHHBIH,
AKCIIEPTHOE HAOJIOICHHE
BBITIOJTHEHUS

CpEICTB 3aIIUTH] POIPAMMHBIX, 1a00paTOPHBIX pabor,
MH(pOpMaLUu. IPOrpPaMMHO- AKCIIEPTHOE HaOJI0JICHUE
anmnapaTHbIX CPEJICTB BBITIOJIHEHHUSI
3aIIUTHl THPOPMALIMH MIPAKTUYECKHUX pabor,
OLICHKA peleHus
CUTYaIIMOHHBIX 3ajad4,
OLICHKa  mpolecca U
pPE3yIbTATOB BBIOJIHEHUS
BUJIOB PabOT Ha MPAKTUKE
MK 2.2. OGecneunBaty JleMOHCTpUPOBATh TECTUPOBAHUE, DK3aMEH
3alUTy  WHQOpPMAIMKM B 3HAHWS U YMEHUSA B KBaTM(DUKAIIMOHHBIH,
ABTOMATU3UPOBAHHBIX o0ecre4eHnH! 3a1uThl AKCIIEPTHOE HaOJI0CHUE
cUCTEMax OTJENbHBIMY UHPOPMAIIUH B BBITIOJIHCHHUSI
[POTrPaMMHBIMH, aBTOMAaTU3HPOBAHHBIX 71a00paTOPHBIX pabor,
[POrPAaMMHO-AMIAPATHBIMU | CUCTEMAX OTIACIbHBIMU | SKCIIEPTHOE HAOJIOICHHE
CpEIICTBAMH. IPOrpaMMHBIMH, BBITIOJTHEHUS
IPOrpaMMHO- MPaKTUYECKUX pabor,
anmnapaTHbIMU OLICHKA pelieHus
cpencTBamMu CUTYaIIMOHHBIX 3ajad4,
OlICHKa  Impolecca U

PE3yIbTATOB BBITTOJTHEHUS
BUJIOB PabOT Ha MPAKTHKE

MK 2.3. OcymecTBisiTh
TECTUPOBAHUE byHKIUN
OTIIETBHBIX MPOTPAMMHBIX U
MIPOrpaMMHO-aIapaTHBIX
CpEICTB 3aIUTH]
nH(popMaruu.

Brimonnenne nepeyns
paboT MO TECTUPOBAHUIO
(GyHKIUNA OTAEITBHBIX
IPOrPaMMHBIX U
IPOrpaMMHO-
anmapaTHBIX CPEICTB
3aIuThl HHHOPMALIUU

TECTUPOBAHUE, IK3aMEH
KBaJIU(DUKAITMOHHBIHN,
AKCIEPTHOE HAOIIO/ICHHE
BBITTIOTHCHUS
J1a00PaTOPHBIX pabor,
DKCIIEPTHOE HaOIIOICHUE
BBITOJTHCHUS
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MPAKTHUYCCKUX
OLICHKAa

pabor,
pereHus
CUTYaIMOHHBIX 3ajad,
OLICHKa  Tmpolecca U
PE3yIBTATOB BBITTOJTHCHUS
BUOB pabOT HA MIPAKTHKE

IIK 2.4. OcyuecTBisiTh
00paboOTKy, XpaHEHHE ¥
nepenavy uH(pOopMaIIH

OT'PAaHUYCHHOI'O OOCTYIIA.

[IposBNIATH 3HAHUS,
HaBBIKU ¥ YMEHUS B
00paboTKe, XpaHEHUH U
nepenave nHGOpMaIUu
OTPaHUYCHHOTO JTOCTYIIA

TECTUPOBAaHUE, OSK3aMeH
KBaJTN(DUKAITMOHHBIH,
DKCIIEPTHOE HaOIIOICHUE
BBITIOTHCHUS
1a00paTOPHBIX pabor,
AKCIEPTHOE HAOIIO/ICHHE
BBITIOJTHCHHSI
MPAKTHUCCKUX
OIICHKA

pabor,
pereHus
CUTYaIMOHHBIX 3ajad,
OLICHKa  Tpolecca U
PE3yIbTATOB BBITOJTHEHUS
BUJIOB pabOT Ha MPAKTUKE

MIIK 2.5. YHUUTOXKATH
nHpOpMaIMI0O W HOCUTEIH
uHbOopMaIuu c
HCIIOJIb30BaHUEM
MPOTPAMMHBIX 5|
MIPOTPaMMHO-AITaPaTHBIX
CPEACTB.

JleMoHCTpauus
aIropuTMa IPOBEACHUS
paboT MO YHUUYTOXKEHUIO
uH(popManuu u
HocHTelel nHpopmanuu
C UCIOJIb30BaHUEM
IPOrpaMMHBIX U
IPOrpaMMHO-
anmnapaTHbIX CPEJICTB

TECTUPOBAHUE, IK3aMEH
KBTI (DUKAIIMOHHBIH,
AKCIIEPTHOE HaAOJIO/ICHHE
BBITIOJTHCHHSI
71a00paTOPHBIX pabor,
AKCIIEPTHOE HAOIOJICHHE
BBITIOJTHCHHSI
MPAKTUYCCKUX
OIICHKA perIeHs
CUTYaIIMOHHBIX 3ajad,
OIICHKa  Tpolecca U
PE3yIbTATOB BBITTOJTHEHUS
BUJIOB PabOT Ha MPAKTUKE

pabor,

K 2.6. OcymecTBisiTh
pEruCTpaLIo OCHOBHBIX|
COOBITUI B
ABTOMATU3UPOBAHHBIX
(MH(pOPMALIMOHHBIX )
CUCTEMaX, B TOM YHCIE C
MCITOJIb30BAaHUEM
MPOrpaMMHBIX u
[IPOrPaMMHO-AIIAPATHBIX
CpEICTB oOHapyXeHHUs,
pENyIPEXICHUS u
JMKBUIALMK  TOCJIEACTBUN
KOMITBIOTEPHBIX aTaK.

[IposiBnsATH 3HAHUA U
YMEHUS B 3aILNATE
aBTOMAaTU3HPOBAHHBIX
(MH(pOPMALIMOHHBIX)
CUCTEM C
UCIIOJIb30BAaHUEM
IPOrpaMMHBIX U
IPOrpaMMHO-
anmnapaTHbIX CPEJCTB
oOHapyX eHHUs,
OpeayNnpexICHUs U
JUKBUIALNH
IIOCJIEACTBHAN
KOMITBIOTEPHBIX aTaK

TECTUPOBAHUE, IK3aMEH
KBaJIU(DUKAITMOHHBIHN,
AKCIEPTHOE HAOJIO/ICHHE
BBITIOJTHCHHSI
J1a00paTOPHBIX pabor,
AKCIIEPTHOE HAOJIO/ICHHE
BBITIOJTHCHHSI
MIPAKTUICCKUX
OLICHKa perieHus
CUTYaIIMOHHBIX 3ajad,
OLICHKa  mpouecca H
PE3yIbTATOB BBITIOJTHCHUS
BUJIOB pabOT Ha MPaKTUKE

pabor,
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OK 01. BribupaTth croco0s]

pelIeHus 3ajay
npodeccuoHaTbHON
NESATCIIBHOCTH,
MIPUMCHUTETHHO K

Ppa3J INIYHbIM KOHTCKCTAM.

— 000CHOBAHHOCTb
MIOCTaHOBKH IIEJIH,
BBIOOpA M TPUMEHEHHUSI
METOJIOB M CITOCOOOB
pelIeHUs

PO eCCHOHATTLHBIX
3aJ1a4; - aJcKBaTHAs
OIICHKA M CaMOOIICHKA
s pexTUBHOCTH U
Ka4eCTBa BBIITOJTHCHHUS

poQeCCUOHATTBHBIX
3aj1a4y
OK 02. OcyuecTBisTh| - HCHOJIb30BaHUE
MTOKCK, aHaJIu3 Y| Pa3IMYHBIX UCTOYHUKOB,
WHTEPIIPETAIIUIO BKJTFOYAs DJIEKTPOHHBIC
uHpopMaIuu, HeoOX0IUMOM PeCypChl, Meua
U1 BBITIOJIHEHUs — 3ajad| pecypchl, IHTepHET-
npodeccuoHanbHON pecypchl,
NEeSATeTLHOCTH MIePUOINYECKHIEC U3TaHUS

0 CTICTIHATBHOCTH IS
perieHus
1po¢heCCUOHATBHBIX
3aja4

OK 03. ILianupoBats ¥
pcan30BbIBaTh
COOCTBEHHOE
podecCHOHAIIEHOE u
JTMYHOCTHOE Pa3BUTHE.

- IEMOHCTpAIIHsI
OTBETCTBEHHOCTH 32
NPUHSATHIC PEIICHUS -
000CHOBaHHOCTD
camMoOaHaju3a u
KOPPEKIINS PEe3yJIbTATOB
coOCTBEHHOM paboTHI;

OK 04. PaGoratb B
KOJUICKTUBE M  KOMAaHJE,
rdPexkTUBHO

B3aMOJICHCTBOBATH C

KOJIJIETaMU, PYKOBOJICTBOM,
KITMEHTaMU.

-B3aMMOJICHCTBHE C
00yYaroIMMUCH,
NPETIOIaBaTeIsIMU
MacTepaMu B XOJIe
o0y4eHus, ¢
PYKOBOJHUTEIISIMH
yueOHOU U
MIPOU3BOACTBEHHOU
IPAKTHUK; -
000CHOBaHHOCTb
aHanu3a paboThI YJICHOB
KOMaH/IbI

(MO TYMHEHHBIX )

OK 05. OcyuiectBisTh
VCTHYIO ¥ THChbMEHHYIO
KOMMYHHUKAIHIO Hal

rocyaapCTBECHHOM S3BIKE C

-TPaMOTHOCTb YCTHOMN U
MMICbMEHHOMN peYn

WNuTtepniperanus
pE3yIbTAaTOB HAOIIOACHUI
3a JEeSITEIbHOCTBIO
oOyyaronierocs B
nporecce OCBOCHUS
o0Opa3oBaTeIbHOM
pOrpaMMbl  DKCIEPTHOE
HaOIIIO/ICHUE W OIICHKA Ha
J1abopaTopHoO-
MPAKTUYECKUX 3aHATHUSX,
IpU  BBIIOJIHEHUU pPa0OT

o y4eOHOM 51
MPOM3BOJACTBEHHOM
[IPaKTUKaM DK3amMeH
KBaJTu(UKAIIMOHHBIN
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0COOEHHOCTEN
%)

Y4ETOM
COLIMAIIBHOTO
KYJIbTYPHOTO KOHTEKCTA.

OK 06. [IposiBasTH - cOOMIOACHIE HOPM
rpaXKIaHCKO- MOBEACHUS BO BPEMsI
MAaTPUOTUYECKYIO TMO3UIUIO, YUEOHBIX 3aHITHHI U
NEMOHCTPUPOBATH POXOK/IEHUS y4eOHON
OCO3HAHHOE TOBEICHUE Ha U MPOU3BOJCTBEHHON
OCHOBE TPaJAUIIMOHHBIX| TPAKTUK,
00IIIeUEeT0BEYECKUX
[IEHHOCTEM.
OK 09. Ucnonb3oBaTy - 3pPEeKTUBHOCTD
nH(OPMAITMOHHBIC HCIIOJIb30BaHUS
TEXHOJIOTHH B| TH(OPMAITMOHHO-
pohecCuOHATBLHON KOMMYHUKAIIMOHHBIX
NESTEIIBHOCTH. TEXHOJIOTUH B
npodeccuoHaIbHON
JESITEIbBHOCTH COTJIaCHO
bopMHpyeMbIM
YMEHUSIM U
N0JIy4aeMOMY
IPAKTHICCKOMY OIIBITY;
OK 10. Ilonb3oBathes - 3pPEeKTUBHOCTD
npodecCuoHaAbHON WCIIOJIb30BaHUs B
NTOKyMEHTAaIen Ha ipodeccuoHaTbHOM
rocy/1apCTBEHHOM U IeSITEIIbBHOCTH
WHOCTPAHHOM SI3bIKE. HEOOXO0UMOMN
TEXHUYECKOU

JIOKYMEHTAILMH, B TOM
YUCJIE Ha aHTJIMACKOM
SI3BIKE.




