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1. MACIHOPT PABOYEM NPOT'PAMMBI JUCILUILIUHBI

IKCILIyaTANMA KOMIILIOTEPHBIX ceTel

1.1. O61acTh NPUMEHEHHUSs] IPOTrPaAMMbI

PabGouass mporpamma JUCHHUIUIMHBI «OKCIUTyaTalldsi KOMIIBIOTEPHBIX CETei»
SIBIISIETCS. YaCThIO OCHOBHOM MpOoQecCHOHANIBHON 00pa30oBaTeNbHOM MPOrpaMMbl B
cootBeTcTBU ¢ @DPI'OC mo cmemumansHoct CIIO 10.02.05. OGecnedenue
UH(GOPMAIIMOHHON 0€30MacHOCTH aBTOMATHU3MPOBAHHBIX CHUCTEM JJS OYHOTO
oOy4deHusl CTYACHTOB, UMEIOIINX OCHOBHOE 00Ilee 0Opa3oBaHue, MO Mporpamme
0a30BOii MOJITOTOBKH.

PaGoure mnporpamMmbl AWCHUIUINH, aJanTUPOBAaHHBIE M OOY4YeHHs JIHMIl C
OTPaHUYEHHBIMU  BO3MOXHOCTSIMU  3/I0pOBbsl, pa3pabaThIBalOTCS C Y4ETOM
KOHKPETHBIX OrPAaHUYEHUN 3JI0pOBbS JIMI, 3aYUCIEHHBIX B KOJIEAXK, U
YTBEPKAAIOTCS B YCTAHOBJIEHHOM IOPSJIKE.

1.2. MecTo UCHMIUIMHBI B CTPYKTYype OCHOBHO mpodecCHOHATIbLHOM
o0pa3oBaTeJIbHOM NPOrPAMMBI:

VYyeOHast OUCHMIUIMHA «ODKCIUTyaTallds KOMIBIOTEPHBIX CETEH» OTHOCUTCS K
pO(PECCUOHATTBHOMY MOJYJI0 «OJKCIUTyaTallds aBTOMAaTU3HPOBAHHBIX CHUCTEM B
3aIIMIIEHHOM UCIIOJIHEHUW» TipodeccruonansHoro nukia [ICC3.

1.3. Hean u 3agaumM JUCHMILVIMHBI — TPeOOBAHUSI K Pe3yJIbTATAM OCBOCHHUA

TUCUMILIAHBI:

Coneprkanue mporpamMMbl Y4eOHOU TUCHUIIIUHBI «DKCIUTyaTaldsi KOMIBIOTEPHBIX

CeTel» HaIPaBJICHO HA JOCTUKEHUE CIEAYIOLIEH 1IeIIN:

— o0ecrnieunTh 3HAHUE TEOPETUUYECKUX M MPAKTHUYECKUX OCHOB B OpPraHU3AIMU U
(YHKIIMOHUPOBAHUU KOMITBIOTEPHBIX CETEed M TEJICKOMMYHUKAIUH, YMEHHE
NPUMEHSITh B MNPO(ECCUOHAIBHOW JeATeIbHOCTU pPaclpe/e/iCHHbIC JaHHBIE,
MPUKJIAJIHBIC TPOTPAMMBI U PECYPChI CETEH.

3ajaum JUCUUIJINHBI:

— ¢opMUpOBaHHE TEOPETUYECKUX M  MPAKTUYECKUX OCHOB MPUMEHEHUS
KOMIIBIOTEPHBIX CETEM;

— chopMuUpOBaTh HaBBIKK PaOOTHI B II100aILHON CETH,

— HAy4YWUTh HCMOJb30BaTh allapaTHble, MNpOrpaMMHbIe M HHGOPMAIMOHHBIE
pecypchl ceTeit 1Jis TOCTHKEeHUs TPOo(eCCHOHATBHBIX 1IEJICH;

— HAay4YUTh pabOTE C CETEBBIM MPOTPAMMHBIM 00ECIIEYEHUEM.

OcBoeHue coaepkaHusi y4eOHOM AUCHMILTUHBI «DKCIUTyaTalusl KOMIIbIOTEPHBIX
ceTei» o0ecreurnBaeT JOCTHKEHHUE CTYICHTaMH CIEAYIOUINX Pe3yJIbTaTOB:

Obuwue komnemenuuu

OK 01. Brei6upaTts criocoObl pemieHus 3aaad npodeccunoHaaIbHON e TeIbHOCTH,
MPUMEHUTENBHO K Pa3IMYHbIM



KOHTEKCTaM.

OK 02. OcymecTBiasTh TIOWUCK, aHalKM3 MW HWHTEpIpeTalno HHpOpMaIluy,
HE0OXOAMMOM ISl BBIMOJHEHUS 33/1a4 Mpo(hecCUOHATBHOM EeATeTbHOCTH.

OK 03. IlmanupoBaTh M peaqu30BBIBATH COOCTBEHHOE MPOGEeCcCHOHATBHOE WU
JUYHOCTHOE PAa3BUTHE.

OK 04. PaGorath B KOJJIEKTHBE U KOMaHze, dP(PEKTUBHO B3aHMMOJCHCTBOBATDH C
KOJUIETaMH, PYKOBOJICTBOM,

KJIMEHTaMU.

OK 05. OcymecTBiasiTh yCTHYIO M NHCbMEHHYI0O KOMMYHHUKALIMIO Ha
TOCYJapCTBEHHOM SI3bIKE C y4ETOM

0COOEHHOCTEH COIMATBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 06. I[TposgBisTh IpakJaHCKO-MATPUOTUYECKYIO MO3UIIMIO0, AEMOHCTPUPOBATh
OCO3HAHHOE ITOBEJCHUE Ha

OCHOBE TPAJAUIIMOHHBIX O0IIEYEIOBEYECKUX IEHHOCTEN.

OK 09. Ucnonws3zoBath HHGOPMAIMOHHBIE TEXHOJOTUU B MpOdeccHoHaTBHOM
NEATEIBbHOCTH.

OK 10. ITonp30oBaThcs MpodecCHOHATBHON JOKYMEHTAIMEN Ha ToCy1apCTBEHHOM
Y UHOCTPAHHOM SI3bIKE.

IIpogeccuonaibHbIE KOMIIETEHUUHA

K 1.2. AJIMHHUCTPUPOBATh IPOTPAMMHBIE W NPOrPAMMHO-AIIIAPATHBIC
KOMITOHEHTBhI aBTOMaTU3UPOBAHHOHN (MH(DOPMAIIMOHHOW) CUCTEMBI B 3aIlIMILIEHHOM
VICITOJITHEHHH.

INK 1.3. Ob6ecneunBath OecniepeOoiiHyl0 paboOTy aBTOMATHU3UPOBAHHBIX
(MH(pOPMAIIMOHHBIX) CHUCTEM B 3allMIIEHHOM HCIOJIHEHHUH B COOTBETCTBUU C
TpeOOBaHUSAMU SKCILTyaTallUOHHOW JOKYMEHTAIUH.

IIK 1.4. OcymecTBiiaTh NPOBEPKY TEXHUUYECKOTO COCTOSIHUS, TEXHUYECKOE
oOCily’)kMBaHME€ M TEKYIIM PEMOHT, YCTpaHATh OTKa3bl M BOCCTAHABJIMBATh
paboTOCIIOCOOHOCTh ~ aBTOMATH3UPOBAHHBIX  (MH(POPMALIMOHHBIX) CUCTEM B
3aIMIIEHHOM HCTIOJHEHUHU.

B pe3ynbTaTe 0CBOCHUS TUCHUILIMHBI 00YYaIOIUNCS JOJIKEH YMETh!

—  HCIOJb30BaTh Pa3HbIC MPOTOKOJIBI MAPIIPYTU3ALINY;

—  HAcTpawBaTh 0A30BBIC HACTPONKHU CETEBBIX YCTPOUCTB 2I0 YPOBHS,

—  yMeTh TOJb30BaThCsl HAay4YHO TEXHUYECKOW JHUTepaTypod B obOiactu
KOMIIBIOTEPHBIX CETEM;

—  HAcTpaWBaTh MapaMETPbl CETEBBIX MPOTOKOJOB M CIYKO Il CEpBEPOB,
pabounx CTaHIMI U aKTUBHBIX CETEBBIX YCTPOUCTB;

—  OIpEAENATh TEXHUYECKOE COCTOSHUE JIOKAIBHOU CETH.

B pe3ynpTaTe OCBOCHHS IUCHUIUIMHBI 00YYaIOIIHICs JOKEH 3HATD.

— OCHOBHBIE PUHIUIBI Iepeaaun nHpopmanuu no moaenu OSI;

— OCHOBY MH(PACTPYKTYpPbl KOMIIBIOTEPHBIX CETEH U MOAYJIbHBIE 30HbI;
— TpeOOBaHMs K COBPEMEHHBIM KOMIIBIOTEPHBIM CETSIM.



— OCHOBHBIE BUJIbl CETEBBIX APXUTEKTYp U KaHAJIOB IIEPEAauYy JaHHbIX;
— OCHOBHBIE XapAaKTEPUCTUKU MIOCTPOCHHUSI PA3IMYHBIX BUJIOB CETEM;
— OCHOBHBIE BUJIbl U CLIOCOOBI TEXHUYECKOMN MOAAEPKKH KOMIIBIOTEPHBIX CETEN

[Ipu peanuzanuu cojepkaHusi y4yeOHOM MUCHMIUIMHBI «DKCIUTyaTalus
KOMITbIOTEPHBIX ceTei» B mpenenax ocBoeHus OIIOIT CIIO na 6a3e OCHOBHOTO
oOmiero o6pa3oBaHUs C TOJYyYCHHEM cpeaHero oobmiero oOpa3oBaHus ydeOHas
Harpy3ka CTYAEHTOB cocTaBiisier - 154 wyaca, u3 Hux nekuuid — 40 yacos,
MpaKTUYECKUE 3aHATUS — (6 4YacoB; BHEAyIUTOpPHAas CaMOCTOsITENbHas pabora
CTYJICHTOB - 38 JacoB.

2. CTPYKTYPA U COAEP KAHUE JUCHUIIJINHBI

2.1. O0bem yueOHOM JUCHMIIMHBI U BUAbI y4e0HOH padoThl

Bup yueOHoI padoThI Oovem uacos

MaxkcumasbHasi yueOHast HArpy3Ka (Bcero) 154

Oo0s13aTeIbHAS ayAUTOPHAA y4eOHAsl HAarpy3Ka (Bcero)

B TOM 4HUCIJIC.

JICKIUU 40
nabopaTopHble pabOTHI -
MPaKTUYECKUE 3aHATHUS (B T.4. MPAKTUUYECKas MOATOTOBKA) 76

KOHTPOJIbHBIE paOOThI

KYpPCOBOM MPOEKT

KOHCYJIbTAllUH

CamocrosiTesibHas padboTa o0y4yawierocs (Bcero) 38

B TOM 4HCJIC:.

camMoCTosATeNbHAs paboTa HaJl KypPCOBBIM MPOEKTOM

Ilpomeoscymounas ammecmayus 8 popme oughgepenyuposanto2o 3avema




2.2 TemaTu4yecKHii JIaH U COAEPKAHNE TUCUMILIUHBI « JKCIIyaTaAlMs KOMIIBIOTEPHBIX ceTei»

HaumeHoBaHue pa3neio u
TeM

Conep:kanue y4e0OHOro MaTepuaJia JeKuuii, 1a00paTopHble U MPAKTHYECKUE 3aHATHS, CAMOCTOSITEIbHAS
paboTa o0yuaommxcs, KypcoBasi padora (IpoeKT) (eciu npedycmompensl)

Oovem
uacoe

Pa3znen 1. OcHoBbI nepenay

U JAHHBbIX B KOMIIBIOTCPHBIX CETHX

52

Temal.l. Moaean

Jlexuun

CETEBOro
B3aNMOJAeHCTBUSA

Mognens OSI. Yposau monenu OSI. B3aumoneiicteue Mexxay ypoBHsaMu. MHKancymsus nauasix. Onrcanmue
ypoBHeit mogenu OSI.

Mopenb u crek nporokosioB TCP/IP. Onucanue yposueit moaenu TCP/IP.

TemaTuka NMpakKTHYECKUX 3aHATUHN U JTaOOPAaTOPHBIX pabOT

I/I3yquHe 9JIEMEHTOB KaOEIbLHON CUCTEMEL.

Tema 1.2. ®DuznuecKui

Jlexuun

ypoBeHb moaeau OSI

ITousgTre nuuuu 1 kanaia cssi3u. Curnansl. OCHOBHEIE XApPaKTCPUCTHUKU KaHaJIa CBA3U.

MGTOHBI COBMCCTHOI'O MCITIOJIB30BaHUA CPECbI IIEPCAAYN KaHalla CBA3H. MYHBTI/IHJIGKCI/IPOBaHI/Ie 1 METOJbI
MHOXCCTBCHHOI'O JOCTYyIIA.

OnToBOJIOKOHHBIC TUHUH CBA3U

Cranpaptsl kaleneil. DekTpuyeckas MpoBOJIKA.

BecrnipoBoHas cpena nepeaayu.

TemaTuka MPAaKTUYCCKUX 3aHATHH U na60paTopHHx paGOT

Co3nanue ceteBoro kabelst Ha OCHOBE HedKpaHUpoBaHHOU BuTOM mapsl (UTP)

CamocrosrenbHas paboTa 00yJaronerocs

CBapka ONTHYECKOro BOJIOKHA

Tema 1.3.

Jlexnuu

Tomosorus

[Tonstre Tononoruu cetu. CeTeBoe 060py,£[0BaHI/IC B TOIIOJIOT'HH. O630p CETEBBIX TOIIOJIOTHIA.

KOMIILIOTEPHBIX ceTel

TemaTrka MpakTUYECKUX 3aHATUN U JTaOOPATOPHBIX paboT

Pa3paboTka Tomonoru ceTu HeOOIBIIOTO MPEAPUITHS

ITocTpoeHre OTHOPAHTOBOM CETH

Tema 1.4. Texnosioruu

Ethernet

Conepxanue
0O0630p TEXHOJIOTUH TOCTPOCHHS JTOKAJIBHBIX CETEH.



http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1693
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1694
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1696
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1702
http://learn.dlink.ru/mod/lesson/view.php?id=582&pageid=1723
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1725
http://learn.dlink.ru/mod/lesson/view.php?id=583&pageid=1730

Texuomnorust Ethernet. ®usudeckuii ypoBeHb.

Texuounorust Ethernet. KananbHblit ypoBeHb

Temaruka MpakTUYECKUX 3aHATUN U TaOOPATOPHBIX PabOT

N3yuenue aapecanuu kanaiasHoro ypousa. MAC-anpeca.

CamocTtosTenbHas pabota 00y4aroerocs

Tema 1.5. Texnoaornu
KOMMYTAaIlUH

Jlexuun

ANTOpUTM IPO3pavyHOro MocTa. Merobl KommyTaruu. TexHonorun kommyrtauu u mozaens OSI.

KoHncTpykTHBHOE HCIIONIHEHHE KOMMYTaTOpoB. Pu3nyecKkoe CTeKUpoBaHue KoMMyTaTopoB. [IporpaMmmuoe
obecrnieueHre KOMMYTaTOPOB.

O6H_[I/Ie IIPUHIHUIIBI CCTCBOI'O JIu3aiHa. TpCXYPOBHeBaSI HCpapXHU4CCKasd MOJCJIb CCTHU

Texnonorus PoweroverEthernet

Temaruka npakTUYECKUX 3aHATUN U TaOOPATOPHBIX PabOT

Cozilanue KOMMYTHPYEMOU CETH

CamocrosTenbHas paboTa 00yJaronerocs

SN

Tema 1.6. CereBoii
nporoko.a IPv4

Jlexun

CereBoii ypoBenb. [Iporokomn IP Bepcuu 4. O6mue GpyHKIMN KI1accoBOi 1 0€CKIIACCOBOM aJipecaliui.
Beigenenue agpecos.

Mapmpyrtu3zanus nakeros |Pv4

HpOTOKOHLI JUHAMHYECKOU MapuipyTu3anuun

TemaTuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

Uzyuenue IP-agpecanuu.

CamocrosTenbHas paboTa 00ydaronerocs

Tema 1.7. CkopocTHbIEH
0ecnipoBOIHBbIE CETH

Jlexuun

Cets FDDI. Cets 100VG-AnyLAN
CBEpXBBICOKOCKOPOCTHBIE
cetubecnpoBOIHbIE CETH

TemaTuka MMPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

HacTtpoiika 6ecripoBOAHOIO CETEBOro 000pya0BaHUs

CamocTosTenbHast paboTa 00yyaronierocs

Paznen 2. TexHooruu KOMMYTAIMH M MAapIIPYTH3alMH COBPeMeHHBIX ceTeil Ethernet

66

Tema 2.1.
OCHOBBI KOMMYTALMHU

Jlexuun

DO YHKIIMOHUPOBAHUE KOMMYTATOPOB JIOKATLHOM CETH. APXUTEKTypa KOMMYTaTOpOB. TuIbl HHTEPQEHCOB
KOMMYTaTOpOB.
Y1pasieHue IOTOKOM B ITOJIYAYIUIEKCHOM U JYINIEKCHOM PEXUMAax.



http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1773
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1774
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1777
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1775
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1776
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1779
http://learn.dlink.ru/mod/lesson/view.php?id=585&pageid=1797
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035

XapaKkTepuCTUKH, BIHUSIONINE HA MPOU3BOIUTEILHOCTh KOMMYTAaTOPOB. O030p (PyHKITMOHAIBHBIX
BO3MOKHOCTEH
KOMMYTaTOpPOB

Temaruka MpakTUYECKUX 3aHATUN U TaOOPATOPHBIX PabOT

PaboTa ¢ o0CHOBHBIMHM KOMaHAaMH KOMMYTATOpa.

CamocrosTenpHas paboTa 00yJaronerocs

Tema 2.2.
HayanbHas HacTpoiika
KOMMYTaTopa

Jlexuun

CpenctBa ynpapneHus kommyratopamiu. [loaxitouenne Kk KOHCOIM nHTepderica KOMaHIHON CTPOKU
kommyTatopa. [Togkmouenue k Web-unTtepdeiicy yrnpasieHuss KOMMyTaTopa.

HauanpHast KoHGUTYypalyus KOMMYyTaTopa. 3arpy3ka HOBOTO MPOTPaMMHOI0 0OeCTieueHUsI Ha KOMMYTaTop.
3arpy3ka U pe3epBHOE KOMHPOBaHUE KOH(PUTYpAIITH KOMMYTAaTOpa.

Temaruka MpakTUYCCKUX 3aHATUN U TaOOPATOPHBIX paboT

Komanp1 0OHOBIIEHUS IPOTPAMMHOTO 00€CIIeYeHUsI KOMMYTaTopa U
COXPaHEHHUsI/BOCCTAHOBIJICHUSI KOH(PUTYPALMOHHBIX (DaiiioB

Komanas! yripaBnenus tabnunamu kommyrtauu MAC- u
IP-anpecoB, ARP-TaGuis!

CamocTosrenpHas pabota o cozmanuto JIBC Ha ocHoBe cranmapra IEEE 802.1Q.

Tema 2.3.
BupryaiabHubie

JOKAJIBbHBIC CETU
(VLAN)

Jlexuun

Tunbst VLAN. VLAN Ha ocHoBe noptoB. VLAN Ha ocHoBe cranaapra IEEE 802.1Q. Cratuueckue u
muHamuaeckue VLAN. TIporokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHOBe MOPTOB U MPOTOKOJIOB — cTanaapt IEEE 802.1v. ®ynkiwust
TrafficSegmentation

TemaTuka MPAKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

Hactpoiika VLAN nHa ocHoBe ctannapra |IEEE 802.1Q

Hacrpoiika npotokosna GVRP.

Hacrpoiika cermentanuu tpaduka 6e3 ncnonsp3obanus VLAN

Hacrpoiika ¢pynkiun Q-in-Q (Double VLAN).

CamocTosrenpHas padota o cozmanuto JIBC Ha ocHoBe cranmapta IEEE 802.1Q.

Tema 2.4.

DOYHKIUM OBbIIEHUSA
HAJAEeKHOCTH B
NMPOM3BOAUTEILHOCTH

Jlexun

ITpotokou Spanning Tree Protocol (STP). Ys3sumoctu nporokosa STP.

Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

JlononmHuTenbHbIE (PYHKIIMH 3aLIUTHI OT NIETeb. ATPETUPOBAHUE KaHAIOB CBSA3H.

TemaTuka NpaKTHUECKUX 3aHATHI U 1a00paTOPHBIX pabOT

Hacrpoiika mpoTokomnos cBs3yromiero aepesa STP, RSTP, MSTP.

Hacrpoiika ¢pyHkium 3amuTsl oT o0pa3zoBanus nerens LoopBackDetection



http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1053
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1054
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1060
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1073
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077
http://learn.dlink.ru/mod/lesson/view.php?id=443&pageid=1077
http://learn.dlink.ru/mod/lesson/view.php?id=445&pageid=1109

ArperupoBaHHe KaHAJIOB.

CamocTosTenbHas padoTa 00y4aromerocs

Tema 2.5. Anpecaunus
CeTEeBOTOYPOBHS U
MapIIpyTU3anus

Jlexuun

0030p aapecanuu cereBoro yposss. @opmupoBanue nojcereid. becknaccoas agpecanus IPv4. Crioco6st
koH(purypanuu IPv4-anpeca.

[Tporokon IPV6. ®opmupoBanue naeHTudukaropa narepderica.
Crnoco6s! koH(purypanuu IPv6-ampeca.

[Tnanuposanue nmoacereit IPV6. ITporoxon NDP.

[TonsiTue mappyTu3anuu. JucTaHIIMOHHO-BEKTOPHBIE MPOTOKOJIbI MapipyTu3anuu. [Iporokon RIP.

Temaruka NpakTUYECKUX 3aHITUH U J1aOOpaTOPHBIX paboT

OcHoBHbBIE KOHPUTYpALIUU MapUIPyTH3ATOPA.

Pacimpennsie KOHPUTYypaluu MapupyTH3aTopa.

Pa6ora c mporokonom CDP.

Pa6ota ¢ mporokonom TELNET. Pa6ora ¢ nmporokonom TFTP.

Pa6ota ¢ mporokosom RIP.

Pa6ora ¢ mporokonom OSPF.

Koudurypuposaunue ¢pynkipn mapupyruzatropa NAT/PAT.

Kondurypuposanue PPP u CHAP.

CamocTosTenbHas paboTa 00y4aroerocs

N

Tema 2.6.
KauecTBO
oocay:xuBanus (Qo0S)

Jlexun

Monemu QoS. [Ipuopuresarus nakero. Kimaccudukarus nmakeroB. MapKkupoBKa TaKeTOB.

VYnpasieHue neperpy3kaMn 1 MEXaHU3MbI 00CITy)KUBaHHsI ouepeneid. MexaHu3M MpeoTBPaIIeHuUs TEPErPy30K.
KonTpons nmomock! nponyckanus. [Ipumep vactpoiiku QO0S.

TemaTuka MPAaKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

-

Hactpoiika Q0S. [Tpuopuru3arnus Tpaduka. Y npaBieHHEe OJI0COH MPOITYCKaHUS

CamocTosTenbHas paboTa 00yJaronierocs

Tema 2.7.

DOynknum odecrnedeHnst
0€30MacHOCTH U
OrPaHUYEHMS I0CTYNA K
ceTn

Jlexuun

Crucku ynpasienus noctyrnom (ACL). dyHKIuu KOHTPOIIS HaJ MTOAKIIOYEHHEM Y3JI0B K OpTamM
KOMMYTATOpa.

Aytentuduxanus noas3opareneit 802.1x. 802.1x Guest VLAN. ®yukuuu 3ammter LIITY kommyTaropa.

TemaTuka MPAaKTUYCCKUX 3aHATHH U J'Ia60paTOpHBIX pa60T

Criucku ynpasnenus goctynom (AccessControlList)

KoHTpoJb Ha/1 MOAKIIIOYEHHEM Y3JI0B K opTaM kKomMmyTtaTopa. dynkius PortSecurity.

KoHTposb Ha/I HOAKITIOUECHHEM y3JI0B K TopTaM kommyTtaropa. @yuknus IP-MAC-Port Binding

Tema 2.8.

Jlexknun
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http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1183
http://learn.dlink.ru/mod/lesson/view.php?id=459&pageid=1199

MmuoroaapecHas Anpecarnust MHOTOaapecHoi IP-paccesiiku. MAC-anpeca rpynmnoBoi pacChbUIKH.
paccblIKa [Toanucka n o6caykMBaHKE TPYII. YIPaBIeHUE MHOT0AIPECHON pacchlIKoi Ha 2-M ypoBHe mozaenu OSl
(IGMP Snooping).®yukuus IGMP FastLeave.
Temaruka MpakTUYECKUX 3aHATUN U TaOOPATOPHBIX PabOT 4
OtcnexuBanue Tpadhuka MHOTOQIPECHOM PACCHUIKH.
OrtcnexuBanue Tpaduka Multicast
Tema 2.9. Conepxxanue 2
DOyHKIUH YIIPABJICHUSA VYnpasieHne MHOXKeCTBOM KoMMyTaTopoB. IIpoTokonr SNMP.
KOMMyTaTopamu RMON (Remote Monitoring). ®yukuus Port Mirroring.
TemaTuka npakTHUECKUX 3aHATHH U 1a00paTOPHBIX paboOT 4
OyHKIIUY aHAKM3a CeTEeBOro Tpaduka.
HacTtpoiika npoTokona ynpasneHus Tononorueit cetu LLDP.
Pa3znen 3. MexkcereBbie IKPaHbI 36
Tema 3.1. Jlexumu 4
OcHOBHBIC NPUHUUIBI Knaccudukanus cereBoix atak. Tpuanga 6e3omacHort UT-uH(pacTpyKTypHI.
CO3/IAHMA HAIEKHOH M |'yipapienne koHQUIypauusaMu. YIpasieHne HHIHACHTaMH. VCIIONb30BaHNE TPETbeil JOBEPEHHOI
Gesonacnoii UT- croponsl. Kpumnrorpaduueckue MexaHn3Mbl 6€30MaCHOCTH.
HHPPACTPYKTYPHI
Tema 3.2. MexcereBble Jlexnun 4
IKPaHbI TexHonornM MexceTeBbIX IKpaHoB. [lonuTrKa MeKceTeBOTO dKpaHa. MexceTeBble IKPaHbl ¢ BO3MOKHOCTSIMHU
NAT.
Tonomnorus ceT Mpu UCIOF30BAaHIH MEKCETEBBIX 3KpaHoB. [[maHupoBaHne 1 BHEIPEHNE MEKCETEBOTO
9KpaHa.
TemaTHka npakTHUECKUX 3aHATUH U Ta00paTOPHBIX pabOT 4
OCHOBBI a/IMUHUCTPUPOBAHUS MEKCETEBOTO IKPaHa
CoenuHeHue IByX JIOKAJIbHBIX CETEH MEKCETEBBIMHU dKpaHAMU
Co3aaHue MoJIMTHKU 03 MPOBEPKU COCTOSTHHSL.
Co3manne MOMUTHK JJI TpaauiuoHHoro (v ucxossmiero) NAT.
Co3nanue nmoymTHK Jutst AByHanpasienHoro (Two-Way) NAT, ucnonbs3ys meron pinholing
CamocrosrenbHas paboTa 00yuaromnerocs 4
Tema 3.3. Jlexmun 2
Cucrembl o0napy:xkenussn | OcHoBrHoe HazHaueHue IDPS. Crioco6s! kitaccudukammu IDPS. Beidop IDPS. [lonomauTensHbIe
NpeAoTBPALLeHUs MHCTPYMEHTAJIbHBIE CPE/ICTBA.
NPOHMKHOBEHM TpeboBanust opranuzanuu K ¢pynkuuonuposanuio IDPS. Bosmoxxnoctu IDPS. PasseprriBanue IDPS. Cunbable
CTOpPOHBI 1 oTpaHndeHHOCTh |IDPS.
TemaTuka NpakTHUECKUX 3aHATHI U TaOOPATOPHBIX padboT 4
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OOGHapyxeHue U IpeI0TBPAIICHIE BTOPKCHH.

CamocrosTenbHas paboTa 00ydaromerocs

Tema 3.4.
IMpuopuruzanms
Tpauka U Co31aHHue
AJIbTePHATHBHBIX
MapupyToB

Conepxanue

Co3naHue aabTepHATUBHBIX MApIIPYTOB J10CTYyNa B HHTEpHET. [Iproputn3anus Tpapuka.

TemaTuka NpakTUUECKUX 3aHATUH U TA0OPATOPHBIX padOT

Co3nanue anbTepHATUBHBIX MAPIIPYTOB C UCIIOJIb30BAHUEM CTATUYECKON MapLIpyTU3AUU

CamocrosiTenbHas pabora 00y4aromerocs

[IpumepHBbIe BUIbI CAMOCTOSTENbHBIX padbOT

Cucrematuyieckast mpopaboTKa KOHCIICKTOB 3aHATHI, y4eOHOM U CIIEIMaIbHON TEXHUIECKON JINTepaTyphl (110
BOIIPOCaM K maparpadam, riiaBaM yueOHbIX MOCOOHH, COCTABICHHBIM MTPEIOIaBaATEIICM)

[ToaroroBka K MpakTHYECKUM pabOTaM ¢ UCIOJIB30BAHUEM METOJHUCCKUX PEKOMECH AN MPEoIaBarTes,
ohopMmIIeHHE TIPAKTHYECKUX

paboT, OTYETOB K UX 3AIIUTE.

JuddepeHunpoBaHHbIN 3a4eT

Bcero

154
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3. YCJIOBUSA PEAJIMZALUUA ITPOT'PAMMBI JUCIHUATIJIMHBI

3.1. Tpe6oBaHUsA K MUHMMAJIbHOMY MAaTePHAJIbLHO-TEXHHYECKOMY
o0ecreYyeHNIo
Peanuzariust mporpamMMbl AUCITUILIMHBI TpeOyeT HaTu4yus yueOHOro kabuHeTa.

O6opynoBanue yueOHOro KaOUHETa:

- MOCAJI0YHbIE MECTA MO KOJUYECTBY 00YUaIOIIUXCS;

- pabouee MecTo MpernoaaBaTes;

- aBTOMAaTU3MPOBAHHbBIEC paboune MecTa 00yJarommnxcs;

- aBTOMAaTH3WPOBAHHOE paboyee MECTO MPEno1aBaTes;

- KOMIUIEKT Y4Y€OHO-HarJSIAHBIX Mocoouil «TexHomorus pa3pabOTKu U

3alUThI 0a3 TAaHHBIXY.

TexHuyeckue cpencTsa 00y4eHHs: KOMITBIOTEPHI C JIMIIEH3HOHHBIM MPOTPaMMHBIM
obecrnieueHueM 00mero U MpodeCCHOHATILHOTO HAa3HAYCHUS, MYJIbTUMEIUA-
IPOEKTOp, IPUHTED.

3.2. UudopmanmnonHoe odecnevyenne o0yueHmst
IlepeyeHbp pexoMeHAyeMbIX Y4eOHbIX wu3aHuii, WHTepHeT-pecypcos,
JTOTOJHUTEJIbHOM JIUTEPATYPbI

OcHoBHas JuTEpaTypa:

1. IuGpos, M. B. KoMmbloTepHbIE CETH U TEIEKOMMYHHUKAMU. MapuipyTtuszanus B
IP-cerax B 2 4. Yacth | : y4yeOHUK U TMPAKTUKYM ISl CPEIHErO
npodeccruonabHoro odpazoranus / M. B. JIlubpoB. — Mocksa : 3naTenbcTBO
IOpaiit, 2022. — 333 ¢. — (IIpodeccrnonanproe oopa3zoBanue). — ISBN 978-
5-534-04638-0. — URL : https://urait.ru/bcode/491456

2. lub6pos, M. B. KomnboTepHBIE CETH U TEIEKOMMYHHUKAIIUU. MapipyTu3anus B
IP-cetsix B 2 4. Yacth 2 : y4yeOHUK H TNPAKTUKYM JUISI CPEIHETrO
npodeccuoHanbHoro oopazopanus / M. B. JIubpo. — Mocksa : M3narenbcTBo
FOpaiit, 2022. — 351 c. — (IIpodeccuonanpaoe odpazoBanue). — ISBN 978-
5-534-04635-9. — URL : https://urait.ru/bcode/491951

3. Kazapun, O. B. IlporpammHo-amnmapaTHbie CpEICTBa 3allUThl WH(OpMaIuu.
3amura mMporpaMMHOTO OOeCIeYeHUs : yYeOHUK U TPAKTUKYM JJISi CPEITHETO
npodeccuonanbHoro oo6pazosanusi / O. B. Kazapun, A. C. 3a6albypunH. —

MockBa : UznarensctBo FOpaiit, 2021. — 312 ¢. — (IIpodeccruonansroe
o0pa3oBaHue). — ISBN 978-5-534-13221-2. — URL
https://urait.ru/bcode/476997

4, Ceti ¥ TEICKOMMYHHKAIIMA : YYCOHHMK ©W TPAKTUKYM JUISI CPEIHETO
npodeccuonanbaoro oopaszosanusi / K. E. CamyiinoB [u ap.] ; moa penaxkiue
K. E. Cawmyitnora, U. A. Illamumona, J[. C. KymsaboBa. — Mocksa :

M3narenscTBo FOpaiit, 2022. — 363 ¢. — (IIpodeccronansHoe oOpazoBaHue).
— ISBN 978-5-9916-0480-2. — URL : https://urait.ru/bcode/495353
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11.

JlonoJIHUTeIbHAS JTUTEepaTypa:

. Kazapun, O. B. OcHoBbl HHGOPMAIMOHHON 0€30MaCHOCTH: HAACKHOCTh U

0€30I1acHOCTh MPOTPAMMHOI0 OOecTeueHHs : yaeOHOe MocoOue I CPEIHETO
npodeccuonansuoro obpazosanus / O. B. Kazapun, U. b. lllyOunckuit. —

Mocksa : MznatensctBo IOpaiit, 2021. — 342 c¢. — (IIpodeccuonansuoe
obpazoBanue). — ISBN 978-5-534-10671-8. — Tekct : aneKTpoHHBIN //
Oo6pazoBaTenbHas maTdopma Opaiit [caiiT]. — URL:

https://urait.ru/bcode/475889

. 1ndpos M.B. KoMmbloTepHbIE CETH U TEIEKOMMYHUKaMK. MapiipyTu3anus B

IP — cersix. B 2u. Yacts 1: yuebnuk u npaxtukym ans CI1O M.: U3natenscTBo
Opaiit, 2020

. KaprioB B.E., KonpkoB K.A. OcHOBBI oOmnepanHoHHBIX cucteM. [IpakTukym

Nutynt HOY, 2020

. KonskoB K.A., KapnoB B.E. OcHoBbl onepanuonubix cucteM. Matyut HOY,

2016

. KoupkoB K.A. OcCHOBBI OpraHuM3alyy OINEPAIMOHHBIX cuUcTeM MicCrosoft

Windows Uutyutr HOY, 2016

. KoctpoB b. B. , Pyukun B. H. Cetu u cucremsl nepegaun nHdopmanuu M.:

N3parensckuil neHTp «Axagemusi», 2020.

. KysnenioB C.JI. Beaenue B pensmuoHHble 0a3bl JaHHBIX. MockBa: MHTYHT

HOY, 2020.

. Hazapos C.B., lllupokoB A.N. CoBpeMeHHBIE ONTEpAlUOHHBIE CUCTEMBI THTYHUT

HOY, 2019

. HectrepoB C.A. AHanu3 u ynpaBieHHe pUCKaMU B HHPOPMALIMOHHBIX CUCTEMAX

Ha 0a3e onepannoHHbIX cucteM Microsoft Uutyutr HOVY, 2016

3JI€KTpOHHbIe HCTOYHHUKMU:

. MudopmanmonHo-cripaBoyHasi cucreMa 1O JOKyMEHTaM B  00JacTu

TEXHUYECKOH 3aIuThinHGopMarimu Www.fstec.ru
WuHbopmanmoHHbI# mopTai mo 0e3omacHoctn WWW.SecurityLab.ru.
OO0pa3zoBaresbHbIE TIOPTAJIBI TI0 Pa3IMYHBIM HAMPABJICHUSIM 00pa30BaHUS
u TeMatuke http://depobr.gov35.ru/
Poccuiickuii Guomerpudeckuii mopraa Www.biometrics.ru
Caiit xypHana MudopmarronHas 6e3omacHocts http://wwwi.itsec.ru —
Caiit HayuHoii anektponHo# 6ubimmnorekn www.elibrary.ru
CnpaBo4HO-TIpaBoBas cucteMa «["apant» » Www.garant.ru
CnpaBouHo-npaBoBas cucrema «KoncynbranT [Trocy» www.consultant.ru
denepanbHas ciyxx0a MO TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOJTIO
(®CTIK Poccun) www.fstec.ru
denepanbHbIit opTai «H(pOpMAITMOHHO-KOMMYHUKAITHOHHBIC
TEeXHOJOTMH B oOpazoBanum» htpp\\:www.ict.edu.ru
denepanbHblil moptan «Poccuiickoe odpazoBanre Www.edu.ru
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4. KOHTPOJIb U OIIEHKA PE3YJIbBTATOB OCBOEHUA

TV CHUILIAHBI

KoHTpoJb M oOmeHKa pe3yJbTaTOB OCBOCHHUS JAUCHUIUIMHBI OCYIIECTBIISIETCS
MIPEIO/IaBaTesIeM B MPOIIECCE MPOBEACHHUS MPAKTUYECKUX 3aHATHH, TECTUPOBAHUSI,
a TakKe BBIMOJHEHHUS OOYYarONIUMHUCS WHIWBHUAYAJIbHBIX 3aJIaHHM, TPOCKTOB,
UCCIIEeI0OBaHUMH.

PesyabTaTsl 00yyeHus
(ocBOEHHBIE YMEeHMsI, YCBOCHHbIE 3HAHMS)

®opMbI 1 METOAbI KOHTPOJISI U
OlIEHKH pe3YJIbTATOB 00y4eHusl

B

pe3ylbTaTe OCBOCHUS UCIUILUIMHBI O0y4Yaromuiics

JOJDKEH YMETh.

UCII0JIb30BATh pa3Hble MIPOTOKOJIBI
MapuIpyTHU3ALNH;

HACTpauBaTh  0a30Bble  HACTPOUWKH  CETEBBIX
YCTPOMCTB 210 ypOBHS;

YMETh  TOJb30BAThCS HAYYHO  TEXHUUYECKOU
JUTEPATYPOM B 00JIaCTH KOMIIBIOTEPHBIX CETEH;
HACTpauBaTh MapaMeTPhbl CETEBBIX MPOTOKOJIOB U
CIyX0 JUIsi CepBEepOB, pabOUYMX CTAaHIUA U
AKTHUBHBIX CETEBBIX YCTPOUCTB;

OMPENIETATh TEXHUYECKOE COCTOSIHUE JIOKAIbHOM
CETH.

Texymui KOHTPOJIb:

- TECTUPOBAHHUE;

- IPaKTUYECKUE padOThI;

- IUCbMEHHBIE PAOOTHI.

- caMocCTosTeNbHas padboTa.

B

pe3yjabTaTe OCBOCHUS AHUCLHUIIINHBI 06y11a10u11/1171c;1

JOJIKCH 3HAThb.

OCHOBHBIE TMPUHIMUIBI TMepeaayd WHGOPMaLUU IO
moaemn OSI;

OCHOBY HMH(PacCTpyKTypbl KOMIIbIOTEPHBIX CET€H U
MOAYJIBbHBIC 30HBI;

TpeOOBaHUST K COBPEMEHHBIM KOMITBIOTEPHBIM
CETSIM.

OCHOBHBIC BHJbI CCTCBBIX APXHUTCKTYP W KaHaJlOB
nepeaayn JaHHbIX,

OCHOBHBIE XapaKTEPUCTUKU MOCTPOCHUS PA3IUYHBIX
BHUJIOB CETCH;

OCHOBHBIE BHUIbI W  CIIOCOOBI  TECXHHUYECKOM
MOJIJIEP)KKH KOMIIBIOTEPHBIX CETEH.

Tekymuii KOHTPOJIb:

- YCTHBIH OIIpOC,

- TECTUPOBaHUE,

- IpaKTUYeCcKue padoThI,

- caMocCTosTeNbHas padboTa.
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