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AHHOTANUA padoyeil MPOrpaMMbl AUCUUIJIMHBI.

JucuumimHa «AJIMHHACTPUPOBAHUE WH(GOPMAIMOHHBIX CHCTEM» BXOJIUT B YaCTh,
dbopMupyeMyr0 y4aCTHHKaMH OOpa30BaTEbHBIX OTHOIICHH, 00pa3oBaTEeIbHON MPOTrpaMMbl
OakanmaBpuata 10 HamnpabieHuio moarotoBku 09.03.02 «MudopmanmoHHble CHUCTEMBI U
TEXHOJIOTHI.

Conepxanve AUCHUIUIMHBI OXBAThIBAET CIEAYIOUIMNA KPYr BOIPOCOB. COBPEMEHHBIE
TEXHOJOTHMH B MH()OPMAIMOHHBIX CUCTEMaX Ha dTamax OT MPOCKTHPOBAHUS JO IKCIUTyaTallHH,
0000111eHEe TEOPEeTUYECKUX 3HAHWI, HA KOHKPETHBIX MPHUMEpax Cpel CHUCTEM U CEpPBUCOB,
dbopMupOBaHUE y CTYACHTOB CHEIHAIbHBIX 3HAHWWA B OOJACTH YIpPAaBIIEHUS COBPEMEHHBIMU
CHUCTEMaMH U CO3JIaHUS POTPAMMHOI0 00ECTICUCHHS.

JlucumiuinHa HamelneHa Ha (GOopMHpOBaHHE CIEAYIOMUX KOMIICTCHIIUN BBITYCKHUKA:
npodeccuonanbabix — [1K - 4.

[IpenogaBanue JUCHUILIMHBI TPEyCMAaTPUBAET MIPOBEICHUE CIIEIYIONINX BUI0B YUYEOHBIX
3QHSITHIA: JICKIIUH, PAKTUICCKUE 3aHATHUS, CAMOCTOATEIbHAS padoTa.

Pabouass mporpamma TUCHUIUTMHBI MPEAyCMATPUBACT MPOBEICHUE CICAYIONINX BHUIOB
KOHTPOJISI yCIIEBAEMOCTH B (DOpME KOJUTOKBUYM, YCTHBIM OMPOC U MPOMEKYTOUHBIH KOHTPOJIb B
dbopme rK3aMeHa.

O0beM TUCHUIUTMHBI B OYHON (popMe, B TOM YHCIIe B aKaJEMHUYECKUX Yacax Mo BUJAM YUEOHBIX

3aHATUI
Cemectp VYueOHble 3aHATUSA dopma
O6mu B TOM YHCJIE IPOMEXKYTOUHO
174 KonrakTHas paboTa 00ydaromuxcs ¢ IpenoaaBaTeneM CPC i aTTecTanun
obbeM | Beer 3 HUX (3auer,
o | Jleknuu | Jlabopat | IlpakTuue muddepeHnupo
OpHBIE CKHeE BaHHBIN 3a4eT,
3aHATUS | 3aHATHUS 9K3aMEH
7 144 50 32 18 94 9K3aMEH




O0BeM TUCIUIUTMHBI B 3a09HOM opme

Cemec YueOHble 3aHATUS dopma
Tp B TOM YHCJIE IPOMEKYTOUHOM
KoHnrakTHas paboTta oOyJaronmxcs ¢ npernogaBaTeieM CPC, arrecranuu

Bce W3 HUX B TOM
ro | Jlekny | JJaGoparop | [IpakTtuuecku KOHCYJIBT | UHCIIe

uu HbIE € 3aHATHUS aruu JK3aM

3aHATUS eH

144 16 16 112 3auér

1. Ilesu ocBOEHUS TMCUMILIUHBI

Leabo oCBOCHMS AMCHUILTUHBI «AJMUHHUCTPUPOBAHUE B HH(POPMAIMOHHBIX CHCTEMaX»
aBiseTcss (popMHUpOBAHUE 3HAHUMN, MO3BOJSIONIMX aIMUHUCTPUpOBaTh coBpemeHHble MC Ha
JTamax OT MPOEKTHUPOBAHUSA O OKCIUIyaTaluu, OOO0OIEHHWE TEeOPETUYECKUX 3HAHWM, Ha
KOHKPETHBIX MPUMEpax Cpeil CUCTEM U CEPBUCOB, (POPMHUPOBAHHUE Y CTYJIEHTOB CHEIHATBHBIX

3HAHHUH B 00JIaCTH yhpaBJICHHUSA COBPCMECHHBIMU CUCTEMAMMU.

2. Mecto nucuumiaunabl B cTpykrype OINOII 6akanaBpuara.

JucuumnimHa « AAMMHUCTpUPOBaHUE HH(DOPMALIMOHHBIX cucTeM» BXoIuT B yacTs OIIOII,
dbopMUpyeMyI0 yYacTHUKaMH OOpa30BaTelIbHBIX OTHOIICHW 1o Hanparieano 09.03.02
«MHpopMaIIMOHHBIE CUCTEMBI U TEXHOJIOTUN.

Kypc 3anumaer ocoboe MecTo B yuyeOHOM IUIaHE CpeAM JUCHUIUIMH (aKyJIbTeTa M0 €ro
3HaueHuto. Bmecrte ¢ Kypcamu Mo MpOrpaMMHUPOBAHMIO, JAHHBIA KypC COCTaBJISIET OCHOBY
00pa3oBaHUs CTy/IEHTA B YaCTH WH(OPMAIIMOHHBIX TeXHOJOTHH. Kypc paccuntan Ha CTy/I€HTOB,
UMEIOIUX MOATOTOBKY 110 MaTeMaTHKe ¥ MH(POpMaTHKE B 00beMe MPOrpaMMbl CPEAHEN HIKOJIIBI.
B Tedenume mpenomaBaHus Kypca MpEAINONaraercsi, YTo CTYJIEHTHl 3HAKOMBI C OCHOBHBIMHU
MOHATUSIMU alreOpbl, KOMOMHATOPHUKH, JIOTUKH, MWHGOPMATUKU, CTPYKTYpP HHPOPMAIIMOHHBIX

CHUCTEM, KOTOPBIC YNTAIOTCA HaA q)aKy.]'II)TCTe nepea n3ydCHueM )IaHHOI\/’I JUCHUITIINHBI.

3. Komnerennuu ob0yuarwmerocsi, ¢gopMupyemble B pe3y/bTaTe OCBOCHHS AHCIUIIIHHBI

(mepeyeHb MVIAHUPYEMBIX Pe3YJbTATOB 00yUYeHHS U MPOLEAYPA OCBOEHMSI).



Kon u namme- | Kom u  HanmenoBaHue | [lnanupyembie pe3yabtatsbl | [Ipoie-
HOBaHHE KOM- | HHIMKATOPAa OCTH:KeHUsI | 00yUeHHus aypa
NeTeHUMU U3 | KOMIeTeHIHii (6 OCBOEHHS
oI'oC BO coomeemcmeuu ¢ OIIOI1

[IK-4. Bnagenue | [IK-4.1.  3maer  mertonsl | 3HaeT Meronbl (opmanbHbIX | Ompoc, Te-
HaBbIKaMU ¢dopmanpHbIX cnenudukanuil | cienuUKaiA ¥ CUCTEMBI | CTUPOBa-
UCIIOJIb30BAHUS | MU CHUCTEMbl  YIpaBJICHMsS | YIpaBieHUs Oa3aMu JIaHHBIX | HUE, KOH-
OTIEpAIMOHHBIX | 0a3aMu JaHHBIX Ymeer MPUMEHSTH | TPOJIbHAS
CUCTEM, [IK-4.2. YMeeT NpHUMEHSITH | COBPEMCHHBIE CpeIcTBa U | pabora
CETEBBIX COBPEMEHHBIC CpPEJCTBA W | S3BIKH MPOTPAMMHPOBAHUS
TEXHOJIOTH, SI3BIKM IPOTPAMMUPOBAHHUS Nmeet HAaBBIKU

CpEACTB T1K-4.3. HNmMmeer  HaBBIKU | HCHIOJIL30BAHUS

pa3paboTku WCIIOIb30BaHUS OTICPAITMOHHBIX CUCTEM

MPOrPaMMHOTO | OTICPAIMOHHBIX CUCTEM

uHTepdeiica,

MIPUMEHEHHUS

SI3BIKOB u

METO/IOB

(bopManbHBIX

cnenupuKkanuii,

CUCTEM

YIpaBIICHUS

0azamM TaHHBIX

4. O0beM, CTPYKTYpa U co/iep:KaHue IMCIUIINHBI.
4.1. O6beM OUCHUILIHHBI COCTABISAET 4 3aUeTHBIX euHUL, 144 akageMHuecKuX Jaca.

4.2. CTpyKTypa JMCIHUILIMHBL

Buner yueOHoiM DopMBI TEKYLIETO

Paszpensr " paboThl,

KOHTPOJIS
TEMBI BKJIIOUast
TV CLUATUIMHBI CaMOCTOSITEIIbHYIO ycreBaeMocTH ( 1o

paboTy CTyIeHTOB
U TPYJIOEMKOCTb (B

CemecTtp

HEJIEJISIM CEMECTPA)

Henens ceEMECTpa

yacax)

AMOCTOSTCIIbHAA

a00Ta




Jlexnun
[IpakTnueckue
3aHATHUSA

JlabopatopHbie
Kontposnb

caMocCT. paboThI

®opmMma
IIPOMEKYTOYHOU

aTTcCTallun

Moayasb 1. OCHOBHbBIE TTOHST

TUSA: APXUTEKTYypa CEPBEPHBIX ONEPALIMOHHBIX CUCTEM.

CepBepHble
oC

7 1 2 2

VYcrHblii onpoc

Monenu
APXUTEKTYP
nHpopMaImoH
HBIX CUCTEM

7 2-4 2 2

10

Omnpoc

IIpuBatHbIe
cetu. NAT,
PAT, NAT-T

10

KOJUIOKBUYM

HUroro 3a
MOJTYJIb

6 |6

20

Moayas 2. Yap

AaBJICHHUC B I/IHCI)OpMaI_[I/IOHHLIX

CHUCTEMAX.

Nudopmanmon
Hasi MOJIC)Tb U
CTEK

IIPOTOKOJIOB
TCP/IP

7 7-8 2 2

Omnpoc

Cmyx0b1
KaTajoroB
KOPIOPaTHBH
bIC CHCTEMBI

10

10

IIposepka
nabopaTtopHoOit
paboThI

Pacnpenenenn

bIC CUCTEMBI

10

KOJUIOKBUYM

HUroro 3a
MOJYJIb:

8 4

20

Mopayas 3. Kondurypupoanue cepsucon B 1C.

CepBucsl u
CITYKOBI
yIpaBIeHUS B
nH(pOpMaLIOH
HBIX CHCTEMax

7| 12 2

Omnpoc

Monpenu
ApXUTEKTYP

7| 13 2

10

KOJUIOKBUYM

HUroro 3a

4 4

MOZYJIb:

10

Monyasb 4. Kongurypuposanue cepsucos B VIC.

Kondurypupo
BaHHE

7| 14 2

Omnpoc




¢aitnoBoro
cepBepa

Kondurypupo
BaHHE
MIOYTOBOTO
cepBepa

15

10

KOJUIOKBUYM

HUroro 3a
MOJTYJIb:

17

Hroro:

32

18

27

67

4.3. Copep:kanue IMCHHUILIMHBI, CTPYKTYPHPOBAaHHOE 110 TeMaM (pa3zesiam).
4.3.1 Conep:kanue JJeKIMOHHBIX 3AHATHH MO TUCIHUILINHE
Mopnyasb 1. OcHOBHBbIE HOHATHS: APXUTEKTYPA CepBePHbIX ONEPALMOHHBIX CHCTEM.

Tema 1. CepBepHble onepaniOHHbIE CHCTEMBI

VYuer pecypcoB. Perunkanus nannsix. KongurypupoBanue u umeHoBanue. MOHUTOPUHT
POM3BOUTENFHOCTH.  YTIpaBlieHHEe 0€30IacHOCTBI0. ApPXHUTEKTypa CHCTEM  CETEBOTO
aJMMUHHUCTPUPOBAHUS.

Tema 2. Mogean apXuTeKTyp HH(POPMALMOHHBIX CHCTEM

ApPXUTEKTypa KJIMEHT-CEpPBEp: SBOJIIOLUSA apXUTEKTyphl, 0a3bl JaHHBIX, KJIACCHI
NPWIOKEHUHN, TPEX3BEHHAs AapXUTEKTypa. ApXMTEKTypa MPOMEXYTOYHOI'O MPOrpaMMHOIO
oOecnieueHus.  YJaJleHHbIM  BBI3OB  mpoueayp. VIHTepHeT, UWHTpaHET, JKCTpaHeT,
JEMWIATApU30BaHHAas! 30HA.

Tema 3. [IpuBaTubie cetu. NAT, PAT, NAT-T

[Mpusatueie cetu. Mackapaaunr: NAT, PAT, NAT-T. IIporokonsr: HTTP, FTP, Mapping,
Socks. Bpannmayap: BHIbI, BOBMOXHOCTH, ITPpaBUIia GUIBTPALUN U 0OpaOOTKH MMaKETOB.
Mopayas 2. YnpasieHue B HH(pOPMAaIlMOHHBIX CHCTEMAaX.

Tema 4 UndopmannonHasi MoaeJib M cTek nporokoaos TCP/IP

Cetu u Tonostoruu. Mogemnu ISO-OSI, DoD, TCP/IP. IIportokou, crek npotokonoB. Ctek
TCP/IP, anpecanus. MapupyTu3sarys npsiMas, KocBeHHasi. Ta0suia MapIpyToB.

Tema S. Ciryk0bl KaTAJI0T0B U KOPIOPATHBHBIE CHCTEMbI

X.500, LDAP, Network Information Service, Novell Directory Service, Active Directory
Servise.

Tema 6. PacnipenesieHHbIE CUCTEMbI

Pacnipenenennsie cucreMbl 00pabOTKM MaccuBa JaHHBIX. CTaHAApPTHI AJIEKTPOHHOTO
oOmeHa gaHHbIMUA. OpraHu3aius MaMsATH B paclipe/ieIeHHbIX CUCTEMaX.
Mopnyas 3. Kondurypuposanue cepsucos B UC.

Tema 7. CepBHCHI U CJIy:KOBI yIIPaBJIeHUSI B UHPOPMALMOHHBIX CHCTEMAX.



[IpoToKoOJBI yrpaBieHUs JTOKAJbHON W TJIO0ANTBHOU CeThi0. [IPOTOKOIIBI, HCTIOIB3yEMbIE

npu padore ¢ UC.

Tema 8. Moaesin apxuTeKTyp.

Mopnenu  apXuTeKTyp yOpaBlIEHUS KPYHHBIMH HH(PACTpyKTypamu.

ynpaBieHue UHQpacTpyKTypoi peanpusTHiA.
Mopnyas 4. Kongurypuposanue cepsucos B UC.

Tema 7. Konpurypuposanue ¢aiijioBoro cepsepa.

CepBucel ympaBiieHuss U KOHGUTYpuUpoBaHUS  (HaHJIOBBIX  CITYKO.

UCIOJIb3yeMbIe TPU KOH(DUTYPUPOBAHUE CITYXKO.

Tema 8. KondurypupoBanue no4roBoro cepsepa.

CepBucel ympaBieHHs M KOH(QUIYPUPOBAaHUS IIOYTOBBIX  CIIYkKO.

UCIIOJIb3yeMbIe TTPU KOH(DUTYPUPOBAHUE CITYXKO.

4.3.2. TeMbl NPpaKTHYECKHX 3aHATHI.

Tema 1. YcranoBka cepBepHOii oneparonHoi cuctembl Windows Server 2012.

PaccmaTpuBaembie BONPOCHI:
e VYCTaHOBOYHBIE NIAKETHI.
e Bribop muaropmbl BUpPTyaIU3aliu.
e Pacnpenenenus Harpy3Ku U HamsTH.

Tema 2. Ciiyx661 DNS u DHCP

PaccmaTpuBaembie BONPOCHI:
e VYcraHOBKa HEOOXOAUMBIX poJieit
e Koundurypuposanue DNS cepsepa.

Tema 3. Ciy>x651 DHCP.

PaccmaTrpuBaemble BONPOCHI:
e Vcranoska ponu DHCP.
e OcHoBHBIE U crienanbHble onepanuu ¢ DHCP.
e Kondurypuposanue DHCP cepsepa.

Tema 4. Ciyx6a katanoros Active directory.

PaccmaTpuBaeMbie BOIPOCHI:
e Bgenenue B AD.
e VYcraHoBKa M KoHpUrypupoBanue AD.
Tema 5. [ pynnoBsie NOJUTHKH.
e KoHdurypupoBaHue rpynnoBbIX NOJUTHK O€30MaCHOCTH.

Tema 6. Pe3epBHOE KOMUPOBAHUE U TOUKU BOCCTAHOBJICHUS.

PaccmaTpuBaemblie BONPOCHI:

JlomenHOE

[IpoTokosl,

IIpoTokoisl,



o Cemantnueckas u pu3MUYECKasi MOJICIH 0a3bl TaHHBIX.
e [lnmanupoBaHue aJiPECHOrO MIPOCTPAHCTBA
e KoHdurypupoBaHue pe3epBHOIO KOITUPOBAHUS

Tema 6. Cityx051 ynaneHHoro goctyma AD.
PaccmaTpuBaembie BONIPOCHI:

e (Co3znaHue yajJeHHOIO NOIKIIOUYEHUS

e Kiaccudukanus orpaHuYeHUN TPAH3aKIUH.

e [Ipobnembl mapamieabHON pabOTHl TPAaH3AKIUIHA.

Tema 7. O0beIMHEHNE JOMEHOB (PHIINATIOB B OOIIYIO YIIPABISIEMYIO CTPYKTYPY.

PaccmaTpuBaeMbie BOIPOCHI:
e (OCHOBHBIE [TPUEMBI CO3/IaHUS JOMEHHBIX CTPYKTYP.
e PacrnpeneiieHHbIE IPUIOKCHUS.

Tema 8. Kondurypupoanue ciyx0b1 (paitnoBoro cepsepa.

PaccmaTpuBaemble BONPOCHI:
e VYcraHoBKa poiu (paitioBoro cepsepa.
e VrmpaBieHHe JOCTYIOM K KaTajaoram.

e Pasrpanuuenue gocryna K (ailsioBoMy cepBepy
4.3.3. IIporpamma J1abOpaTOPHBIX 3aAHATHH.

Temal. YcranoBka cepBepHoii oneparnontoi cucremsr Windows Server 2012,

PaccmaTpuBaembie BONPOCHI:
e  VYCTaHOBOYHBICIIAKETHI.
e Bribop muiardopmbl BUpTyaIn3aliy.
e Pacnpenenenus Harpy3Ku U HaMsITH.

Tema 2.Cnyx661DNS u DHCP

PaccmaTpuBaemblie BONPOCHI:
e YcTaHOBKaHEOOXOUMBIXPOJIEH
e Koundurypuposanue DNS cepsepa.

Tema 3.Cityx661 DHCP.

PaccmaTpuBaemblie BONPOCHI:
e VYcranoska poau DHCP.
e OcHoBHBIE U crienanbHble onepanuu ¢ DHCP.
e Kondurypuposanue DHCP cepsepa.

Tema 4. Ciyx6a katanoros Activedirectory.

PaccmaTpuBaembie BONPOCHI:
e Bsenenue B AD.
e VYcraHoBKa 1 KOHpUrypupoBanue AD.
Tema 5. ['pylnoBbIENOJUTHKH.
e KondurypupoBaHnue rpynmnoBbIX MOJUTUK O€30MaCHOCTH.



Tema 6.Pe3epBHoe KOMUPOBaHUE U TOYKHA BOCCTAHOBJICHUSI.

PaccmaTpuBaemMble BONPOCHI:
o CemanTnueckas U puU3HUYECKast MOJICTH 0a3bl TaHHBIX.
e [lmaHupoBaHue aAPECHOTO MPOCTPAHCTBA
o Kondurypupoanue pe3epBHOI0 KOITMPOBAHUS

Tema 6. Cityx051 ynaneHHoro goctyma AD.
PaccmaTpuBaembie BOPOCHI:

e (CoznaHue yJaJeHHOTO MOAKIIOYEHUS

e Kiaccudukarnus orpaHu4eHHUN TPAH3aKIUH.

e [Ipobnembl mapayuieabHON pabOTHl TPAH3AKIUIA.

Tema 7. O0beTMHEHNE JOMEHOB (PHIINATIOB B OOIIYIO YIIPABISIEMYIO CTPYKTYPY.

PaccmaTpuBaeMbie BOIIPOCHI:
e (OCHOBHBIE [TPUEMBI CO3/IaHUS JOMEHHBIX CTPYKTYP.
e PacrnpeneiieHHbIE IPUIOKCHUS.

Tema 8. Kondurypupoanue ciyx0b1 (paitnoBoro cepsepa.

PaccmaTpuBaembie BONIPOCHI:
e VYcraHoBKa posu (aifsoBOro cepaepa.
e VYipaBieHHE JOCTYIIOM K KaTajaoram.

e Pasrpanuyenue aoctyna K (aisioBoMy cepBepy

5. O6pa3oBaTre/ibHbIE TEXHOJIOTHHU
Tpa)II/IHI/IOHHI)IG O6p330BaTeHBHLIe TCXHOJIOTHUU - JICKOUKM B COYCTAHWH C MPAKTHUYCCKUMHU

3aHATUSAMH, CEMHMHapaMH M C Ja0OpaTOpHBIMM paboTaMH, CaMOCTOSATEIBHOE HU3yueHHE
ONpEEIEHHBIX pa3AenoB. lcronb3oBaHWe NEPCOHAIBHBIX KOMIIBIOTEPOB IIPU BBINOJIHEHUU
7a00paTOpHBIX pabOT M coade UTOrOBOTO 3K3aMeHa. UTeHHe JIeKIUl C MCIOJIb30BaHHEM
KOMIIBIOTEPA U IIPOEKTOPA, IPOBEJCHHE JTA0OPATOPHBIX padOT B KOMIIBIOTEPHOM KJlacce.

[lpu peanuzanmuu y4eOHOM JUCHMIUIMHBI  HMCIOJB3YIOTCS  3JEKTPOHHBIE MPAKTHUKYMBI,
AIIEKTPOHHBIE YYEOHMKH, MPE3CHTALMM CPEJCTBA JUArHOCTUKU M KOHTPOIS, pa3zpaboTaHHBIE
cnernuanuctamu kageapsl T.1.

VY enbHbI Bec 3aHATUHN, TPOBOJUMBIX B UHTEpPaKTUBHOU (hopme, cocTanisier 20% ayIuTOPHBIX

3aHIATHUH.

6. YueOHO-MeTOAUYeCcKOe o0ecedeHrne CaMOCTOSITeIbHOM PadoThI CTY/IEeHTOB.
Dopma KOHMPOAL U Kpumeputl OYyeHoK

B cooTBeTcTBUU C Y4EOHBIM IJIAHOM MIPETYCMOTPEH 3K3aMEH B UETBEPTOM CEMECTpE.

10



@opMbI KOHTPOJIS: TEKYLIIUA KOHTPOJIb, MPOMEKYTOUHBIM KOHTPOJIb MO MOJIYJIIO,

UTOTOBBI KOHTPOJb IO JWUCLUUIUIMHE IPEANOJararwT CIEAYIOLIEE paclpeneIcHue

0ayoB.

Tekyumuii KOHTPOJIb

* Bemonnenue 1 nomamaeit padotsr 10 6amios
* AkTUBHOCTH B cucteme Moodle 10 6amioB

IIpomexyTOUHBIN KOHTPOJIb

[TpumepHoe pacnipesiefieHne BpeMEHU CaMOCTOSITEIbHON pabOThI CTYICHTOB

[IpumepHas TpyA0EMKOCTD, a.4.

Bua camocrositensHOM paboThI OuHno-
Ounas 3a04yHas
3a04Hast
Texymas CPC
paboTta ¢ JEKIMOHHBIM MaTepuaioM, ¢ ydeOHoil | 10
JUTEpaTypou
olepesKaroas CaMOCTOSITENIbHAS pabota | 5
(M3y4eHre HOBOI'O MaTepuaa JIo ero U3JI0KeHHUs Ha
3aHSTHSIX)
CaMOCTOSITENTbHOE N3YUYCHHUE Pa3/IeNIOB AUCIUTUIMHBL | 10
BBIMOJIHEHUE JIOMAIIHUX 3aJJaHui, JOMAIlHUX | 5
KOHTPOJIbHBIX padoT
MOATOTOBKA K  JIaOOpaTOpHBIM  paboTaMm, K |9
IIPAKTUYECKUM U CEMUHAPCKUM 3aHITHIM
MIOATOTOBKA K KOHTPOJIbHBIM pabotam, | 5
KOJUIOKBUYMaM, 3a4€TaM
MOJITOTOBKA K 9K3aMeHY (3K3aMeHaM) 10
npyrue Buapl CPC (yka3aTb KOHKPETHO)
TBopueckasi npodeMmHo-opuenTHpoBaHHasst CPC

BBITIOJTHEHUE pacu€THO-TpadudecKux padboT 4
BBINOJIHEHUE KYpPCOBOM paboThl MM KypcoBoro | 4
IIPOEKTa

Hroro CPC: | 54
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CamocrositensHass padota cryaeHToB (CPC) BKIIIOYaeT KOHTPOJHMPYEMYIO M BHEAYIUTOPHYIO
CaMOCTOSITeNIbHYI0 paboTy, HalpaBlieHa Ha TOBBIIICHHE KayecTBa OOY4YEHHs, yriIyOJeHHE W
3aKpeIyieHHe 3HaHUN CTY/IeHTa, pa3BUTHE aHAJIMTHYECKUX HABBIKOB IO MpobieMaTHKe yueOHO
JUCLUIUIMHBIL, aKTUBU3aLMIO Y4eOHO-II03HABATEIbHOW JESITENbHOCTH CTYJIEHTOB U CHM)KEHHE
ayIMTOpHOM Harpy3ku. YacTb mporpaMMHOr0 MaTepuaia BBIHOCHUTCS JUIsl CaMOCTOSITEIbHOTO
BHEAY/IUTOPHOTO HU3YUYEHHS C MOCIEAYIOUIMM TEKYIIMM WJIA UTOIOBBIM KOHTPOJIEM 3HAaHWM Ha
3aHaTUAX win sk3ameHe. Koutponbr CPC u oneHka ee pe3yibTaToB OpraHU3yeTcs Kak
CaMOKOHTPOJIb (CaMOOLIEHKa) CTYyJIEHTa, a TaKKe€ KaK KOHTpPOJIb U OILIEHKa CO CTOPOHBI
npernojaBaress, Hanpumep B xozae coOecepoBanud. bamnel, nmomydennsie o CPC cryaeHTowm,
00s3aTeIbHO YYMTBHIBAIOTCS MPU HMTOrOBOM arrectaluu 1o kypcy. Popmsl koHTposs CPC
BKJIIOUAIOT: TECTUPOBAHHE; YCTHYIO Oeceqy IO TeMe C I[pernojaBaTelieM; BbIIIOJHEHUE
MHAUBUAYAIBHOIO 3aJaHUS U JIp.
Ponbp crynmenta B CPC - camMoCTOSTENbHO OPraHHU30BBIBATH CBOK YyueOHYIO paboTy Mo
NPEUIOKEHHOMY TIperoiaBaTesieM, MeToAndecku obecrieueHHoMmy 1any. CPC mo kypcey
YUUTHIBACT WHJMBUIYaJbHbIE OCOOCHHOCTH CIIyIIAaTeled M BKIIOYAET HE TOJIBKO 3a/JaHuf,
CBA3aHHbIE C pEUICHHMEM THUIOBBIX 3aJa4, HO TaKXe TBOPYECKUE 3aJaHusd, TpeOdyrouue
CaMOCTOSITENILHO «I00BIBaTh» 3HAHUS M3 PA3HBIX 00JacTel, rPyNIUPOBATh U KOHIIEHTPHUPOBATH
WX B KOHTEKCTE€ KOHKpPETHOH pemiaeMoil 3amaun. TexHojorus oOy4deHHs NperycMaTpUBaET
BBIPA0OTKY HABBIKOB NMPE3EHTAI[UU PE3YJIbTaTOB BBINOJIHEHHOTO HHAWBUIYATbHOTO 33/IaHUS U
CO3/JIaHHME YCJIOBUHM JJI KOMaHJIHOM paboOThl HajJ KOMILUIEKCHOM TeMO#l ¢ pacnpeneneHuemM
GYHKIUI 1 OTBETCTBEHHOCTH MEXY WiIeHaMU KoJuleKThBa. OIeHKa pe3yJbTaTOB BHIOTHEHUS
UHAMBUAYAIbHOTO 3aJaHUsl OCYILECTBISETCS 1O KPUTEPUSM, HU3BECTHBIM CTYyJEHTaM,
OTpakaroIUM HauboJjee 3HaUMMbIe aCTIeKThl KOHTPOJIS 32 BHIMOJIHEHUEM 3TOr0 BUJA padoT.

Pexomenayemas aureparypa

a) OCHOBHasl JIMTEpaTypa:
1. AnexceeB B.II. Windows 10 Ha mpumepax. [IpakTuka, mpakTuka U TOJIBKO TNpPAKTUKA
[DnexTponHbIi pecypc]/ AnekceeB B.I1., MatBeeB M.Jl.— DNEeKTpOH. TEKCTOBHIE JaHHBIC.—
CIIO.: Hayka U TexHuka, 2019.— 272 c— Pexum JocTyna:
http://www.iprbookshop.ru/78101.html.— 5BC «IPRbooks»
2. Bnacos 10.B. AnmunuctpupoBanue cereii Ha mnatgpopme MS Windows Server
[DnexTponHsbIil pecypc]/ BmacoB FO.B., PuiikoBa T.M1.— DnekTpoH. TekcTOBbIe JaHHBIE.— M.:
Wutepner-Yuausepcurer Madopmarmonnsix Texuonoruit (MHTYUT), 2016.— 622 ¢.— Pexum
noctyna: http://www.iprbookshop.ru/52219.html.— 9BC «IPRbooks».
3. I'moruna .M. CpeactBa 6e3onacHocTH onepannoHHoi cucreMbl Windows Server 2008
[DnexTpoHHBIN pecypc]: ydeOHO-MeTonuyeckoe mocobue/ I[motmHa WM.M.— DnexTpoH.
TekcToBble AaHHble.— CapatoB: By3oBckoe oOpaszoBanue, 2018.— 141 ¢c.— Pexum poctyma:
http://www.iprbookshop.ru/72538.html.— 3BC «IPRbooks».
0) TOMOJIHUTENIbHAS TUTEPATypa:

1. Onucgep, Bukrop I'puropseBuu. OCHOBBI ceTell Mepeiadd JaHHBIX @ Kypc JEKUIui
yuebHoe nocodue / B. I'. Onudep, H. A. Onudep ; Murepuer-YHuBepcuteT MHGOPMAIIMOHHBIX
TEXHO-JOTMH. — 2-¢ wu3d., ucrnp. — M. : HWutepHer-yHuBepcurer HWMH(MOpMaIMOHHBIX
Texuonornii, 2017. — 176 c.

7. ®oHA OUEHOYHBIX CPeICTB Ui IPOBEJCHUS TEKYILIero KOHTPOJIA YCIeBaeMOCTH,

l'[pOMe)KyTO"lHOﬁ aTTECTAllMHU IO UTOIraM OCBOCHHUSA JUCIHUIIJINHBI.

7.1 TunoBble KOHTPOJILHBbIE 3aIAHUS
IIpumepbl BONPOCOB TeKylIero KOHTPOoJIA 1-4 MoayJiu:

1. [TonsTHs “cepBepHBIC OneparmoHHbie cucTeMbl”. OCHOBHBIE OTJIMUUS OT (HalJIOBBIX CHUCTEM.
Hasnauenne u Qynkimm 6a3bl nanabiX. [loTpeOHOCTH HHPOPMAIIMOHHBIX CHCTEM.
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2. OcHoBHbIE (QYHKIIMU U TUIIOBAs OpraHu3anus cuctem. VX cuipHbIe U ci1abble CTOPOHBI.

3. OcHOBHbIE YacTUM pEISALUOHHONM MOJEIM JaHHBIX: CTPYKTypHas, LEJIOCTHad,
MaHUNYJSUUOHHAA. THIBI JaHHBIX, JOMEHBI, KOPTEXH, aTpuOyThl, OoTHomeHus. CBoicTBa
OTHOLIEHUN.

4. Null-3nauenus. IlepBuunblii ¥ BHEIIHUI KirouH. LleaocTHOCTE cymHOCTeH. 1lemocTHOCTh 110
ccpuikaM. OO1IMe TPUHIUIBI TOAIEPKaHHUS LIEIOCTHOCTH IaHHBIX B PEIISIIMOHHON MOJICIH.

5. Pensiiionnast anrebpa u pensuuoHHoe ucuuciaeHue. OCHOBHBIC U ClieLMalIbHbIE ONEpaliu
PENSIMOHHON anreOpbl. 3aMKHYTOCTh OINEpauuil. YCIOBUS COBMECTHOCTH DPEJISIIMOHHBIX
onepanui.

6. Oneparopel SQL. Omnepartopsl onpenencaus 00bekToB bJl, omepaTopbl MaHHITYTHPOBAHUS
nanabiMu.  Ctpykrypa SELECT-3ampoca. Peammsanus omnepanuii  peisiiiiOHHON — anreOpsbl
cpeactBamu SQL.

7. Otanbl paspaborku bJ[, kpuTepuu OIEHKM KadecTBa JIOTHYECKOW MOJIEIN JaHHBIX.
OyHKIMOHATBHBIC 3aBUCIMOCTH. AHOMaITMU 00HOBJICHMS. [lepBasi, BTOpas U TPEThsl HOpMaJIbHBIC
dbopmpbl. JlekomMmo3uius 63 moTepb.

8. HopmaiibHbie popmbl OoJiee BRICOKMX TOPSIIKOB: HOpMannbHas popma boiica-Konna, uerBepras
U TsTasi HopMalibHbIe (POpPMBI. AITOPUTM HOPMAJTU3alUK OTHOIICHUH.

9. CemanTnyeckas u pusnyeckast Mojenu 6a3pl aHHBIX. Mozaens Uena. CTangapTHBIE S7I€MEHTHI
ER-nuarpamm. Hopmanbehbie GopMbl 1 MOJIETh CYITHOCTH-CBsA3b. [Ipumep pa3paboTku mpocToit
ER-monenu.

10.0Onpenenenne Tpan3zakiuu. Kinaccudukanys orpaHiueHul TpaH3aKITHi.

11.Ilpo6nembl mapaienbHOM pa®OTHl  TpaH3akuui. Meroabsl O0psObI € mpobdiaemamu
napajuieIbHON pabOThl TPAaH3aKITUH.

12 . XKypuanuzanus BeimoiaHeHus tpanzakuuii CYB/JI. «Kectkue» n «Msrkuey coou. ApxuBanus
¥ BOCCTAHOBJICHHE 0a3bl TAaHHBIX.

13.ApxutekTypa «KJIMEHT-cepBep». Pacmpenenennsle 06a3pl AaHHbBIX. PacnpeneneHHble
TpPaH3aKIHUU.

Bonpocsl k 3auery:

Oransl pazpemieHust JomeHHoro umenu B MAC-anpec (uepes IP).

YcTanoBka KOHTPOJUIEPOB JoMeHa B cepBepHbIXx OC.

Kondurypupoanue cinyx0s! karaaoroB ActiveDirectory.

@DailsIoBBIi 1 TOYTOBBIN cepBephl — YIPABIEHUE U KOHPUTYPUPOBAHHUE.

. IIpsimast 1 KOCBEHHast MapLIPyTU3aLys: HA3HAYEHUE, IPUMED 3aroJI0OBKOB [TAKETOB € aJjpecaMu
MAC u IP ornpaBuTens u nomydarens.

6. ®ynxuu moxyns [P npu mappyrtuzanuu. [paBuna mappyrtuzanuu B Mmozayie IP.

7. Haznauenue npotokona ARP, atansl pabotsl. ARP ¢ npencraBurenem.

8. Ha3HaueHue M CpaBHHUTEJIbHBIE XAPAKTEPUCTUKU TPAHCIOPTHBIX MpoTokosoB creka TCP/IP.
[TopThl: Ha3HAYEHHE U UCIIOIb30BAHHUE.

9. Tabnuua MapuIpyTH3alMU: Ha3HAYCHHE, MPHUMEPbl MapHIPyTOB JIO TEKy-IEro ysia, a0
JIOKaJIbHOM ceTH, A0 y3J10B UHTepHeTa. [IpoToKoIbl Map-IpyTH3AIUH.

oA W

10.  Apxurektypsl HH(OpMAIMOHHBIX cucTeM. OCHOBHBIE XapaKTEPUCTHKH, JOCTOMHCTBA U
HEI0CTaTKU KJIMEHT-CEPBEPHOI apXUTEKTYPHI.

11.  Mogenu KIMEHT-CEpBEPHON apXUTEKTYphl. XapaKTePUCTUKH, U300PaKESHHUS.

12. Knuent-cepBepHas apxuTekTypa ocHOBaHHasi Ha Web-TexHonoruu. CTpyKTypHbBIE CXEMBI
KJIMEHTA U CEPBEPA.

13. TexHoMmorNM: MHTPAHET, SKCTpaHeT U OacTroH. OnpeaeseHusi, Ha3HaueHue, 0COOEHHOCTH.
14.  IlpuBarHble ceTH: Ha3HAYCHHE, O€30MACHOCTD, aApECaIHsl, TPAHCIALHUS aJIpecoB.

15. Oynknuu, Texaoiaoruu NAT u PAT, ocoberHocTH.

16.  Bupryanbnsie yactHble ceTu. [Iporokonsl PPTP, L2TP u IPSec.
17.  Bbpanamaysp. Tumnbr 6panamayspos. [IpaBuna noctpoenus ¢unstpoB IPFW. ITpumepsr.
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18. Crpykrypa u ¢pyHkimu oopadorku naketo moayis IP. IPFW B moxnyme IP.

19.  Hasnauenwme ciry:x061 DNS, moMeHbI 1 30HBI JOMEHOB. 3amucu 0a3bl TaHHBIX CHCTEMBI
DNS. Crpykrypa (hasioB 30HBHI.

20.  Pazpemenue qomMeHHOTO UMeHH B [P-anpec 1 Ha000pOT; TUIIBI 3aITPOCOB K cepBepam DNS.
Pabora pacrioznaBarerns.

21.  CayxOa katamoroB: Ompenenenue, Ha3Ha4YeHUE, CTPyKTypa, Cxema, MNPHUHIUIBI
MOCTPOEHUS U pabOThI, TUIBI OOBEKTOB, MPUHIIUIIAIBI 0€30MaCHOCTH.

22.  Paznmums cmyx0 xaranoroB X.500, ADS u NDS

23.  Ympanenue agmuHucTparuBHo nHpopmarmeid. Jlomensr Windows NT, NIS u NIS+.

24. Cucrema 3amuTts paitioB B OC Unix: Haznadenne uaentudukaropos GID u UID, daiinos
/etc/passwd.master, /etc/passwd, /etc/group, /etc/hosts.

25.  KomaHgHBIE YTWIMTHI KOHTPOJIS M HAcTpoiiku koHpurypamuu cetn B OC Windows u
FreeBSD.

23. IIpUHIUTIBI POCKTHPOBAHMS CHCTEM JIEKTPOHHON KOMMEPITUH.

24. KayecTBEHHBIHN 1 KOTHMYECTBEHHBIN aHanu3 agpdexruBnocta NC.

25. Tokazarenu ouenku 3¢dekruBHoctrn MC. Pacuer 3aTpar Ha co3zmaHue cucteMm. MeTonbl
OILICHKH 3KOHOMHYecKo# ¢ dexkTuBHOCTH BHeapenus MC.

3amanus 1J151 NIPAKTUYeCKOil padoThbl.

1. Onpenennute ICTUHHOCTD CIAEAYIOIIMX YTBEPKICHUM.

a. I'pynmoBsie QyHKIIMU 00pabaThIBAlOT OOJBINOE KOJIMYECTBO CTPOK JUIS MOJYYCHHS OJHOTO
pesynbrara? (JalHem).

b. Bo Bpemsi BBIUMCIICHUS TPYMNIOBBIX (DYHKIMA YYUTHIBAIOTCS HEOIPECIICHHBIC 3HAYCHUS?
(dalHem).

c. [Ipeanoxxenne HAVING ucnonb3yercs /Ui HCKITIOYEHUS CTPOK U3 pacdeTa [yl Fpynnbl?
(dalHem).

d. IMpennoxenne HAVING ucnonb3yercs A UCKJIIOUEHUS TPYIIT U3 BBIXOJHBIX PE3yJIbTaTOB?
(dalHem).

2. BeiBeguTe HaOOIBIIYIO M HAMMEHBIITYIO OOIIYI0 CyMMY 3aka3a u3 Tabsmisl S ORD.

3. CocraBbTe 3ampoc [UIsl BbIBOJIA MUHUMAIbHON M MakCUMaJIbHOW 3apabOTHOM MiaThl OBCEM
JOJKHOCTSIM B aJ1(paBUTHOM MOPSAKE.

4. OnpenenuTe KOJIUYECTBO MEHEKEPOB 0€3 BBIBOAA MH(POPMALIUU O HUX.

5. BobiBenguTe HOMEp KaxAOro 3akaza M KojgudectBo mno3unuii B HeMm. Cronben c¢
KOJIMUYECTBOMIO3HIINIA o3arinaBbTe “Numberofltems”.

6. BriBequTe HOMEp Ka)XJ0ro MEHEKepa U 3apadOoTHYIO IJIaTy caMOro HU3KOOIJIaYMBaeMOI 013
€ro MOoJYMHEHHBIX. MckimouuTe Tpynmel ¢ MUHUMaidbHOM 3apaboTHoil ruiaroit meneel000.
OTtcoptupyiiTe pe3yIbTaThl M0 pa3Mepy 3apaOdO0THOM TIIATHI.

7. KakoBa pa3HHIIa MEXy caMOil BHICOKOIM U caMOif HU3KOW 3apaboTHOM miaTon?

8. Jlnms xaxxoro Buaa ToBapa, 3aKa3aHHOIO, IO KpalHe! Mepe, TpU pasa, BBIBEAUTE HOMEPITOIO
TOBapa M KOJMYECTBO 3aKa30B Ha Hero. Ctoznber ¢ KOJUYECTBOM 3aKa30B HAa TOBApO3arjiaBbTe
“TimesOrdered”. OTcopTupyiiTe JaHHBIE 10 HOMEpPaM 3aKa3aHHBIX TOBAPOB.

9. IlonyunTe CIMCOK HOMEPOB M Ha3BaHUN BCEX PErMOHOB C YKAa3aHUEM KOJIMYECTBA OT/EJIOB
BKQ)KJIOM PETHOHE.

10. [lnsa xaxxaoro 3akasza ¢ OOIIMM KOJIMYECTBOM 3aKa3aHHBIX ToBapoB 100 uimu Gosee BbIBeUTE
HOMeEp 3aKa3a U 00l1ee KOJIMYECTBO 3aKa3aHHbIX ToBapoB B HeM. (Eciu, Hanpumep,3aka3 HoMmep
99 conmepkUT 3aKa3 Ha OJUH ToBap B KonudecTBe 30, a HA APYTOi — B Komu4ecTBe 75, TO 0bI1ee
KOJIMYECTBO 3aKa3aHHBIX TOBapoB paBHO 105). BriBenmure HamMEHOBAaHHWEKAXXIOTO KJIUEHTA U
KOJIMYECTBO CIEJIAHHBIX UM 3aKa30B.

3ananus 151 1a00paTopHOii padoThI.

1. CpoexTHpyiiTe TOMEHHYIO TOIOJIOTHIO TOJIOBHOTO oduca u huinmnaios.

2. OTcopTUpyHTEe PE3yNbTaT 3aMpoca B MOPSAKE yObIBAaHMS HOMEPOB KIMCHTOB.
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3. [MomyunTe pamMmInio U UMs COTPYIHUKA, HE UMEIOIIET0 HayallbHUKA.

4. IlonyuynTte CIMCOK UMEH, (paMUJIMi 1 HOMEPOB OT/AEJOB JIJs BeexX ciyxamux. OTcoprupyiire
CIIMCOK I10 OTJeJIaM, 3aTeM 1o GpamMuinsaM B asipaBuTHOM nopsiake. O0beaAuHUTE UMS chamuineit
u Ha3oBuUTe cronber “Employees”.

5. I'pynnoBble MONMUTUKH O6€30MaCHOCTH — CIPOEKTUPYHUTE KOH(PUTYPALIUIO.

6. MMC k0HCOJIb — c1IOCOOBI KOMIIOHOBKH CEPBUCOB B €JMHOE OKHO YIIPaBJICHUS.

7. VPN TyHHenU — npeaHa3HaueHue, KOHPUTryprupoBaHue.

8. BriBeaure cincok HanmeHoBaHui oTaenoB. C momonipio DISTINCT yGepute noBTOpHI.

9. Opranu3alMoOHHBIE MOIPa3ACICHUs KaK CTPYKTypHas equHuiia B cepepHoin OC.

10. KakoBa pa3Hulia Mex,J1y caMOil BBICOKOH M caMOii HU3KO 3apaboTHOI 1miaToit?

11. /Insg kaxxaoro BHUIa TOBapa, 3aKa3aHHOTO, M0 KpaliHeil Mepe, TpH pasa, BEIBEAUTE HOMEPATOrO
TOBapa M KOJMYECTBO 3aKa30B Ha Hero. Ctoiber; ¢ KOJTUYEeCTBOM 3aKa30B Ha TOBApO3arjaBbTe
“TimesOrdered”. OTcopTupyiiTe JTaHHBIC IO HOMEPaM 3aKa3aHHBIX TOBAPOB.

12. ITonyunTe CIMCOK HOMEPOB M HAa3BaHUN BCEX PETHOHOB C YKAa3aHHEM KOJIUYECTBA OT/EIOB
BKQXXJIOM PETHOHE.

IIpumep TecTOBBIX 3a/1aAHMIA:

Yposens 1.

1. Kakue mpoTOKOJIbI OTHOCATCS K TPAHCIIOPTHOMY YPOBHIO YE€THIPEXYPOBHEBOM MOJICTH CTEKA
nporto-koios TCP/IP?

ARP

TCP

UDP

IP

ICMP

Bri6epuTte Bce npaBUIbHBIE OTBETHI

o o0 o

UYro npotokon [PSec noGaBnseT k makeTam Jisl ayTEHTH(PUKAIIUU TaHHBIX ?
3aroyioBok ayTeHTH(UKauu (3aronoBok AH)

3aronoBok nmoanucH (3aronoBok SH)

3aronoBok aBTOpU3aIuu (3arooBok AvH)

3aronoBok udppoBoii noamnucu (3aroaosok DSH)

oooTeN

UTo 13 npeyioxKEeHHOT0 BXOIUT B MPOLEAYpy co-TiiacoBanusIPSec?

Tonbko cornamenne 6e3omacuoctu ISAKMP

Cornamenne 6e3onacHoctd ISAKMP u onHo corna-menne 6e3onacuoctd IPSec
Cornamenne 6e3omacnocta ISAKMP u nBa corna-menus 6esonacuoctu IPSec
Toabko aBa cornamienus 6e3onacHocTa IPSec

Qoo w

ITporoxon ESP u3 IPSec:

OGecneynBaeT TOJIBKO KOHPUIECHITUATHFHOCTh COO0-TIEHUS
OObecmeunBaeT TOIHKO AyTEHTHU(PUKAIIUIO JaHHBIX

OGecneunBaeT KOHPUACHIIMATBHOCTD U ayTeHTU(DHU-KAIINIO COOOIICHUS
He obGecneunBaet HU KOHPUACHIIUATHLHOCT, HU ayTCHTU(DHUKAIIIO

oo

BupryanbHbie YacTHBIE CETHU:

[lepenaroT yacTHbIE JaHHBIE MO BBIACIEHHBIM CETAM

WHKancymmpyroT 4acTHbIE COOOIIEHUS U MEePEal0T UX MO OOIIECTBEHHON ceTn
He ucnonp3ytorcs knmmearamu Windows

MoryT ucnons3zoBathes ¢ npotokogamu L2TP wnu PPTP

oo oo
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6. OcHoBuble oTruus mpoTokosioB L2TP u PPTP cocrodr B cnenyromiem (BEIOEpUTE BCE
BO3MOYKHbBIE BAPUAHTBI):

a. Ilporokon L2TP obecneunBaeT He KOH(PUACHINATB-HOCTD, & TOJIBKO TYHHEINPOBAaHHUE
b. IIporokoa PPTP ucnonb3yercst ToabKo 1ist TyHHEH-poBanus TCP/IP

. IIporokon L2TP moxer ucnons3zoBathcs co cinyx06a-mMulPSec, a mporokosn PPTP
HCIIOJIb3YETCSI CAMOCTOS-TEIBHO

d. IIporokon PPTP noxnepkuBaercst KpymHEHITMMHU TIPOU3BOIUTEISIMH, a TipoTokos L2TP
ABJISIETCA CTaH-AapTOM Kopropauuu Microsoft

7. Ciyx0a, OCyIIeCTBIISIOIIAas TPUCBOCHUE pealbHbIX [P-ampecoB y3mam 3aKkpbITOM MPUBaTHON

CCTHU, Ha-3BACTCA.
NAT

PAT

Proxy

DHCP

DNS

P00 T

[TpaBuna, npumeHsieMble B OpaHaMay3pax, 03BO-JISAIOT:

CHayasia 3anpeTuTh BCe JEHCTBUS, IOTOM pa3pelaTb HEKOTOPbIE
CHauaza pa3peluTh Bce JeiCTBUSA, IOTOM 3alpe-1iaTh HEKOTOpbIe
[lepenaBathk cooO1IeHUs HA 00PaOOTKY APYTUM IPU-TOKEHUAM
[TepenaBate Konuu cooOLIEHUH HA 00PAOOTKY APY-TUM HPUIIOKEHUAM
a,cC

b, c, d

a,b,cd

@roPo0T®

9. Ha kakom m3 ueThIpex ypoBHe# Mojenu creka mpotokonoB TCP/IP k mepenaBaeMoi
uH(popMa-1uK 100aBISETCS 3ar0I0BOK, coneprkainuii mone TTL (time-to-live)?

a. Ha yposne npunoxenuii (applicationlayer)

b. Ha TpancniopTHOoM ypoBHe (transportlayer)

€. Ha cereBom ypoBHe (internetlayer)

d. Ha xananeHOM ypoBae (linklayer)

10. Ha xaxom ypoBHe 4eThIpexypoBHEBOIl Mojienu cTeka npotokosioB TCP/IP pabotaer
cimyx6a DNS?

a. Ha Yposue npunosxxenwuii (applicationlayer)

b. Ha Tpaucrnoptaom ypoBHe (transportlayer)

c. Ha MexcereBoM ypoBHe (internetlayer)

d. Ha Kananeaom yposae (linklayer)

11.  Kaxoiil TpaHCHOPTHBIN MPOTOKOJ UCIIOJIb3YETCS IPOTOKOJIOM
SimpleMailTransferProtocol (SMTP)?

a. TCP

b. UDP

c. ICMP

d. Hu oquH 13 nepednciieHHbIX

12. HazoBure otnuums kKoHLIeHTPaTopoB (hub) oT koMMyTaTopoB 2-ro ypoBHs (switch).
a. Kommyrtaropsr paboTtaroT Ha Oosiee BbICOKOM ypoBHE Mojenu OSI, ueM KOHIIEHTpaTOphI
b. KomMmMyTaTopsl He MOTYT yCHJIMBATh CUTHAI, B OTJIM-YHE OT KOHIIEHTPATOPOB
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¢. KommyTaropsl n30upaTeibHO PETPAHCIUPYIOT IIN-POKOBEIATEIbHBIE KaJIPHI,
KOHIICHTPATOPHI IICPCAAa-IOT IIHUPOKOBCIIATCIBbHBIC KaAPhl HA BCC CBOU MMOPTLL

d. KommyTrarops! ananu3upyrot [P-aapeca Bo BXOIs-11IeM HAKETe, & KOHIICHTPATOPBI
ananmusupytor MAC-anpeca

13. B omumcanuu npaBui i1 MexceTeBoro skpana FreeBSD neiictBue fwd o3nauaer:
a. YCTaHOBIICHUE BEPOSTHOCTH COBEPILCHUS CUCTBUS

b. Mmuraruro 3a1ep)KKu aKeTOB

c. Ilepenanpapienue makeToB Ha 00pabOTKY APYroi mporpamme

d. IlepenanpapneHue MakeToB Ha JAPYroi y3ei

14.  BriOepuTe BepHOE YyTBEPKICHUE:

a. IIporoxos L2TP He nmMeeT BCTPOCHHBIX MEXaHU3MOB 3aIIUTH HHGOPMAITIH

b. Mportokon L2TP ne npumensiercs npu cozganuu VPN

c. IIporokon PPTP 6onee Gpynkumonanbubiit 1 ruokuii uem L2TP, HO TpeOyeT Goee CloKHbBIX
HACTPOEK

YpoBeHb 2

15.  Cuyx6a IPSec MmoxeT ObITh HCIIOTIB30BAHA!

a. Tonbko ans mmdpoBaHUI

b. Tonbko anst ayreHTHUKAIUT

c. Hnsa ayrentudukanyuu v mudpoBaHUs

d. He MosxeT OBITH UCIIOJIB30BAHUS HU /IS IUGBPOBAHUS, HY JUI ayTeHTH()UKAITUN

16.  bactuon —ato0:

a. I'pymnma cepBepoB KOPIIOPATUBHOM CETH, MPEIOCTAB-JISIIONIAs CEPBUCHI Y3JIaM BHEIIHUX CETEH
b. JIr0060ii morpaHUYHBINA MapIIPyTU3ATOP, CBSI3BIBAIO-IIHUIT JIOKAIbHYIO CETh C BHEITHUMH
CETsMHU

C. KOMIUJIEKC anmapaTHbIX W/WIK IPOTPAMMHBIX CPE/ICTB, OCYLIECTBISAIOIINNA KOHTPOIb U
GuIbTpaUIO IPOXOIAIINX YEpPE3 HETO CETEBBIX MAKETOB B COOTBET-CTBUHM C 3aJaHHBIMU
IIpaBUJIaMU

17. «31M0yMBINUIEHHUK TeHEPUPYET MUpoKoBera-Tebabie [CMP-3ampockl 0T UMEHH
aTaKyeMoro ysia». JTO OIMCaHHEe METO/Ia:

a. Mackapanuar

b. Cmepdpunr

C. AKTUBHAs UMHUTALUA

d. ITaccuBHAs UMHUTALUS

18. B mexcereBom dkpane FreeBSD neiicTBre reject COOTBETCTBYET IEHCTBHIO
a. unreach net

b. unreach host

. unreach port

19.  Ilporoxon RIP:

a. He nMeer MexaHn3Ma MpeOTBPAIICHHUS 3aI[UKIHBA-HUS

b. Wmeet npoctoii u He 3P PeKTUBHBII MEXaHU3M NPETOTBPAILICHNUS 3alKIHBAHHSI

. Mmeer BrIcOKOA(P(PEKTUBHBIN MEXaHU3M NPETOTBPA-IIECHUS 3AIUKINBAHNS

20.  Kakoil mpoTOKOJ CIyXKHT, B OCHOBHOM, ISl I€pe-Jaud MyJIbTUMEIUNHHBIX JaHHBIX, T1e
Ba)KHEE CBOEBPEMEHHOCTb, @ HE HAJIeKHOCTD JOCTABKH.

a. TCP

b. UDP
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c. TCP, UDP

21. [TpoTokoi nepenaun KOMaH I U COOOIICHUI 00 omuoKax.
a. ICMP

b. SMTP

c. TCP

22.  C noMomIbio Kakoil KOMaH/Ibl MOKHO ITPOCMOTPETH Ta0JIUIly MapLIpyTU3aLUU
a. Route

b. Ping

c. Tracert

23. Urto o3nauaer MAC-anpec

a. IP-ampec kommbroTepa

b. ®usnyeckuii aapec

C. Anpec KOMITbIOTEPA BO BHEIIHEH CETU

24.  Kakoil mopT MOXKET UCIIOJIb30BaThCsl KIMEHTOM (CO CBOEH CTOPOHBI) TPH MOAKIIOYCHUN
k Web-cepBepy

a. 80

b. 1030

c. 28

7.2. MeToauyeckue MaTepuaJibl, ONpee/siioniie Npoueaypy oOeHMBaHUs 3HAHWH, YMeHMI,
HABBIKOB M (MJIHM) ONBITA JEATEJbHOCTH, XAPAKTePU3YHOIIUX 3Tanbl (OPMHPOBAHHUS
KOMIIETeHLUIA.

a) Kputepun onleHnBanusi KOMIIETeHIU (pe3yJbTaTOB).

[IporpaMMoil ~ TUCHUIUIMHBI B  LENSIX HIPOBEPKM TMPOYHOCTH YCBOGHMsSI  Marepuana

npeaycMaTpuBaeTCs pOBEIEHUE Pa3InYHbIX (HOPM KOHTPOJIS:

1. Texymuii KOHTpOJIb — 3TO MPOBEPKA IIOJHOTHI 3HAHMM 110 OCHOBHOMY MaTrepHally
JTUCIUTITUHAPHOTO MOoTyJis ([IM).

2. TlpoMeXyTOUHBI KOHTPOJIb - WUTOrOBas IpPOBEpPKa YPOBHS 3HAHUM CTYJEHTAa MO JaHHOU
JUCLMIUIMHE B KOHIIE cemecTpa (B (opMe YCTHOrO HJIM HHCHbMEHHOI'O 3K3aMeHa, CETEBOro
KOMITBIOTEPHOTO TecTHpoBaHus.) IlpomexyTouHoil ¢opMOi KOHTpOJIs 3HAaHUH, YMEHUH U
HAaBBIKOB I10 JUCIUIUIMHE SIBJISIETCS YK3aMEH.

OOt pe3ynbTaT BBIBOAUTCS KaK HHTETpATbHAS OIEHKA, CKJIA IBIBAIOIIAS M3 TEKYIIETO KOHTPOJIS
- 50% 1 mpoMexKyTOYHOTO KOHTpoIIs - 50%.

Texkynmil KOHTPOJIb O TUCHUILINHE BKIKOYAET:

- mocelleHue 3aHatuii - 10 0amos,

- yd4acTue Ha MPaKTUYECKUX 3aHIATUSIX (YCTHBIN OMpoc, peleHue 3aaay) - 25 6aos,

- BBINOJIHEHUE JTa00paTOPHBIX 3a7aHuil — 25 Oanos,

- BBITIOJTHEHUE JJOMAIITHUX KOHTPOJBHBIX paboT (camocTosATenbHas padorta) - 10 6amios.
Texymuit KoHTpoJb 110 JIM:

MMCbMEHHAs KOHTPOJIbHas padoTa -15 6aos;

TeCTUpoBaHue — 15 6amios;

[TpoMeKyTOUHBIN KOHTPOJIb MO AUCLMITIIUHE BKIIOYAET:
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- YCTHBIH 3K3aMeH (TectupoBanue) - 30 6amios,
Kpumepuu oyenku nocewenus 3anamuii — ouenka Boictapisiercsa o 100 0ansHOM cucteme

U COOTBETCTBYET MPOIEHTY 3aHATHI, KOTOpbIE IOCETWUJ] CTYIEHT U3 BCEro KOJIMYECTBa
ayJUTOPHBIX 3aHATUIN MpeaycMOTpeHHbIX M.

Kpumepuu oyenxu yuacmus na npakmudeckux 3aHamusix

Yemuvui onpoc. Pa3BepHYTBI OTBET CTYAEHTa JOJDKEH MPEACTaBIATH COOOW CBSI3HOE,
JIOTUYECKH TOCJIeI0BaTeIbHOE COOOIIeHHEe Ha 3aJaHHYI0 TeMy, IIOKa3blBaTh €ro YMEHHE

IMPUMCEHATE OIIPEACIICHNU S, IIpaBUjia B KOHKPETHBIX ClIydasiX.

[Toka3aresn OlCHHBAHUSL:
1) noJHOTa M MPaBUIILHOCTH OTBETA;
2)  cTeneHb OCO3HAHHOCTH, IOHUMAHHS H3y4YEHHOTO;
3)  s3bIKOBOE O(hOpMIICHHE OTBETA.
Kpurtepuu orieHuBaHus YCTHOTO OMPOCa:

86-100 6a10B CTaBUTCS, €CIIUA CTYJICHT MOJIHO U3J1araet Marepuali (0OTBeuaeT Ha BOPOC),
JIaeT TPABWIIBHOE OTIpPENeICHHE OCHOBHBIX IMOHATHH; OOHAapY)XKWBaeT NMOHWMAaHHE Marepuana,
MOXeT 00OCHOBATh CBOM CYXKICHHS, IPUMEHUTH 3HAHUS Ha MPAKTHUKE, PUBECTH HEOOXOTUMBIE
OpUMEpPbl HE TOJIBKO M3 Y4eOHHMKA, HO M CaMOCTOATEIBHO COCTABJICHHBIC, M3JIaracT MaTepHall
MOCTIEIOBATENIFHO U MPABMIIBHO C TOUYKH 3PEHHUS HOPM JIUTEPATYPHOTO S3BIKA.

66-85 0ayioB CTaBUTCS, €CIM CTYJIEHT JaeT OTBET, YAOBJIECTBOPSIOMIMM TeM Ke
TpeboBanusM, 4yro U aiua 86-100 GamioB, HO gomyckaer 1-2 OmMOKH, KOTOpPBIE caMm JKe
UCTIpABIISCT, M 1—2 HemoueTa B OCIIEeIOBATEILHOCTH U SI3BIKOBOM O(OPMIICHHH HU3JIaraeMoro.

51-65 Gann craBUTCA, €CIIM CTYIEHT OOHApPY>KMBAET 3HAHME M MOHMMAaHHUE OCHOBHBIX
MOJIOKEHU JTaHHOW TEeMbI, HO H3JaraeT MaTephall HEINOJIHO M JIOIyCKaeT HETOYHOCTH B
OTIpeNIeICHUN TIOHSATHH WM  (QOPMYJTHPOBKE TMPAaBMI; HE YMEET JOCTaTOYHO  IIyOOKO W
JIOKa3aTeIbHO O0OCHOBATh CBOM CYXK/ICHUS M TPUBECTH CBOM TPUMEPHI; M3JIaraeT Marepua
HETIOCIIeZI0BAaTEbHO U JIOMYCKAET OMIMOKH B SI3BIKOBOM O(OPMIICHHH U3JIaraeMoro.

0-50 OanmnoB cTaBUTCSA, €CIIM CTYIAEHT OOHApYy>KUBAeT HE3HAHHUE OOJIbIIEH YacTH
COOTBETCTBYIOIIETO BOMPOCA, JOMYCKaeT OMHOKH B (POPMYITHpPOBKE ONpPEACTCHHNA W TPaBUII,

HCKa)KAIOIIME UX CMBICII, OECITOPSAI0YHO U HEYBEPEHHO M3JIaraeT MaTepHall.
Pewenue 3a0au.

86-100  GamIOB BBICTABISETCS, €CIM CTYIEHT CTYJIEHT JEMOHCTPUPYET 3HaHHUS
TEOPETHUYECKOT0 M MPAKTHYECKOr0 MaTepHajia Mo TeMe MPaKTHYECKOH paboThl, OmpenenseT
B3aUMOCBSI3M MEXK]y ITOKa3aTeIsIMHU 33/1a41, TaET TPaBHIbHBIA aITOPUTM PEIICHHS, OTPEIeIsIeT
MEKIUCIMIUTHHAPHBIE CBS3U TI0 YCIIOBHIO 33/IaHMUSI.

66-85 OanmoB BBICTABIISAICTCS, €CITU CTYJCHT JEMOHCTPUPYET 3HAHHS TEOPETHYECKOTO U
IPaKTUYECKOr0 MaTepHalia 10 TeMe IPAaKTHYeCKOW paboThI, IOMycKas He3HaYHTEIbHbIC
HETOYHOCTH IPH PEIICHUH 33/1a4, UMesI HETIOJTHOE TOHUMaHUE MEKAUCIIUIUTMHAPHBIX CBSI3CH TPH

IPaBUIBHOM BBIOOPE AITOPUTMA PEIICHUS 3aaHuUsI.
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51-65 Oamn BBICTABIAETCS, €CIHM CTYACHT 3aTPYIHSETCA C TPAaBWIBHOW OIICHKOMN
NPEUIOKEHHOW 3amaud, MJaéT HENOJHBIA OTBET, TPEOYIOMMA HABOASIIAX BOIPOCOB
IpernoiaBaTesisi, BIOOpP aJrOpUTMa PELICHHS 33/Ja4d BO3MOXKEH IPH HAaBOISIIMX BOIPOCAX
pernoaaBaress.

0-50 GamnoB BBICTABISAETCS CTYACHTY, €CIM OH JaET HEBEPHYIO OICHKY CHUTYallHH,
HETPaBUWIBHO BEIOMPAET aJITOPUTM pEIICHUS.

Kpumepuu oyenxu evinonnenue 1a6opamopHuix 3a0aHuil.

OCHOBHBIMU TIOKA3aTEJISIMU OIICHKH BBIMOJIHEHHON CTYIACHTOM U MPEICTABICHHOM IS
MPOBEPKHU PabOTHI SBISIOTCS:

1. CreneHb COOTBETCTBHUS BBIMOJIHEHHOTO 3a/laHUs TOCTABJICHHBIM LEJSAM, 33aadaM U
TpeOOBaHUSM;

2. Odopmiienue, CTpYKTYpHUpPOBAHUE U KOMMEHTUPOBAHUE JIa0OpaTOPHOM pabOTHI;

3. YHUKaIbHOCTH BBIMOJIHEHHE PaOOTHI (OTJIMYKE OT paboT KOJLIET);

4. YcreurHple OTBETHl Ha KOHTPOJIBHBIE BOIIPOCHI.

Kpurepuu onenku nabopaTtopHoit pabOTHI.

86-100 GamnmoB - odopmileHHE COOTBETCTBYET TPEOOBAHUSAM, KPUTEPHUU BBIICPIKAHBI,
3alUTa BCETO MepeYHsl KOHTPOJIbHBIX BOIIPOCOB.

66-85 OamioB - oQopmIIEHHE COOTBETCTBYET TpPEOOBAaHUSAM, KPUTEPHH BBIIEpKaHBI,
3aIuTa TOIBKO 110 85 % KOHTPOJIBHBIX BOIIPOCOB.

51-65 Gann - ohopMiIeHHE COOTBETCTBYET TPeOOBAHUAM, KPUTEPUN BbIIEPKaHbI, 3aIIUTa
TOJIBKO J10 51 % KOHTPOJIBHBIX BOIIPOCOB.

0-50 GamnoB — oopmIIEHHE HE COOTBETCTBYET TPEOOBAaHUAM, KPUTEPUU HE BBIIEPKAHbI,
3auTa ToabKo MeHee 51 % KOHTPOJIbHBIX BOIIPOCOB.

Kpumepuu oyenxu evinonneHus O0OMAwHUX KOHMPOIbHLIX pabom (camocmosmenbHasl
paboma.

OCHOBHBIMHU TIOKA3aTEJSIMH OILIEHKH BBITOJHEHHOW CTYJIEHTOM W TPEICTAaBICHHOMN IS
MIPOBEPKHU JOMAITHEH KOHTPOIBHONU pabOThI SABISIOTCS:

1. CreneHb COOTBETCTBHUS BBIMOJIHEHHOTO 3aJaHMs TOCTABJIEHHBIM LEJSAM, 3ajadyaM |
TpeOOBaHUSM;

2. Odopmiienue, CTpyYKTYpUpPOBaHUE M KOMMEHTHPOBAHHUE JIA0OPATOPHOUN pabOTHI;

3. YHUKaIBHOCTH BBIMOJTHEHUE pa0OTHI (OTIWYHE OT padOT KOJIIET);

4. YcneurHple OTBEThl Ha KOHTPOJIbHBIE BOIPOCHI.

Kputepun onieHKH JOMaIIHEel KOHTPOJIBHON PaOOTHI.

86-100 6annoB - CTYIEHT NPAaBWJIBHO BBIMOJHUI HHAWBUIYabHOE CaMOCTOSITEIbHOE

3aJaHHuC. Iloxazan oTiIUYHBIC BJIaICHUA HaBbIKaMU IIPUMCHCHHUS ITOJTYUCHHBIX 3HAHUM U YMGHI/Iﬁ
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IpU peleHuH MpodeccuoHaNbHbIX 33/1a4 B paMKaX YCBOEHHOTo yuyeOHoro marepuana. OTBeTUI
Ha BCC NOIMOJIHUTCIIBHBIC BOIIPOCHI HA 3alIUTC.

66-85 0amIoB - CTYACHT BBINOJHWI WHIUBUAYATHHOE CAMOCTOSITEILHOE 3a/laHue C
HeOoIbIIUMU HeTOYHOCTIMU. [Tokasan xopolue BiaieHus: HaBbIKaMH IPUMEHEHUS MTOJTyYEeHHBIX
3HAaHUW U YMEHUH MpHU pelieHuH Mpo(ecCHOHANbHBIX 33Ja4 B paMKaxX yCBOEGHHOTO Y4eOHOro
Marcpurajia. OTtBeTHiI Ha 6OJILI_HI/IHCTBO AOMOJIHUTCIIBHBIX BOIIPOCOB HA 3alIUTC.

51-65 Oamn - CTYOEHT BBINONHWI WHIUBUAYATHHOE CaMOCTOSITEIBHOE 3aJlaHue C
CYLIECTBEHHBIMU HETOYHOCTSAMHU. [lokas3anm yJooBIIETBOPUTENBHOE BIIAJICHUE HaBBIKAMU
MPUMEHEHHUS MTOJIyYeHHBIX 3HAHUN U YMEHUM MPHU pelieHnH NPoecCUOHANbHBIX 3a/1a4 B paMKax
YCBOCHHOTO yueOHOro Marepuaia. [Ipu oTBeTax Ha JOMOIHHUTEIHHBIC BOIPOCHI HA 3alUTEe OBLIO
JIOITYIIEHO MHOT'O HETOYHOCTEM.

0-50 6aynoB — Mpu BHIMOIHEHUH UHIUBUYAIBHOIO CAMOCTOSTEIBHOTO 3a/1aHUs CTYIEHT
MPOJEMOHCTPUPOBAI HEIOCTATOUHBIN YPOBEHb BIAJICHUS YMEHUSMU U HaBBIKAMU MPU PEIICHUN
NpoeCCHOHANIBHBIX 33Jlad B paMKaxX YCBOGHHOro ydeOHoro marepuana. [Ipum oTBerax Ha
JOIMMOJIHUTCIIBHBIC BOIIPOCHI HA 3alllUTC OBLI0 A0IYHICHO MHOXKECTBO HETOYHOCTEH.

Kpumepuu oyenxu mexywezo konmponsi no /[M (nMcbMeHHash KOHTpOJbHas pabora u
TECTUPOBAHUE).

ITucvmennas konmponvnas paboma COCTOUT U3 JBYX THUIIOB BOIIPOCOB:

1. TeopeTrueckne BOIPOCH U3 Kypca JEKUUH U MpakTuYeckux padot. - 40 6amios.

2. IlpakTuyeckre BOIIPOCH! M 3aJjaudl 10 JEKIIHOHHOMY U IIPaKTHYECKOMY MaTepuaiy. - 60
0asuIoB.

86-100 6am1oB - CTYAEHT, OKa3aJl BCECTOPOHHEE, CUCTEMAaTHUECKOe U TIIyOOKOe 3HaHUe
y4eOHOTO MaTepHaia, CaMOCTOSATEIEHO OTBETHI HAa BOIPOCHI, OTBET OTIMYAETCS OOTaTCTBOM H
TOYHOCTBIO HMCIIOJIb30BAaHHBIX TEPMUHOB, MaTepHall M3J1araercsi MOCJIEJOBATENbHO U JIOTMYHO;
MoKa3aJl OTIMYHBIE BIIAJCHUS HABBIKAMH TPUMEHEHUS TONYYECHHBIX 3HAHUH W YMEHUH TpU
peleHnH MpoecCHOHATBHBIX 3a/1au.

66-85 6aoB - CTYACHT, OKa3aJl MOJIHOE 3HAHUE YYeOHOT0 MaTepraa, He IOy CKAOIIUN
B OTBETE CYIIECTBEHHBIX HETOYHOCTEH, CaMOCTOSATENIbHO BBINOJIHMUBIIMM OTBETUBLIMM Ha
BOTIPOCHI; TIOKA3aJl XOPOIIHME BJIAJCHUSI HABBIKAMH MPUMEHEHHUS TTOTYICHHBIX 3HAaHUH M yMEHUH
IPY PELIeHNU MPO(eCcCHOHANBHBIX 33124

51-65 Gasmn - cTyeHT, 00HApyKUBIINN 3HAHHE OCHOBHOTO Y4eOHOTO MaTepuaia B 00bEéMe,
HEOOXOMMOM Ui JaJIbHEHIIel y4yeObl CaMOCTOSITENbHO BBIMOJIHUBINMKA 3a/laHusl, OIHAKO
JIOITy CTUBIIMI HEKOTOPBIE TIOIPEITHOCTH ITPH OTBETE HA BOMIPOCHI; TOKA3aJl YOBIETBOPUTEIBHOE
BJaJICHNE HaBBIKAMH TPUMEHEHUS IMOJYyYEHHbIX 3HAHMA M YMEHUH TMpU  pelIeHUH
npodeccuoHaNbHBIX 3a/1ay.

0-50 OannoB — BBICTABISIETCS CTYAEHTY, OOHApPY>KUBIIEMY MpOOENbl B 3HAHUAX WIIH
OTCYTCTBHE 3HAaHWA 10 3HAYUTENBHOM YacTH OCHOBHOTO Yy4YeOHOro Marepuana, He
BBITOJIHUBIIEMY 3a/laHUs, JOMYCTUBIIEMY NMPHHLIUIHATBHbBIE OIIMOKK IPU OTBETE Ha BOIPOCHI,
MIPOIEMOHCTPHUPOBAT HEIOCTATOYHBIN YPOBEHB BJIaJICHHSI YMEHHISIMHA M HaBBIKAMH TIPH PEIICHUN
npodeccHoHaIbHBIX 3aj1ay.

Kpurepun BbICTaBIeHHS OLEHOK 3a mecmupoganue TecTOBOE 3agaHUE COCTOUT U3

MATHAIATH BOMIPOCcOB. BpeMs BeimonmHeHUst padboThl: 15-20 MuH.

86-100 GanyioB - o1jeHKa «OTIMYHO» — 13-15 MpaBUIIbHBIX OTBETOB;
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66-85 6amoB - oreHka «xopoio» — 10-12 nmpaBUIBHBIX OTBETOB;

51-65 Gat - orleHKa «yJJOBJIETBOPUTEIBHO» — 8-9 MPaBUIBLHBIX OTBETOB;

0-50 6anoB — OllEHKA «HEYIOBIETBOPUTEIHHO» — MEHEE 8§ MPaBUIBHBIX OTBETOB.

Kpumepuu oyenku ycmuozo skzamena
DK3aMeHaIlMOHHbIe OMJIEThI BKIIOYAIOT TPH TUIIA 3aJaHUl:

1. TeopeTndeckre BOMPOCHI U3 Kypca JIEKIUH U MPAKTHYECKUX padoT. - 30 6ayos.
2.IIpakTrdecKue BOMPOCHI MO JICKITMOHHOMY U MPAaKTUYECKOMY MaTepuany. - 40 6amios.
3.IIpoGiieMHBIE BOITPOCHI M pacueTHBIE 3aauH. - 40 6aios.

B mpoBepka KadyecTBa IOATOTOBKM CTYJEHTOB Ha HJK3aMEHaX 3aKaHUMBAETCs
BBICTABIICHUEM OTMETOK TI0 MPHUHATOW NATHOAIUIBHOW TMIKae (KOTIIMYHO», «XOPOIIOY,
«YIOBIIETBOPUTEIHHOY», «HEYIOBICTBOPUTEIHHOY).

86-100 GamnoB - OIEHKAa «OTJIMYHO» - CTYJIEHT BIAJEeT 3HAHUSMHU IO TUCIUIUINHE
«MIOuMO» B monHOM oOBeMe y4eOHOW MHpPOrpaMMbl, JOCTATOYHO TIIYOOKO OCMBICIMBAET
JTUCITUTUINHY; CAMOCTOSTEIIFHO, B JIOTHYECKON MTOCIIC0BATEIFHOCTH U UCUEPIIBIBAIOIIE OTBEYACT
Ha BCE BOIIPOCHI OMJIeTa, OTYCPKHUBAs PU 3TOM CaMOE CYIIECTBEHHOE, YMEET aHAIIM3UPOBATh,
CpPaBHHMBATh, KJIacCHPHUIIMPOBATh, 00001IaTh, KOHKPETU3UPOBATb M CUCTEMATU3UPOBATH
W3YYECHHBII MaTepuai, BbIIEISATh B HEM TJIaBHOE: yCTaHABIMBATh MPUYUHHO-CIIEICTBEHHBIC
CBsI3M; YETKO ()OPMHPYET OTBETHI, CBOOOJHO pEIIaeT CHTYAI[MOHHBIC 33J[a4d TOBBIICHHON
CJIO)KHOCTH; XOPOIIIO 3HAKOM C OCHOBHOW JIMTEPATypOM; YBS3BIBAET TCOPCTHUYCCKUE ACIIEKTHI
JTUCIUIUIMHBL ¢ MPUKIAJAHBIMU 3aJauaMy HCCIEOBAaHUS ONepalii 1 METOJOB ONTUMU3AINY;
BJIa/Ie€T COBPEMEHHBIMU NH()OPMAIIMOHHBIMU TEXHOJIOTUSIMH PEIICHUS MTPUKIIATHBIX 3a7a4.

66-85 6aJIIOB - OIICHKA «XOPOIIIO» — CTYJICHT BJIaJZIceT 3HAHUSAMU TUCIUTUIAHEI « 1OTMO»»
MIOYTH B ITOJTHOM 00be€Me MPOrpaMMbl (MMEIOTCS POOEIIbl 3HAHUH TOJIBKO B HEKOTOPBIX, 0COOEHHO
CIIOXKHBIX pa3Jiesax); CaMOCTOSTENIbHO M OTYACTH MPHU HABOJAIIUX BOIIPOCAX JIaeT MOIHOIICHHbBIE
OTBETHI Ha BOIIPOCHI OMJIETa; HE BCET 1A BBIAEIsAET HauOoee CyIecCTBEHHOE, He JOMyCKAeT BMECTe
C TEM CEPhE3HBIX OIMOOK B OTBETAX; YMEET PEIIaTh JISTKUE U CPEeIHEH TSHIKECTH CHUTYAIlMOHHBIE
33Jla4uM;, YMEET TPAKTOBaTh BBIOOP TEX WJIM WHBIX METOJOB M CPEJICTB PEIICHUS MPHKIATHBIX
3a/ad.

51-65 Gann - oleHKA «yIOBJIETBOPUTEIBHO» - CTYIEHT BIAJCeT OCHOBHBIM OOBEMOM
3HaHui 1o gucuumuinHe «MMOuMOy; nposBisieT 3aTpyJHEHHUS B CaMOCTOATENIbHBIX OTBETax,
OTIepUPYET HETOYHBIMH (OPMYJIIMPOBKAMHU; B IPOIECCE OTBETOB JOIMYCKAIOTCS ONIUOKH I10
CyIIECTBY BOMPOCOB. CTYIEHT CITIOCOOEH peliaTh JUIIb Hanbosiee IerKue 3a/1a4u, BIaIeeT TOIbKO

00s13aTeIbHBIM MUHUMYMOM TIPU PEIICHUH 3a/1a4 UCCIICTOBAHMS OTIepaIUi.
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0-50 GamnoB — oOIEHKAa «HEYIOBJIETBOPUTEILHO» - CTYJACHT HE OCBOMJI 00S3aTEIHHOTO
MUHHMYyMa 3HaHUH quctuiuinHbel « MOuMO», He criocoOeH OTBETUTh Ha BOIPOCH! OMIIeTa JTaxe
IPY JONOJHUTENBHBIX HABOISIIUX BOPOCAX HK3aMEHATOPA.

Kpumepuu oyenku sxsamena 6 hopme mecmuposanus

TecToBoe 3a1aHue COCTOUT U3 TPUILIATH BOIIPOCOB. Bpems BeinonHenus padotsl: 60 MUH.

86-100 GanyioB - orjeHKa «OTIMYHO» — 26-30 IpaBUIIbHBIX OTBETOB;

66-85 6amioB - oneHka «xopomro» — 20-25 npaBUIIBHBIX OTBETOB;

51-65 Ga - oleHKa «YJOBIETBOPUTEIHLHO» — 16-19 mpaBUIBLHBIX OTBETOB;

0-50 6anoB — OlLIEHKA «HEYOBIETBOPUTEIHHO» — MEHEe 16 MpaBUIIbHBIX OTBETOB.

8.IlepeyeHb OCHOBHOI M JONMOJHUTEIbHOWH Yy4eOHOW JHTepaTypbl, HeOOXOAMMOW IS
OCBOCHMS JUCIUIINHDI.
Anipec caiita Kypca

http://cathedra.dgu.ru/Information.aspx?Value=8&id=17

a) OCHOBHasl TUTEpaTypa:
4. AnekceeB B.I1. Windows 10 na mpumepax. [IpakThka, mpakTHKa ¥ TOJBKO HpPaKTHKa
[OnexTponHblil pecypc]/ AnekceeB B.I1., MarBeeB M.Jl.— DNeKTpOH. TEKCTOBHIE JaHHBIC.—
CII6.: Hayka U TexHuka, 2018.— 272 c— Pexum JocTyna:
http://www.iprbookshop.ru/78101.html.— 5BC «IPRbooks»
S. Bnacos 10.B. AnmunucrtpupoBanue cereid Ha minatdpopme MS Windows Server
[DnexTponHsbIi pecypc]/ Bmaco FO.B., PuiikoBa T.M1.— DnekTpoH. TekcTOBbIe JaHHBIE.— M.:
Wutepner-Yuausepcuret Madopmarmonnsix Texuonoruit (MHTYUT), 2016.— 622 ¢.— Pexum
noctyna: http://www.iprbookshop.ru/52219.html.— 9BC «IPRbooks».
6. I'moruna .M. CpeactBa 6e3onmacHocTH onepannoHHoi cucreMbl Windows Server 2008
[DnexTpoHHBIN pecypc]: ydeOHO-MeTonuyeckoe mocobue/ I[motmHa WM.M.— DOnexTpoH.
TekcToBble AaHHble.— CapatoB: By3oBckoe oOpaszoBanue, 2018.— 141 ¢c.— Pexum poctyma:
http://www.iprbookshop.ru/72538.html.— DBC «IPRbooks».
0) OMOJIHUTENbHAS TUTEPaTypa:

1. Omudep, Bukrop I'puropreBrny. OCHOBBI ceTell nepenaud JaHHBIX @ Kypc JEKIUH :
yuebHoe nocobue / B. I'. Omudep, H. A. Onudep ; UntepHer-YHUBEpcUTET HHOOPMAITHOHHBIX
TEXHO-JOTHA. — 2-¢ u3A., ucrnp. — M. : HWuTtepHer-yHuBepcureT WMHGMDOpMaAIMOHHBIX
Texnonoruii, 2005. — 176 c.

2. Kynaxos, IOpuii AnexceeBud. Kommnbrorepasie cetu. Beibop, ycTaHOBKA, HCIIOJIb30BaHHE
u aqmuaucTpupoBanue / FO. A. Kynakos, C. B. Omensuckuit. — Kues : FOunop, 2008. — 544 c.
— ISBN 9667323072.

3. @opyM CHCTEMHBIX aJMHHUCTPATOPOB [DJIEKTPOHHBIH pecypc] — DNEeKTpOH. AaH. —
2019. — Pexxum goctyma: http://sysadmins.ru/ cBoOOAHBIH. — 3aril. ¢ SKpaHa.

9. IlepeyeHb pecypcoB HH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTH « UHTEpHET,
HEO0XO0AUMBIX /I OCBOCHH S JUCIHUIJIMHBI.

1)eLIBRARY .RU[DnekTpoHHbIii pecypc]: aiaekTpoHHas oubnuoreka / Hayd. ajgekTpoH. 6-ka. —
Mocksa, 1999 — . Pexxum nocryna: http://elibrary.ru/defaultx.asp (gara obpamenus: 01.04.2017).
— 3. pyc., aHIJL.
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2)Moodle[DnexTpoHHBIH pecypc]: cucTeMa BUPTYaabHOro 00yueHnuem: [0a3a manubix] / Jlar. roc.
yH-T. — Maxaukana, r. — Jloctymn u3 cetu JI['Y wim, mocine perucrpany u3 ceT yH-Ta, U3 1000
TOYKH, uMewmed moctyn B uHTepHeT. — URL: http://moodle.dgu.ru/(naraobpamenus:
22.03.2018).

3) DnexTponnsii karanor Hb AI'Y[DnekrponHslii pecypc]: 6a3a JaHHBIX COJCPKUT CBEICHHSI
OBCeX BUAAX JUT, mocrynatomux B houa Hb JAI'Y//larecranckuii roc. yH-T. — Maxaukana, 2010
— Pexxum nocryma:http://elib.dgu.ru, ceobooneiii (dama obpawenus: 21.03.2018).

10. MeToauyeckne yKa3aHus JJIs1 00y4arOIIMXCs M0 OCBOEHH IO THCIMIIINHBI.
JUis  u3y4eHHs TEOPETHYECKOro Kypca CTyIeHTaM HeoOXOJuMO HCIOJIb30BaTh

JIEKLIMOHHBIN MaTepuall, y4eOHUKH U yueOHbIE IOCOOUS U3 CIIMCKA OCHOBHOM U JIOTIOJIHUTENbHON
JUTEPaATypbl, UHTEPHET HCTOYHUKH.

[To qucuunnune «MccnenoBanue onepamnuii 1 METOAbl ONTUMU3ALMKY B KOHIIE KaXI0Tr0
MO/TyJIsl IPOBOAMTCSI KOHTPOJIbHAS paboTa.

B KOHTpONBHYIO pabOTy BKIIOYAIOTCS TEOPETHYECKHE BOMPOCHI M 33/a4d TE€X THIIOB,
KOTOpBIE OBLIIN pa300paHbl HAa MPEIIIECTBYIONIUX TPAKTUYECKUX 3aHATUSIX.

PaGoueit nporpammoit nucuuiuinabl «MccnenoBanue onepanuii © METOIbI ONTUMH3AITI)
MpeayCMOTpPEHa CaMOCTOSITENIbHAsT padoTa CTYJIEHTOB B oObeme 36 yacoB. CamocTosiTenbHas
paboTa mpOBOIUTCS C IEbI0 YIITyOJIeHUs 3HAHHIA TI0 AUCHUIUIMHE U TIPEAyCMaTPUBACT:

— YTEHHUE CTYJACHTaMH PEKOMEHIOBAHHON IIMTEpaTypbl U YCBOEHHUE TEOPETUUYECKOTO
MaTepuana TUCIUTLINHBI,

— MOATOTOBKY K NPAKTHUYCCKUM 3aHATHAM,

— BBIITIOJIHCHHUEC MHAWBUAYAJIbHBIX SaI[aHPIfI;

— MOJATOTOBKY K KOHTPOJIBHBIM paboTaMm, 3aUeTy U IK3aMEHaM.

C camoro Havana HM3y4YeHUS AUCIUIUIMHBI CTYACHT JOJDKEH YeTKO YSACHHUTh, 4TO 0e3
CHCTEMAaTUYECKON CaMOCTOATENLHON padOTHI yCIieX HEBO3MOKEH. JTa paboTa J0HKHA PETYIISIPHO
HAQYMUHATBECA Cpal3y IOCIC JICKIUOHHBIX U IMPAKTUYCCKUX SaHHTHﬁ, JJI1 3aKPEIIJICHUS TOJIBKO 4YTO
MIPOMJIEHHOI'0 MaTepuaa.

[Tocne ycBoeHHE TEOPETHUECKOTO MaTepuana MOXKHO MPHUCTYMUTh K CAMOCTOSTEIILHOMY

PCHICHUTIO 3a/1a4 U3 y‘-ICGHI/IKOB u HOCO6HI>1, BXOJAIIMNX B CIIMCOK OCHOBHOM JINTCPATYPhL.

11. Ilepeyenr HH(OPMALMOHHBIX TEXHOJIOTHH, HCHOJB3YyeMbIX IPH OCYIIECCTBJICHUH
0o0pa3oBaTeIbHOr0 IHpouecca M0 JUCHUILVIMHE, BK/IIOYas IepeYeHb NPOrpaMMHOIO
ol0ecrieyeHust 1 MHGOPMAIMOHHBIX CIIPABOYHBIX CHCTEM.

IIporpammHBIE TPOAYKTHI

e Omnepammonnas cucrema: Windows 10, Windows Server 2019, Linux Ubuntu Server
e Microsoft office.
e [Iporpammusie cpeactBa cxarus ganusix. WinRAR. WinArj. WinZip.
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e S3piku nporpammupoBanus Bash, Python

e Ha naGopaTopHbIX 3aHATUAX UCIOIb3YIOTCS MPOrpaMMHbIE MPOoaAyKThl VmWare,
Virtual Box, Sysinternals.

e JlaGoparopHbie 3aHsATHE TPOBOJIATCA B KJaccax MepcoHabHBIX OBM;
onepanuonnas cucrema WINDOWS 10, Ubuntu Server, Windows Server 2019.

12. Onucanue MaTepuaIbHO-TEXHUYECKOH 0a3bl, HeOOXOAUMOW sl OCYLIECTBJICHUS
00pa30BaTeJILHOI0 NPOLECcCca MO AUCHUIIHHE.
Peanuzanus yyeOHOW AMCHMIUIMHBI TpeOyeT HaJM4YUs TUIIOBOW y4yeOHOW ayIuTOpHH C

BO3MOJKHOCTBIO TOJKIIOUCHHUSI TEXHMUYECKHX CPEACTB. Y4eOHas ayIuToOpHs AOKHA HMETh
cienytoiiee 000py1I0BaHUE:

e KoMmbroTep, MeIna-mpoeKTop, IKpaH.
e [Iporpammuoe oGecnieueHue A JEMOHCTPALIUY CIIal-TIPe3eHTALUM.
JlabopaTopHble 3aHATHS 1O AUCIUIUIMHE MPOBOASTCS B CHEIUATIBLHO O0OpPYAOBaAaHHOM

uHpopmanmonHoM kiacce (akynpbreta WuMT. ITlomemenuwe st paboThl 00yYaromuxcs
OCHAIIIEHbl KOMITBIOTEPHOW TEXHHKOM C BO3MOXKHOCTHIO MOAKIOYeHHs K ceTH "WHTepHer" u
obecrnieueHreM JO0CTyIa B AJICKTPOHHYIO HHPOpMAIMOHHO-00pa3oBarenbHyto cpeny JAIY.

K xaxnoii nmaboparopHoii paboTe MMEIOTCS METOJUYECKHE YKa3aHUs U PEKOMEHIAlUH.
CryneHTy [aeTcs 3aJaHue, O BBIIOJHEHWH KOTOPOTO OH JOJDKEH OTYUTAThCs Mepen
IpernojiaBaTeseM B KOHIIE 3aHATHA. [[1s mpoBeieHus MpakTHUECKUX 1 J1a00paTOPHBIX 3aHATUN Ha
TpeOyeTcst KOMIbIOTEPHBIN KJIacC ¢ CEpBEPHBIM U KOMMYHHMKAIIMOHHBIM 000py/10BaHUEM Ha 0aze

cepsepubix OC Windows Server 2019, Ubuntu, Kylie Linux.
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