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PaGouas porpaMma JUCIHUIITHEB «MareMaTHIeCcKne OCHOBBI 3aIIUThI uHdopManuu 1 HHPOp-
MaITHOHHOM 6e30macHocTHy» coctasieHa B 2019 rojry B COOTBETCTBAH C tpe6osanmsmu PI'OC
BO 10 Hanpasenuio moxrotoku 02.04.02 QyHaMeHTaIbHAL uHpopMATHKA U HHPOPMALIHOH-
HBIE TEXHOJIOTHH (YPOBEHb MarluCTPaTypsl).

Mpwvka3 MuHo6pHayku Poccum ot 23.08.2017 Ne 811

Paspaborunk: Kadeapa TMCKPETHON MaTeMaTUKA 1 pHbopMaTuki, Marome1os AGyIKapuM
Maromenosud, a-p &.-M. H., 1pod.

PaGouast mporpamMMa JUCIHILTHHE! 000peHa:

Ha 3aceTaHuA Kad)ephl IMCKPETHOH MaTeMaTHKH i HHPOPMATHKH OT «26% MIoHA 2019 ., mPOTO-
ko Ne10

3aB. Ka(enpon AHE Maromenos A. M.

(roamuch)
u
Ha 3acelaHun MeToInueckol KoMUuccHH (haKyIbTeTa MaTeMaTHKH M KOMIIBIOTEPHBIX HAYK OT

27 matn 2019 r., mpoToxon Ne6 ;

TpesceaTeNb LLLLLUJV Beitbaraes B. [I.

(TloITHCH)

Pa6ouast IporpaMMa THCLAIIIHHEL COWGHO-MGTOI{H‘{CCKHM yIIpaBIeHueM
«IO» pOA  2019r. ¢

(moamuCh)



AHHOTAIUS padoyeil MPOrpaMMbl JUCIHHITHHBI

HucuuruinHa «MaTeMaTH4ecKue OCHOBBI  3aliuThl  MHQopMammu #  MHPOPMAITMOHHON
0€30IaCHOCTH» BXOJUT B 005S3aTENbHYIO YaCTh 00pa30BaTeIbHON MPOTpaMMbl MaruCTPaTypPhI 110
Hanpasienuto 02.04.02 - dyngamenTanpHas nHGOpMaTHKa U UHPOPMALMOHHBIE TEXHOJIOTHH.

JucuuiuinHa peanusyercs Ha (pakylbTeTe MaTeMaTHKH W KOMIIBIOTEPHBIX HayK Kadeapoi
JUCKPETHON MaTeMaTUKHU U HH(OPMATUKH.

CopnepxaHue IUCIUIUIMHBI OXBaThIBAET KpPYr BOMPOCOB, OTHOCSIIMXCS K MaTeMaTUYeCKUM
OCHOBaM IIpeJCTaBieHMUs] M 3amuThl HHGopmanuu, ponu NP-moiaHbIX 3a7ad B MOBBIIIEHUU
KPUIITOCTOMKOCTH QITOPUTMOB KOJUPOBAHUS, JEKTPOHHOMN MOAIKCH.

JucruniauHa crocoOCTBYET (OPMHUPOBAHUIO CICTYIOMMX KOMIIETEHIININ BBITYCKHHKA!
obuienpogeccronanbubix - OIIK-4, npodeccuonanpubix - [1K-1, T1K 4-

[IpenogaBanue AWCHUIUIMHBI TpEAyCMaTpUBAaeT TMPOBEACHUE CIEAYIOIUX BHJIOB Yy4eOHBIX
3aHSTUN: JIEKIUH, TaOOPaTOPHbIE 3aHATHSI.

Pabouas nmporpamMma JUCHUILIMHBI IPECAYCMATPUBACT MMPOBCACHUC CIICAYIOIIUX BHUAOB KOHTPOJIA
yCIeBaeMoCTH: B opMe pa3pabOTKH 4 KOMILIIPOTPaMM C 3aIuTol (+ 3K3aMeH).

O0BeM AUCLHUIIIINHBI — 5 3adeTHBIX CIWHUI, B TOM YHUCJIC B aKaACMHUYCCKUX Yacax IIO BHIAaAM
Y4EeOHBIX 3aHSATHMN:

YyebHble 3aHATUA dopma
B TOM yncne NPOMEKYTOYH
a KoHTaKTHaa paboTa obyyatowmxca ¢ KCP CPC oM aTTecTauumm
5 npenogasaTtesnem (3aver,
qE, g N3 HUX andodepeHumnp
“ 8 g Nek | Nabopatop | Mpak. OBaHHbIN
2 | umu Hble 3aHAT 3aver),
3aHATMA ns 9K3ameH
1 | 180 | 42 | 14 28 0 36 102 9K3ameH




1. ey n3yyeHust IMCHHUILIHHBI
[lenn n3y4eHuss AUCLUIUIMHBL:

OCBOEHHE 0A30BBIX METO/IOB 3AIIUTHI HHPOPMAIIUH,

M3yYeHHE aIrOPUTMOB KOJIUPOBAHMUS,

MOBBIIIEHUE KPUTITOCTOWKOCTH,

W3ydeHHEe MaTeMaTHYEeCKUX MPHHIUIOB, JIOKAIIMX B OCHOBE CO3JAaHUS DJICKTPOHHOM
IO JIITUCH,

e ycBoenue poin NP-oHBIX 33124 B BOIPOCax 3aluThl HH(POPMAIHH.

HenssMu n3ydeHns JUCIUTUIAHBI SIBIISIOTCS TaKXKe:

- MPAKTUYCCKOC CO3AaHHUC AJITOPUTMOB KOJUPOBAHHA C BOINIONICHUEM B KOMIIBIOTCPHBLIC
IIporpaMMsbl Ha AA3BIKEC BBICOKOT'O YPOBHA,

- O03HAaKOMJICHHE C IIH(pPOBAaHMEM OTKPBITHIM KIIOYOM, COCTaBJICHHE U OTJaKa
MpOrpaMMbl € CO3/IaHUEM 3aKpbITOM W OTKPBITOM dYacTh KiIO4a, IMHQPOBAaHHUEM U
nemrdpoBaHUEM JaHHBIM METOJIOM;

- TPAKTUYECKOE OCBOCHHE BOIPOCOB TEHEpPALMM CEKPETHOTO KI0Ya Ha OCHOBE
JUCKPETHOTO JIoTapu(MUPOBAHUS, TPEACTABICHUE O COBPEMEHHOM COCTOSHUU TPOOIEMBI
(HAMMYME «TEOPETUUYECKU» TIOJIMHOMHUATILHOTO aITOPUTMa PEIISHUs 3a/1a4H ).

2. Mecrto qucuuninHsbl B crpykrype OITIOII marucrparypsl
JlucuuiuiiHa  BXOAUT B 00s3aTENbHYI0 4YacTb  00pa3oBaTeIbHOM  MPOrpaMMBbl

MaructpaTypsl 1o HampasieHuto 02.04.02 u u3ydaercsi B COOTBETCTBUU C TpaPuKOM Yy4eOHOTO
nporecca B 1 rog 00ydeHust MarucTpaTyphl.

YcrneurtHoMy  M3YYEHWIO JUCIUIUIMHBI  CIOCOOCTBYIOT — 3HAHHS, IIOJIYYCHHBIE I10
JTHMCIUIUIAHE «SI3BIKK TPOTPaMMHUPOBaHUS» U «J{HUCKpEeTHAs MaTeMaTHKay, a TAKXKE MPH U3YUICHUH
(byHIaMEHTAIBHBIX H 00IIEMaTEMAaTHYECKUX TUCIIMILIHH.

3. Komnerenuuu ody4yaromerocsi, GopmupyemMbie B pe3yJbTaTe 0CBOEHM S JUCHUIIIIHHBI

[lpomecc wn3ydeHWs MUCHMIUIMHBI HampaBieH Ha (OPMHpPOBAHHE DHIEMEHTOB CJEIYIOLINX
komnereHuil B cootBerctBur ¢ @PI'OC BO 1o gaHHOMY HalpaBiIeHUIO MOATOTOBKH.

TOTOBHOCTh JICHICTBOBATh B HECTAHJAPTHBIX CUTYalUSX, HECTH COLMUAIBHYIO M O3THYECKYIO
OTBETCTBEHHOCTH 3a npuHsThie peuienus (OK-2);

CIIOCOOHOCTH UCIIOJIB30BATh U MIPUMEHATH YriyOJI€HHbIE TEOPETHUSCKUE U MPAKTUYECKUE 3HAHUS
B 00nacTH pyHIaMeHTabHOM HHGOPMATHKU U HHPOpManOHHbIX TexHonorui (OI1K-3);
CMOCOOHOCTh HMCIOJIb30BaTh YIIyOJIEHHBbIE TEOPETUYECKHE U IMPAKTUYECKHe 3HaHUs B 00JacTH
MH(GOPMALMOHHBIX TEXHOJOIMHA W MPUKIAJHOW MaTeMaTHKH, (pyHIaMEHTAJIbHBIX KOHIENUUN U
CHCTEMHBIX METOJOJIOTUH, MEXKIYHapOAHBIX M NPOPEeCcCCHOHATBHBIX CTAaHAAPTOB B 001aCTH

uHpopmannoHHbIx Texnoorui (I1K-2);

Koa, n | Kog “ HaumeHoBaHue wuHauKaTopa | [Imanupyemble  pe3ynbTaThl  OOydeHUS
HaUMEHOBaHWeE | [OCTUNKEHUA KOMMNETEHLMI (moxaszarenu  JOCTMKEHMs  3aJlaHHOTO
KOMMeTeHLuu YPOBHSI OCBOEHHSI KOMIIETEHIIH)




13 ®rocC BO

OIIK-4 OIIK-4. 3HaTh: CBA3M C TEMAMHU JUCLUILIUHEI
Crioco0eH onTuMalibHBIM 00pa3oM «OCHOBEI [IPOrPaMMUPOBAHHSD) u
KOMOWHUPOBATH CYIIECTBYIOIIHE
I/IH(b0pMaHI/IOHHO-KOMMYHI/IKaHI/IOHHI)IG CpeI[CTBa COBp CMCHHBIX A3BIKOB
TEXHOJIOTHH UTSL PELICHUS 3324 B MIPOTrpaMMHUPOBAHUS ISl BBITIOJIHEHUS TI0
o0yiactu podecCuoHaTbLHON HAJIC)KHOU 3ammTe HHPOpMAIUU
ACATCIBHOCTH C yICTOM TpebOBaHHi YMeTh:  NPUMEHATh  CAMOCTOSTEILHO
HHQOPMAIOHHOH GesonacHoCTH COBPEMEHHBIE A3BIKH IPOrPaMMHPOBAHHUS

JUISl  BOTUIOIICHHUSI aQJITOPUTMOB TEOPUU
KOJIMPOBaHUS
Buiagers: OCHOBaMH pa3paboTKu
nporpaMMm Ha s3eike C# st menei
TTOBBIIIICHHS KOMITBIOTEPHOM
0e301acHOCTH

MK-1 IK-1. 3HaTh: IIPUEMBI YCUJICHUS
CrocoOHOCTh IOHUMATH U IIPUMCHSATH KpI/IHTOCTOI\/'IKOCTI/I aITOPUTMOB
B Hay4YHO-MCCIIEN0BATENLCKOM 1 VYMeTb:  pealn3oBaTh  AITOPUTMBI  C
TIPUKIaHON QEATCIBHOCTH SIIETIOHUPOBAHHBIMH CpeaCTBaMu
COBPEMECHHBIM MAaTEMAaTHYCCKU U 3aIATHI
arrapart, OCHOBHBIC 3aKOHbBI

Bnanets: HaBBIKAMHU COCTaBJICHUS
€CTCCTBO3HAHM A, COBPEMECHHBIC A3BIKN
NIPOrPaMMHUPOBAHHUsI U IPOIPAMMHOE COOTBETCTBYIOIINX MPOTPaMM
obecrieueHme; onepaloHHbIE
CHUCTCEMBI U CCTCBBIC TCXHOJIOIUH.

MK-4 1IK-4. 3HaTh: OCHOBHBIE IpH3HAHHEIE
CriocobHOCTh ~  MIPUMEHATE B | cmenmanucraMm pasHBIX CTpaH CpeICTBa
npodeccruoHanTbHON AATENBHOCTH | o e IITOCTORKOCTH
COBPEMCHHBIC SI3BIKH p
MIPOTPaMMHUPOBAHMS u METOIBI VYMeTh: HUCIIOJIB30BATh cpeacTBa
napayuieibHOi  00pabOTKM  JTaHHBIX, | TOBBIIIEHUS KPUIITOCTOMKOCTH
OHCPaHHOHHﬂe6 . CHCTEMBL, | BrajeTh: HaBbIKaMU peaIU3allMi CPEICTB
OJICKTPOHHBIC OHOJIMOTCKHM W IIaKCThI [MOBBIILICHUS KayecTBa aITOPUTMOB
nporpaMM, CETEBBIC TEXHOJIOT U

Kpunrorpadguu
4. O0beM, CTPYKTYpPA U coJepKaHue TUCHUIIIUHBI
4.1. O0beM AUCUUILINHBI COCTABISAET S 3a4eTHBIX eaunul, 180 ayAUTOPHBIX YacOB.
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Monyns 1. Beenenue B Teopuio nH(pOpMaMOHHOH 0€30macHOCTH
OcHoOBHbIE MOHATHUSA

1 . 1 1 18 2 4 10 |2

nH(pOpPMAIIMOHHOH 0€301MacHOCTH




CBsi3p BOIIPOCOB 0€30TIACHOCTH U

1 2 18 2 4 10 |2 cocT/3alLL.np.
CKaTust HHPOpPMAITIH

Hroro no moymio 1 36 4 8 20 |4

Monyns 2. lllndgpoBanue OTKPHITHIM KIFOUOM

HIudposanue C MIOMOIIbIO
CIIy4aiHBIX YU CEII

3

Cucremsl muQpoBaHUs c
OTKPBITHIM KITFOUOM

1 4 18 2 4 10 | 2 cocT/3alL.np.

Hroro nmo moymro 2 36 4 8 20 |4

Monynse 3. DnekrpoHHas nudpoBas Mo IHUCH

Kpunrorpaduueckue METO/IbI,
5 OCHOBaHHBIE Ha 3ajaye 5 |18 2 4 8 4
JMCKPETHOTO JIOTapu(pMUPOBaHUS

6 DnekTpoHHas 1u(poBas MOAMUCH 6 18 2 4 8 4 cocT/3aLy.np.

HNroro mo moymro 3 36 4 8 16 |8

Monynsb 4. [lepcieKTUBBI U TPOGIEMbI MATEMAaTUYECKUX CPEJCTB 3alIUThl HHPOPMAIIUU

7 OTKpBITBIC 337291 7 18 2 4 10 | 2

3 [TepcniekTuBBI KBAHTOBBIX 8 18 16 |2 cocT/saup.
MPOIIECCOPOB
Hroro mo Moyt 4 36 2 4 26 |4
Moayns 5. IloarotoBka K 36 20 |16 | ks,
JK3aMEHY
HUTOI'O 180 |14 |28 102 | 36

OYHO-3304HOI 1 3a04HOMN Hopm 0byYeHMa B MarncTpaType no HanpasaeHuno GUNT Her.

4.3. ConepxaHue TUCHMILINHBI, CTPYKTYPHPOBAHHOE 110 Pa3/iesiaM U TeMam
4.3.1. ConepxaHue JTEKIUOHHBIX 3aHATHIA 110 TUCIUILINHE
Mopayasb 1. BBenenue B Teopuio MHGpOPMAIHOHHOH 6e30MaCHOCTH

Tema 1. OcHoBHBbIe MOHATHA HHPOPMALMOHHOH Oe3omacHOCTH. MeTo1bl UHPOPMALMOHHOM
6e3onmacHoctd. CepBuchl HMH(OPMAIMOHHOM  0€30MacHOCTH. YTpo3bl  HMH(POPMAIMOHHOMN
6e3onacHocTu. Kinaccudukanus kpuntorpadpmuecKux METOI0B 3aIlIUThl HHPOPMALIUH.

Tema 2. Casasb BonpocoB 0OezonmacHocTH M cxkatust umHpopmaumum. ASCIl u RLE -
koaupoBanue (run-length encoding). JIse ocobennoctn komaa Xaddmana. Tabmuia KOIOB.
AJITOPUTM TOCTPOEHUS ABOMYHOTO JepeBa. IIporpamMMHble CpeicTBa BU3yalM3allUd JepeBa.
Hexoauposanue. OntumanbHOCTh kKoja Xahdmana. Henoctatku kona Xaddmana.

Mopyas 2. lllndppoBanne OTKPBITHIM KJIHOY0M




Tema 1. llluppoBanne ¢ moMompio ciay4yaiiHbix yuceda. Kmou mugppa. Cummerpudnbie
MeTOJbl. MeTOJbpl TOBBIIICHUS KPHUIITOCTOMKOCTH CHUMMETpPHYHBIX Imdpos: 1. Berumcnenue
raMMbl mmdpa Mo Kiody Oojee CIoXHBIM crocobom. 2. Ilpumenenune BmecTo Xor Ooiiee
CJIOKHOM (HO oOpatumoit) omnepanuu. 3. [lpenBapurenbHoe nepeMeminBaHue OUTOB MCXOJIHOTO
coobuienns no pukcupoBaHHOMY anroputMy. Cummerpuunsiid mudp Data Encryption Standard.

Tema 2. Cucrembl HGPOBaAHUS € OTKPBHITHIM KIH040M. OCOOEHHOCTH CHCTEM C OTKPBITBIM

KkiouoM. Mopymnsipras apudmeruka. Oynkuus Diinepa. Anroputm RSA. [Nenepamnus mpoctbix
yucen. Kpunrocroiikocts RSA.

Mopayas 3. DjekTpoHHast HH(PPOBas NOANNCH

Tema 1. Kpunrorpaguyeckue MeToAbl, OCHOBAaHHbIe Ha 3ajJaye [HCKPETHOIO
gorapumupoBanus. [1yoimuHoe BhIUMCIEHHUE CEKPETHOTO KiIroYa. JIBa MpensTcTBUs IS €ro
packpseiTusi. [Ipotoxon Huddu-Xennmana. Mcnons3oBaHue cpeaCcTB S3bIKOB MPOTPAMMHUPOBAHMS
(Biglnteger si3pika C#). [IpumeHeHHe CHCTEM KOMITBIOTEpHON MaremaTtuku. HoBble cBeneHHs O
CJIOHOCTH 33Ja4 JUCKPETHOTO JIOTapU(PMHUPOBAHUSI.

Tema 2. DnekTporHHasi nudpoBasi MOAMUCH U €€ CBONCTBA. AJTOPUTM CO3JaHUS IICKTPOHHOU
nudposoit noamucu. Anroput™m noctpoenus DI Dnp-I"amas.

4.3.2. Conepxanue 1a00paTOPHBIX 3aHATUH TIO TUCITUTIIINHE
HpI/IMe'-IaHI/Ie. VkazaHBl TEMBI ITPOCKTOB, 00s13aTENIbHBIX JJIs1 BBIINIOJIHEHHS Ha na6opaTopr,1x
3aHATUAX.

Tema 1. OcHOBHbIe MOHATHS MHPOPMAIMOHHON 0e30mMacHOCTH. YTPO3bl MHPOPMAITMOHHOM
6e3onacHocT. Knaccudukamnus kpunrorpadudeckux METOA0B 3aIIUThl HH(pOpMAITUH.

Tema 2. CBsa3b BomnpocoB Oe3omacHoctu u cxkatuss uHpopmammu. ASCII u RLE —
koaupoBanue (run-length encoding). CpaBHuTenbHBIM aHATU3 CKATHS HHOOPMAIUH TIPH
konupoBanuu metonamu ASCII m RLE. IlocTtpoenne m Bu3yanu3anusi JTBOWYHOTO JAepeBa (B
anroput™me Xaddmana). Coznanue nporpaMMsbl Ha si3bike C# J1sl KOJMPOBAHUS U IEKOUPOBAHUS
MetosioM Xaddmana.

Moayas 2. llIndpoBanne OTKPHITHIM KJIOYOM

Tema 1. llludpoBanue ¢ momoimbio caydaiiHbix uymced. Kmou mmdpa. CuMMmerpuyHbie
MeTo/Abl. MeTOo/Ibl TOBBIIIECHUS KPUINTOCTOMKOCTH CHUMMETpPHUYHBIX IudpoB: 1. Beruucnenue
raMmbl mmdpa no Kiody 6osee ciaoxkHbIM criocoboM. [Ipumenenune xor. CuMMETpUYHBINA HQP
Data Encryption Standard.

Tema 2. Cucremsbl mu¢poBaHus ¢ OTKPBITHIM KJIIOYOM. OCOOEHHOCTH CHUCTEM C OTKPBITHIM
kioyoM. MoaynsapHas apudmeruka. Oyukius Jinepa. AnroputM RSA. 'enepanus mpocTbix
yucen. Kpunrocroiikocts RSA.

Mopyas 3. DiekTpoHHAs HH(PPOBasi NOANNCH

Tema 1. Kpunrorpapuueckue MeToAbl, OCHOBAHHble Ha 3aJaye JHCKPETHOIO
JorapupmupoBanus. [IyOnuyHoe BbIYMCICHHE CEKPETHOro Kiroda. JIBa MpemnsiTcTBUA Ui €ro
packpeitus. [Ipotokon Auddu-Xennmana. Vicronabp3oBanue cpeacTB A3bIKOB MPOTrPAMMHUPOBAHMS
(BigInteger si3bixa C#).

Tema 2. DnexkTpoHHas nuudpoBasi MOANUCH U €€ CBONCTBA. AJITOPUTM CO3AAHUS JIEKTPOHHOU
udpoBoii noanucu. Anroputm nocrpoenust LI Dnp-T'amans.

Monyas 4. IlepcnieKTHBBI H IPO0JEMbI MATEMATHYECKHUX CPEICTB 3alUTHI HHpopManun



Tema 1. 3agaun kiacca NP, nexarniie B 0CHOBE JOBEpHS K KPUITOCTOMKOCTH MHU(PPOB.
OTKpBITBIE 331a4H.

Tema 2. [lepcrieKTHUBBI KBAHTOBBIX MPOIIECCOPOB.
5. O0pa3oBaTejibHbIE TEXHOJIOTHH

Marepuan KaXJ0W JIEKIIMM COIPOBOKAAECTCS KOMIBIOTEPHOM IPE3CHTALMEd M EMOHCTpALUEn
pelieHus 3a/1a4 B MHTEPaKTUBHOM PEXXHMME C UCIOJIb30BAaHUEM MYJIbTUMEIUITHOTO 000Py10BaHuUS.

[IpenycMoTpeHO peryisipHoe OOIIEHUE CTYAEHTOB C JIEKTOPOM, JIEKTOpa — C MPEACTaBUTEISIMU
POCCUNCKHX U 3apyOeKHBIX KOMITAHUH IO 3JIEKTPOHHOM MOYTE U 10 CKAMITY.

[IpeaycMOTpeHO HM3y4E€HHE M HMCIOJIb30BaHHME (PYHKIIMI CHUCTEM KOMIIBIOTEPHON MaTeMaTHKH,
KOTOPBIE MPSIMO OTHOCATCS K pa3ziesiaM TEeOPUH YKCEN, CBA3aHHBIM C 3alIUTON WH(OOPMAIUH.

Heckonbko BHUIIEOPOTUKOB W3 HHTEPHETa OTOOpaHBI B KadecTBE 0CO00 BOCTPEOOBAHHBIX HaA
JIEKIHUAX 10 MaT. OCHOBAaM 3alUThl HH(OpMaluu U HHHOPMALMOHHON 0€30MacHOCTH (Harpumep,
3a/laya 0 BBIPAOOTKE CEKPETHOIo KJI0Ya C MCIOJIb30BAaHUEM JUCKPETHOTO JIorapu(pMHUpPOBaHUS U

7p.)
6. YueOHO-MeTOAMUYECKOE 00ecIIeueHHe CAMOCTOATEIbHOM PadoThl CTYACHTOB

6.1. Bunbl 1 mopsiIoK BBITIOHEHUS CAMOCTOSITETHHOM paOOThI

1. W3yueHue KOHCHEKTOB JEKIUA W TPE3CHTAIMOHHBIX MAaTEepUajoB (MPEIOCTABIISIOTCS
ANIEKTPOHHBIC MAaTEPHAJIBI).

2. Bemonnenne Ha s3pike C# (Bapuantel: Delphi, Java) mpoekToB, 3aluTaHUpOBaHHBIX IS
Ja00paTOPHBIX 3aHATUN

4. IloaroTroBka K TEKYIIEMY U MTPOMEKYTOUHOMY KOHTPOJIIO

5. Ilouck marepuana Ha HHTEPHET-PopyMax

6. [ToaroroBka K 3K3amMeHy

MpumepHas

Bug, camoctonaTenbHowW paboTbl TPYAOEMKOCTD,
a.u.

Texymas CPC
paboTa ¢ JeKIHOHHBIM MaTEPHAIIOM, C yUeOHOW JTUTEepPaTypoit 20
olepexaromias caMocTosTeNlbHas padoTa (M3y4eHrne HOBOTO MaTeprana o ero 10
M3JIOKCHHSI Ha 3aHATHAX )
CaMOCTOSTENBRHOE U3YUCHHUE Pa3ACI0B TUCIUIIIINHEI 14
MTOJITOTOBKA K JIA0OPATOPHBIM 3aHITHIM 10
MTOJITOTOBKA K TIOCTPOCHUIO/3AIINTE KOMIL. TIPOrpamMm 10
MOATOTOBKA K 3K3aMEHY 10
TBopueckast mpobieMHo-opuenTuposansas CPC
TIOKCK, U3YYEeHUE U Mpe3eHTaNNs NHGOPMAIINH TI0 33JJaHHOHN MpodiieMe, aHalln3 HAyYHbIX | 18
yOHMKAINIA 110 33JaHHOW TeMe
WCCIIeIOBATENbCKAs pa0d0Ta, ydacTHe B KOH(EPEHIUAX, CEMHHAPaX, OJMMITHAIaX 10
Hroro CPC: 102

6.2. Tlopsnok KoHTposs: 1. ompoc Ha J1a0OpaTOpHBIX 3aHATHAX, 2. OTYETHl MO MPOEKTaM, 3.
KomnokBuymsl, 4. Dx3ameH.




Paszpen Bun camocrositensHOi paboTsl | KoHTpOnbHBIE Vu.-mer.
(MOnyIib. Y MPAKTUYECKOE COJCPKaHUE CpOKH (B HEll.) U | obecrieueHue
TEMA) BHJI KOHTPOJIA (yxa3zaHbl
HUCTOYHUKU u3
CIIUCKAa OCHOBHOM
JIUTEPATYpPHl)
11 Knaccudukarus yrpo3 | 1 (mpoBepka | [2], Tema 1.1
KOMIBIOTEPHOH 0€30MacHOCTH perieHus 3a/1a4)
1.2 Meroas! coxaThs 2 (ycrubrii | [2], Tema 1.2
01poc)
Mertoa Xadhmana cocT/3aly.np.1 [3],T.1.2
2.1 IudpoBanwne MeToJioM | 3 (mpoBepka | [2], Tema 2.1
CITyJaiHBIX YHCEI IPOTPAMMBI )
2.2 HIudposanue OTKPBITBIM | 4 cocT/3aLw.np.2 [2], Tema 2.2
KITIOYOM
3.1 [IpoTtokon duddu-Xenimana 5 (nucemennsiii | [3], Tema 3.1
oTIpoc)
3.2 Co3manne AIIEKTPOHHOM | 6 cocT/3awy.np.3 [3], Tema 3.2
1 (poBON MOIUCH
4.1 OTKpbITHIE 331241 7 (poBepka | 3amaumn «Cocr.
POrPaMMBI) yucnoyn,  «Jduckp.
jorap.»
4.2 [TepcnieKTUBBI KBAHTOBBIX 7 coct/3aw.np.4 Kpyrasiit cron mo
MPOIECCOPOB cTathsiM cetu MHT.
Tembr 1.1-4.2 (moarotoBka K | DK3aMeH [1]-[3].
IK3aMeHY) AJIEKTPOHHBIC
MaTepuabl
JICKIIMOHHBIX
3aHATUN

Texkyuuii KOHTPOJIb:

1. TIposepka mporpamm Ha s3eike C# (Delphi, Java) mo o6s3aTeIbHBIM ITPOCKTAM.
2. TlpomexyrouHas aTTecTaIysl C MPEJACTABICHUEM MATEPUATIOB aTTECTAIlMU B 3JIEKTPOHHOM
dhopwme.
Texkymuii KOHTPOJIb BKJIIOYAET MPOBEPKY 3HAHWN MO TEKYIIEMY Marepuaiy W MPOBEPKY
BBIMOJHCHUSI COOTBETCTBYIOLIMX KOMIIBIOTEPHBIX Tporpamm. I[loapasymeBaercsi OOMEH 110
AIIEKTPOHHOM TOYTE.

IIpomexkyTOUHBINE KOHTPOJIb TPOBOJAUTCA B BHUAEC NUCBMEHHOW pabOThl, MaTepHalbl
BBITIOJTHEHUS (MMUChMEHHBIM OTBET W MPOEKTHI Ha SI3BIKE BBHICOKOTO YPOBHS) MPUHUMAIOTCS B
AIIEKTPOHHOM BHJIE.

HroroBplii KOHTPOJIb TNPOBOAUTCS B BUAE NMHCBMEHHOM paboThl ¢ 00s3aTeNbHBIM YCTHBIM
co0eceJOBaHUEM T10 pe3yiIbTaTaM MpeABAPUTEILHON MPOBEPKU.

Kpurtepnu BbICTaB/IeHHS OLIEHOK:
«OTJIMYHOY - YBEPEHHOE BJIaJICHUE TEOPETUUECKUM MaTepHUajIoM, OTUET 10 BceM mpoekTam Ha CH#,

«XOpOoHIO» -- YBEPCHHOC BJIAACHUC TCOPECTUYCCKUM MATCPUAIIOM, OTUCT I10 5% IMPOCKTOB,
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«YZIOBIIETBOPUTEIBHO» -- 3HAKOMCTBO C OCHOBHBIMM TemamH, OoT4eT 1o 50% mpoeKToB,
nocewenne 80% 3anaTuil.

[IpakTuyeckue 3aganus Al CAMOCTOSTENIBHON paboOThI

3ananue 1. CocraBpre mporpamMmy Juisi Metojga Xag¢gMmaHa: BBECTH C  KIaBUATYpPbl
MOCJICIOBATEIILHOCTE OYKB M (P ¥ BHIBECTH B (haiiyr TAOJIUILY KOJIOB.

3ananue 2. CocraBbTe mporpamMmy uisi Meroga XadgmaHa: BBECTH C  KJIaBUATYpbI
MOCIIEIOBATEIILHOCTh OYKB M LU(P M BBIBECTH HA SKpaH TaONUIly KOJOB, pa3Memnias B KaKIOU
CTPOKE CUMBOJI U €T0 KOJI.

3ananue 3. CocraBbre mnporpammy g Mmertojga Xaddmana: mycTb B (Qailie MOCTpOYHO
pa3mMenieHa TabauIa KOJ0B M KOJ COOOIIeH . BriBeauTe Ha SKpaH JIEKOIMPOBAHHOE COOOIICHHE.
Yucno pa3nuyHbIX CUMBOJIOB PABHO TPEM.

3ananue 4. Kak BbpluMCIMTH 3HaueHHe (QyHKUMKM Oiliepa € HUCHOJIb30BAHHUEM CHCTEMBI
Maremaruka?

3amanne 5. CocraBpTe QyHKINIO HA C# ISl IPOBEPKH, SIBIISIETCS JIM 33JJaHHOE YHCIIO TIPOCTHIM.
HaitauTe kKoan4ecTBO MpOCTHIX YUCEN, HE MPEBBIMIAIOIINX 3aJaHHOE N.

3amanne 6. CoctaBbTe (PYHKIIUIO I TIPOBEPKH, SIBISIIOTCS JIM YUCIa a U b B3auMHO TTpocThiMu. C
€€ TTOMOIIBI0 HaianTe PyHKIHIo Ditnepa s 33.

IIpumep 00pa310BOro BLINOJIHEHNSI 3aJaHUS IJIS CAMOCTOSITEILHOTO PellleHus.

3amanne. Paiin xIsx 3ammdpoBaH METOJOM XOr C HEKOTOPHIM HEU3BECTHBIM KIIOUOM, HaM
M3BECTEH TOJIbKO 3amippOBaHHBINA (aiisl, UCXOTHBIN (haill U KITFOY HEU3BECTHBI.

TpeOyeTcst BBIMUCINUTD KITFOY U eI GpOoBaTh MOJyUYEHHBIHN (haii.

Pewrenue.

Ecmu 3ammdpoBannbiii daitn 3ammdpoBars J0O0bIM XISX — (aitsioM, TO MBI TIOJIYYUM TOAPST
unymue kmoun. OObsiCHeHHE: Hadaso y iroboro xls-daitna oHO 1 TO XKe.

static void Main(string[] args)

{

/I Mudpyem daiin FileToEncode.xIsx kimrouom B daiine key.txt

Encrypt("FileToEncode.xIsx™, "encoded.txt", "key.txt");

// TlpITaemest yragath Kitod, IuQpys JpyruM dKCEJIEBCKUM JOKYMEHTOM

Encrypt(“encoded.txt", "guess.txt", "RandomDocument.xlIsx");

// TIpoBepsieM KOPPEKTHOCTH UG POBAHUS, UCTIONIB3YS UCXOIHBIN KITIOY

Encrypt(“encoded.txt", "decoded.xlIsx", "key.txt");
}
static void Encrypt(string inputPath, string outputPath, string keyPath)
{

byte[] input = File.Read AlIBytes(inputPath);

byte[] key = File.ReadAllBytes(keyPath);

byte[] result = new byte[input.Length];

for (int i = 0; i < input.Length; ++i)

result[i] = (byte)(input[i] * key[i % key.Length]);

}
File.WriteAllBytes(outputPath, result);
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7. ®oHA OIEHOYHBIX CpeacTB AJisi TPOBEACHUS TEKYHIEI0 KOHTPOJA YCII€EBAECMOCTH,
l'[pOMe)KyTO‘lHOﬁ aTTeCTali 1o uTOoraM OCBOCHHUSA JUCHUIIJINHBI

7.1. [lepeyeHb KOMIeETEHINII ¢ YKa3aHHEM 3TanoB UX (JOPMUPOBAHMSA B NMPOIECCE OCBOECHHUS
00pa3oBaTeIbHOI MPOrPaMMBI.

Kopa m | Kog n HammeHoBaHue HnannpyeMble Hpoueﬂypa OCBOCHUA
HaMMeHOBaHue MHAMKaTOpa pe3yJbTaThbl
KOMNEeTeHUUM U3 | AOCTUNKEHUA
®roc BO KoMneTeHLuin
OIIK-4. CnocoGen 3Hath: CcBsa3u ¢ Temamu | Mi3yuenue Kiacca
Crocoben ONTUMAIILHBIM 00PA3OM | ppenpymmympr «OCHOBBI Biginteger s3pika CH#,
OIITUMAJIbHBIM KOM6I/IHI/IpOBaTB o
06pazoM CyIIeCTRYIONHE MPOTPAMMHUPOBAHUS» M | OCBOCHHE  ONepanun
KOMOHHHPOBATH HH(OPMALIMOHHO- CpPEACTBAa  COBPEMEHHBIX | HAJI 00BeKTaMU
CYILLIECTBYIOIIHE KOMMYHHUKAIIMOHHBIE SA3BIKOB ITaHHOTO KJracca,
MH(OPMALHOHHO- TEXHOJIOTUH 1A IPOrpaMMUPOBAHUS  JJISl | HEOOXOUMBIMM  JJIst
KOMMYHHKALNOHHBIC | PCIICHNS 33184 B BBITIOJTHEHUS JIEUCTBUN CO | BBITIOJHEHUS
TEXHOJIOTUH IS obnactu o
pellienys 3a1a4 B npodeccHonanbHO CBEpXOOIBIIMMHU TEIBIMH | YIIPAKHEHUN o
obnactu JIeATeNIbHOCTU ¢ yueToMm | HHACIIAMH, AUCHHUIIIMHE 3allnThI
npodeccHoHabHOR | TpeOoBaHMi WCIIOJIb3YEMBIMH B TEOpUHU | HHPOPMAITIH
JEATEIBLHOCTH C HUH(pOPMALMOHHON KOMPOBAHHSA
y4eroM TpeOoBaHHUi | 0e30macHOCTH VMETh: npuMensTs | Peanuzars
UHOOPMAITHOHHON )
6e30MACHOCTH CaMOCTOSITEITLHO OCHOBHBIX
COBPEMEHHBIE A3BIKU | aJITOPUTMOB
IPOrpaMMUPOBAaHUS  JJs | IIU(POBaHUS
BOIUIOLIEHUs AJITOPUTMOB | CPEACTBAMU  SI3BIKOB
TEOPUH KOJUPOBAHUSA BBICOKOI'O YPOBHSA
Bnanetn: OCHOBaMH
pa3paboTKu TporpamMm Ha
s3pike CH# g nenent
ITOBBILICHUS Pa3pabotku, oTiagka
KOMIIbIOTEPHOU u TECTUPOBAHUE
0e30MacHOCTH [IpOrpamMm JUIs
aJrOpUTMOB
mudpoBaHus
IK-1. CnocobHocTh MOHMMaTh | 3HAThH: MPUEMBbl yCWieHus | M3yueHue  MeToqoB
CriocobHOCTB U TIPUMEHATH B HAYYHO- | KPUIITOCTOMKOCTH CUMMETPUYHOTO
MOHUMATh U | MCCHE/IOBATENBCKON | aropuTMOB mupoBaHus
PUMEHSTH B | MIPUKJIAIHON VMeTh: peaNn30Bath
Hay4JHO- _ | AesrenbHOCTH AMFOPUTMSBI c
MCCIIE0BATENILCKOM | COBPEMEHHBII
. . 3UIETIOHUPOBAHHBIMU
" NPUKJIAJHON | MAaTEMATHYECKUN Cpe/ICTBAM SAIITHTHI OCBOCHIE
HeﬁTeﬂBHOCTI:I aftmapatr, - OCHOBHbIC Bnaners: HaBBbIKaMH | KOHBEMEPHOU MOJENU
COBpPEMEHHBIH 3aKOHBI :
MaTeMaTHYeCKHIi eCTeCTBOSHAHM, COCTaBJICHUS 3aIIUThI
alapar, COBPEMEHHBIC  SI3BIKH COOTBETCTBYIOMIHX
OCHOBHBIE 3aKOHBI | [porpaMMHpPOBAHHS U nporpaMmm JlaboparopHbie
€CTECTBO3HAHUS, IPOrPaMMHOE SaHATHA 1o
COBpEMEHHBIC SI3BIKH | OOeCIIeueHue; KOMILICKCHOMY
IIPOrpaMMUPOBaHUs | OIlEpPALlUOHHEIE NPUMCHCHUIO
" NpOrpaMMHOE | CHCTEMBI U CETEBBIC aJrOPUTMOB 3aILUTHI
o0ecIIeueHue; TEXHOJIOT'HU.

O CPAlIMOHHBIC
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CUCTEMbI N CCTCBBLIC

TEXHOJOI'UH.

TIK-4. Cnoco6HOCTh 3HaTh: ocHOBHbIC | M3yueHue

CriocobmocTs HIpPUMEHATh B | IPU3HAHHBIE aIrOPUTMOB

Eg?g:g:;gmnwo; npodecCHOHANbHOM | CTICIHMATNCTAMH  Pa3HBIX mppoBaHUs

CATEIBHOCTH NEeATeIbHOCTH CTpaH CPEICTBA | OTKPHITHIM KITFOYOM U

coBpeMeHHBIE A3bIKH | COBPEMCHHBIC SI3BIKH HOBHHIGHH? Ha OCHOBC

NPOTPAMMUPOBAHKA | [IPOTPAMMHPOBAHHS KpI/IHT(.)CTOI/IKOCTI/I JTUCKPETHOTO

- MeTOMBL | 5y METOEI YMers: UCIOJIb30BaTh | JIorapuMUpOBaHUS

napaieIbHOU Hapanneanoﬁ cpeacrBa 5 ITOBBIIIICHU A

00pabOTKKH JIaHHBIX, KPHUIITOCTOMKOCTH CocraBrieHne

OTIepaIlOHHBIE 00pabOTKH JIAHHBIX, | Braners: HaBBIKAMH | IPOTPaMM st

CHCTEMBI, ONepaniOHHbBIC pea3anuu CPEICTB | MeTo/Ia MU POBAHUS

SIIEKTPOHHEIE CHUCTEMBI, MOBBIIICHHUS KauecTBa | OTKPBITHIM KITFOYOM U

OubmHoTeKH 1 | 3JIeKTPOHHBIE ITOPUTMOB METOJIOM Huddu-

TAKCTBL ~ TPOTPAMM, | GG riH0TeKH u | kpunorpaduu XemmaHa

CCTEBBIC TECXHOJIOI'NHN [IAKeTEL HporpaMM, OTHa}IKa -
ceTeBbIEe TECTUPOBAHUC
TEXHOJIOTHH IIporpamMm

7.2. TUTIOBBIE KOHTPOJIHHBIC 3aIaHHSI

7.2.1. Tembl pepepaToB M KYpCOBBIX padoT:

HecankimmonnpoBanHbIid 10CTyn K HHGOpManmu, 3amuppoBaHHON METOJIOM CITy4alHBIX YUCENT
JlnvHHas nenovucieHHas apudMeTuka B 3aauax Kpunrorpaduu
OcHOBHBIE 3371a4M COBPEMEHHOU Kpunrorpaduu

CoBpeMeHHOE COCTOSIHUE 3a/1a4H TUCKPETHOTO JorapuGMUpOBaHUs
[TpoToxon quddu-Xenmmana. HanesxHOCT 1 TPOOIEMBI
Peanuzanus anroputma mudpoBaHus OTKPBITHIM KIIOYOM

Touku ya3BUMOCTH aIropuT™Ma MUQPPOBAHUS OTKPBITHIM KIIFOUOM
DuIeIoHUPOBaHHAS 3alIUTa
CooTBeTcTBHE CIOXKHOCTHU MU(PPOBAHUS PEATbHBIM 1IEJIIM 3aIUTHI
CuMMeTpHYHbIE METO/IbI IU(POBaAHUS

AyTteHTu(duUKalMs ¢ HYJEBbIM pa3rialieHueM

7.2.2. TunoBsble 3aaHus ISl TEKYLIEro KOHTPOJIS

Yopaxuenue. Kak pasznoxuts 4832 Ha mpocThle MHOXKHUTENTH? 3aTeM BBIYHCIUTE (DYHKIIHIO
Diinepa i 3TOro YUcia AByMs CIIOCO0aMH.

Yopaxuenue. CocrtaBpTe MporpamMmy, KOTOpas MHpOBEpseT, SBISETCS JU 3 MepBOOOpPa3HBIM

KopHeM u3 17.

VYpaxxHeHue.

(HaMeHbINH) TIepBOOOpa3HBIN KOpeHb u3 177

C IIOMOILIBIO  KaKoOi (bYHKHHH cucteMbl MareMaTHKa MOKHO BBIYHCIUTH

Ynopaxxkuenue. Haiinute mo0bpiM 10CcTyHBIM Bam cioco6om ocTaTku OT JeNeHus 354y 324 ga 17.

Vnpaxnenue. CoctaBbTe nporpamMmy Ha sa3bike C# Uit mpoBepku, uTo npu a=54, b=24, p=17,
=3 BBIMOJIHAECTCS PAaBEHCTBO

VYipaxHeHnue.

(g mod p)? mod p = (q° mod p)* mod p.

HCIIOJIb30BAHHUEM KJIIKO4Ya, 3allMCAaHHOTO B ,Z[perfI 3aJJaHHBIN (baﬁn.

CocraBpTe mnporpammy MmupoBaHUs 3aJaHHOTO (Qailla MeToJIoM XOr
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VYnpaxnenue. B tekcroBoM (aiine 3amano 21 HaTypaqbHOE YHCIO, CPEOH KOTOPBIX HMEETCS
TOYHO OJHO OECHOBTOPHOE HYHCIIO, KaKJA0€ M3 OCTAIBHBIX BCTPEYAETCS UYETHOE YHUCIO pas.
CocrtaBbTe MporpaMmMy BBIYUCICHHS OECIIOBTOPHOTO YHUCIIA.

VYnpaxnenue. CoctaBbTe IPOrpaMMy BBIYMCIECHUS 3aKPHITOTO KIIIOYA.

VYnpaxuenue. llpuBenure npumep reHepaudd OTKPBITOTO M 3aKPBITOTO KIKOYa, OTIMYHBIA OT
MPUBEAEHHOTO HA 3aHATUSX.

7.2.3. TunoBble BONPOCHI /15l IPOMEKYTOYHOT0 KOHTPOJIS
OcHoBHBbIE 337]a4U KOJAUPOBAHMSL.

OObsicHUTE TEPMHUHBI: KOJUPOBAHUE, JEKOJUPOBAHUE, KOJbI, COOOIICHHS, YYAaCTBYIOIIHE B
(bopMyTUpOBKE 3a7ja4l KOJUPOBAHUSI.

®opmyimpoBka urpsel «HMM». J[Ba OCHOBHBIX BOmpoca.

Cohopmynupyiite He0OX0aUMbIE U AOCTATOYHBIE YCIOBHUS, MpU KOoTopbix urpa HUM Beiurpsiiza
JUI HAYMHAFOILETO.

IIycts wu3BectHo, uto wurpa HWUM Bemrpsnmaa st HaunmnHawomero. Cdhopmynupyite
BBIMTPBIITHYIO CTPATETHIO.

Kaknmu ocHOBHBIMU CBOMICTBaMHU JOJDKHA 0071a1aTh GyHKIMS KoaupoBanus F?

[Ipouecc mmudpoBaHuss MeTOJOM CiydallHBIX 4YHcen (C wucnoib3oBaHueMm xor). IIporecc
e poBaHUsL.

Kaxkue mudpsr HazpiBatoTcs cumMmeTpudHbiMu? [lpuBeauTe npumep.
KakuM ocHOBHBIM HeocTaTkoM 00samaet Meto mudpoBanus xor? OObsCHUTE.

Kto (otmpaButens wim mosydarenb COOOIIEHUI) U Kak (hOPMUPYIOTCS OTKPBITBIA W 3aKPBITHINA
KJII04Yu ?

[[IudpoBanre OTKPHITHIM KIF0YOM. KaKOBBI ACHCTBUS MOTydaTesi COOOMEHUH TOCIIe TeHepaIun
KIIrouei?

[[IudpoBanre OTKPHITHIM KITF0YOM. KakoBbI AEHCTBUS OTHPABUTENS COOOIICHMS?

Urto Bbl 3HaeTe 0 KpUNTOCTOMKOCTH MUGPOBAHUSA OTKPHITHIM KitouoM? Kakyro posb mpu 3ToM
urpaet 3agada «CocTaBHOE YUCIIO»?

Uro takoe «Iludposas moanuce»?

KomupoBanue ASCII u RLE (¢ ucnonb3oBanuem kodpdunuenton). Kakoil meTon cxumaer
nyuuie?

Ycnous npumenenust Merona Xaddmana s cxatusa. YTo 1aHo, 4TO TpeOyeTCs MOTYIHUTh?
Kak ctpoutcs nBoruHOE IepeBO MpU KOAUpOBaHUHM MeToAoM Xaddmana?

[Tycte npumensiercs metoq XaddmaHa U IBOUYHOE JAepPEBO MOCTpoeHo. Kak onpenemnstoTcs: KOsl
CHUMBOJIOB?

B gyem cyth MeToa Xaddmana? M3-3a yero npu 3ToM MeTO€ JOCTUraeTCsl Xopolee cxarue?
[Tycts nHpOpManus 3akoupoBana metogoM Xaddmana. [IpaBuio gexogupoBaHus.

Kakoe cBoiictBo Merona Xad¢pmana oOecrneynBaeT OJHO3HAYHOE JEKOJUPOBAHUE, a Kakoe —
ONTUMAJIbHOE C)KaTue nHpopmaru?

Oynkuus ditnepa. [Ipumepsl.
[TepBooOpa3Hblit KOpeHb. J[Ba onpeaeieHusl.

Anroput™ uddu-Xenamana s BBIYUCICHUS OOIIET0 CEKPETHOTO KITIoYa.
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W3noxuTe NpuurHbI, 10 KOTOPHIM B anroput™e [Iuddu-Xemmmana 370yMbIIIJICHHUK HE B CHIIAX
BBIUMCIIUTh CEKPETHBIN KoY. Kakyro pojib MpU 3TOM HUIpacT MCIOJIb30BAaHHE MPOCTOTO P U €ro
epBOOOPa3HOTO KOPHS (7

Wznoxute neiictBust Anucel B ipe3eHTanuu anroputma Juddu-Xemmana u o0bsICHUTE, TOYEMY
OHM IIPUBOJAT K BBIPAOOTKE OOIIEro CEKPETHOTO KIH0Ya.

Cdhopmymupyiite 3agaay, NP-niosHOTa KOTOPO# MOTIa OBI IOCTYXUTh MaTEMAaTHIECKOW OCHOBOM
Kkpunrocroitkoctu anropurma duddu-Xennmana. Kakoil «reopeTHdecKuin» pe3yapTaT MojaydeH B
MIPOTUBOTIOJIOKHOM HaIpaBiIeHUN?

7.2.4. BUaeThI K 3K3aMeHY (MTOroBbIii KOHTPOJIb)

buer 1
1. OcHoBHBIE 33J]a4l KOAUPOBAHUSL.
2. Yro takoe «{udposas noanuce»?

Vmpaxnenue. CocraBpTe mnporpammy uisi Mmeroma Xaddmana: BBECTH C KIaBHATYpPbI
MOCJIEI0BATEILHOCTh OYKB M IIM(P ¥ BHIBECTH B (haida TabIUITy KOJOB.

buner 2

1. OObsicHUTE TEPMUHBI: KOAUPOBAHHUE, NEKOAUPOBAHME, KOIbI, COOOLIECHUS, YYAaCTBYIOIIHE B
(hopMyTUPOBKE 3a/1a4U KOJTUPOBAHMUS.

2. UYrto Bbl 3HaeTe 0 KPUNTOCTOMKOCTH MU(PpOBaHUS OTKPHITHIM KitouoM? Kakyro poib mpu
3TOM Urpaert 3aaada «CocTaBHOE YUCIO»?

Vapaxuenue. CocraBbTe (QYHKIHIO JUIS MPOBEPKH, SABJISCTCS JHM 33JaHHOE YHCIO | MPOCTHIM.

Haiigure koau4ecTBO MPOCTHIX YKMCEN, HE MPEBBIIAIOIINX 3aJaHHOE N.

buner 3

1. ®opmynupoBka urpsl «<HUM». JIBa OCHOBHBIX BOMpoOca.

2. Kto (oTmpaBuTesns Wik MoJIydaTeslb COOOIICHH) B KaK (POPMHUPYIOTCSI OTKPBITBIA M 3aKPBITHIN

KJIFOUH?

VYopaxuenue. CoctaBbTe (DYHKIUIO A7 MPOBEPKH, SBIAIOTCA JIM 4YMUCIAa a U b B3aHUMHO

npocTteiMu. C ee MoMoIIbio HaauTe GyHKIUIo Ditnepa s 33.

buner 4

1. KakuMu OCHOBHBIMU CBOWMCTBAaMU J0JKHA 001a1aTh GYHKIMS KoaupoBaHus F?

2. IlIudpoBanue OTKPHITHIM KiIto4yoM. KakoBbl [OeHCTBUS moiydaTels COOOLICHHWM MocIe
reHEepaIy KIo4ein?
VYopaxuenue. CoctaBpTe mporpamMmy ansi werofa XaddmaHa: BBECTH C  KIaBUATYPbI
MOCJIEIOBATENTFHOCTh OYKB M IIM(p M BBHIBECTH HA JKpaH TaOIHIy KOJOB, pa3Merias B KaXIOu
CTPOKE CUMBOJI U €r0 KOJI.

buner 5
1. ITyctp mpumensiercs metro XaddmaHa U JBOMYHOE JepeBO mocTpoeHo. Kak ompenemnstorcs
KOJBI CHMBOJIOB?

2. Anroput™ uddu-Xemamana it BHIYUCICHUS 00IIEro CEKPETHOTO KITIoYa.

Vnpaxuenue. CocraBbTe mporpammy Ha sizblke C# i mpoBepku, uto npu a=54, b=24, p=17,
(=3 BBINOJIHAETCS PAaBEHCTBO



15

(q* mod p)? mod p = (¢ mod p)® mod p.
buner 6
1. Kakum oCHOBHBIM HEAOCTAaTKOM 00aaaeT Meto mudpoanus Xor? OObscHUTE.
2. Koguposanue ASCIl u RLE (¢ ucronb3oBanneM koddduimerToB). Kakoir MeToq cxxumaet
yuarie?

VYrpaxkunenue. Haiiute mo0bM JOCTYmHBIM Bam crioco6om ocTtatku ot aetenus 3% u 324 ma 17.

buner 7
1. Ilpouecc mudpoBaHUs METOAOM CiIydyalHbIX 4YHcen (C Hcmosb3oBaHMEeM XOr). Ilpomecc
nemrdpoBaHusl.

2. Ycnosus npuMmeHeHust Merosa Xapdmana ais cxatusd. Yto 1aHo, yTo TpeOyeTcs MOJIyduTh?

VYopaxuenue. CocraBbTe mnporpaMMmy IMmu@poBaHUs 3aJaHHOrO (aiima MeTogoM XOr c
WCIIOJIb30BAHUEM KITF0YA, 3aITMCAHHOTO B JPYTrOM 3alaHHbIN (Daii.
buier 8

1. Kak ctpoutcs qBordHOE JEpeBO P KOOUPOBaHUU MeTodoM Xaddhmana?

2. V3noxwure NMpUYMHBI, 1O KOTOpbIM B anroputme /luddu-Xennmana 370yMbIIUIEHHUK HE B
CUJIaX BBIYMCIIUTB CEKPETHBIN Kit0o4u. Kakyro poJib Ipu 3TOM UrpaeT UCIOJIb30BAaHUE IPOCTOrO P U
€ro rmepBooOpasHOro KopHs (?

VYopaxnenue. Kak paznoxuts 4832 Ha mpocThie MHOXHTENU? 3aTeM BBIYUCINATE (PYHKIIHIO
Diiniepa JJIst TOTO YKCIIa ABYMS CITIOCOOAMH.
buner 9

1. B uem cyth MmeTona Xaddmana? M3-3a yero mpu 3ToM METOJI€ IOCTUTAETCS XOpollee ckaTue?

2. W3noxure npeiictBus Ammchl B mpeseHTannu anroputMma Juddu-Xemmmana u oObsCHUTE,
MOYEeMY OHU IPUBOAT K BhIpaOOTKE OOIIET0 CEKPETHOrO KIII0Ya.

YupaxHenue. B texctoBom (aitie 3amano 21 HaTypallbHOE YHCIO, CPEAM KOTOPBIX HMEETCS
TOYHO OJHO OECIOBTOPHOE YHCIIO, KaXJ0€ M3 OCTAJbHBIX BCTPEYACTCS] YETHOE YHUCIO Pas.
CocraBbTe MporpamMmy BbIUUCICHHS] OECTIOBTOPHOTO YHCIIA.

buner 10

1. udpoBanue OTKPHITHIM KITI0YOM. KaKoBbI 1eHCTBUS OTIIPABUTENSI COOOIIEHUS?

2. Chopmymupyiitre 3amady, NP-momHoTta koTOpOii Moria Obl HMOCIHYXHTh MaTeMaTHYECKOM
OCHOBOIl kpunToctoiikoctu anroputma duddu-Xemnnmana. Kakoll «reopeTudeckuii» pe3yabTaT
MOJIY4YEeH B MPOTUBOIOJIOKHOM HaIlpaBJICHUU?

VYnpaxnenue. CocTaBbTe IPOrpaMMy BBIYMCIEHUS 3aKPBITOTO KIIIOYA.

7.3. MeToauyeckne MaTepHuaJibl, oNpeaesiiolue NpoueIypy OleHUBAHUS 3HAHUI, YMeHUI,
HABBIKOB M (WJIHM) ONBITA JEATEJbHOCTH, XapaKTEPH3YIOINHX 3Tanbl (OPMHPOBAHHUSA
KOMIIeTEeHI U

OOmmii pe3ynbTaT CKIaAbIBA€TCs U3 TEKYLIEro KOHTpos - 50% 1 mpoMeXyTOYHOTO KOHTPOJIS -
50%.

TexyImuii KOHTPOJIb 10 TUCHHUIINHE BKIIFOYAECT:

-- nocetenne 3ausatuii — 40%
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- BBITNIOJIHEHUE TEKYIIUX J1abopaTopHbIx 3aaanuii — 30 %

- BBITNIOJIHEHUE JIOMAITHUX (QyAUTOPHBIX) KOHTPOJIBHBIX padot — 30 %.
IIpomexyTOUHBIN KOHTPOJIb 110 AUCLUIUIMHE BKIIIOYACT:

- yetHbIN ompoc — 50 %,

- BBINIOJTHEHUE 1poekToB B Autodesk 3ds Max — 50 %.

8. YueOHO-MeTOAMYECKOE 00ecneyeHre TUCIUIITHHbI
a) azpec caifta
http://cathedra.dgu.ru/EducationalProcess.aspx?Value=18&id=6

0) OcHoOBHas JIUTEpaTypa:

1) Ilanerun B.®. MupopmanmonHas 06e30macHOCTh M 3ammra HHOOPMAUH [DICKTPOHHBIH
pecypc]/ Wlanerun B.d.— DOnektpon. TekctoBbie nanHbie.— CapartoB: IIpodoOpazoBanue,
2017.— 702 c.— Pexwum nmocryna: http://www.iprbookshop.ru/63594.html.— 5bC «IPRbooks»

2) Moposzos A.B. HudopmanmonHoe npaBo u wuHpopMmamuoHHas Oe3omacHocth. Yacte 1
[DnexTpoHHBIN pecypc]: yueOHUK aJisi MarucTpoB U acriupanTtoB/ Moposos A.B., @unatosa JI.B.,
[TomsaxkoBa T.A.— DOnekTpoH. TeKCTOBble AaHHble.— MockBa, CaparoB: Bcepoccuiickuii
rocynapctBeHHbli yHUBepcuteT roctuinu (PITA Muntocta Poccun), Aii [Tu Op Menua, 2016.—
436 c.— Pexxum pocryma: http://www.iprbookshop.ru/72395.html.— 3BC «IPRbooks»

3) . Kuyrt. UckyccTBo nporpammupoBanus it 9BM, 1. 2, Mup, 1977.

4) Monpnossn H.A., Monnossin A.A., EpemeeB M.A. Kpuntorpagus. OT npUMHUTUBOB K CUHTE3Y
anroputmoB. — BXB-IlerepOypr, 2014. — c. 446.

B) JlomonHuTENBHAS IUTEPATYPA:

1) Y4eOHO-METOaMUYECKOE TMOCOOHE IO BBHIMOJHEHHIO Ja00pAaTOPHBIX PadOT MO JUCHIIUILUIMHE
Metoasl W cpeacTBa 3allUThl KOMIBIOTEpHOW WHpOpManuu [DIEKTpOHHBIN pecypc]/ —
DJIEKTPOH. TEKCTOBBbIE MaHHble.— M.: MOCKOBCKHMI TEXHHMYECKUM YHHUBEPCUTET CBS3U U
nadopmaruku, 2016.— 55 ¢.— Pexxum gocryna: http:// www.iprbookshop.ru/61497.html.— 9bC
«IPRbooks»

2) Coxonos B.II. KoaupoBanwe B cucTeMax 3amuThl WHGOpPMAIMU [DICKTPOHHBIH pecypc]:
yuebnoe mocobue/ CoxosoB B.II.,, Tapacoa H.Il.— DnekTpoH. TeKCTOBBIC HaHHBIE.— M.:
MOCKOBCKHI TEXHUYECKUH YHUBEPCHUTET CBs3M W uHPopmatuku, 2016.— 94 c.— Pexum
nocrymna: http://www.iprbookshop.ru/61485.html.— 9BC «IPRbooks»

3) llanprun @.®. 3ammTa KOMIbIOTepHOU HHPOpManyu: 3(PpPeKTUBHBIE METOABI U CPEACTBA. —
M.:JIMK, 2012. — 542 c.

4) PocrtoBueB A.I'., Maxosenko E.b. Teoperuueckas kpunrorpadus. -- Cankrt-IletepOypr:
«IIpodeccuonany, 2015. -- 479 c.

9. IlepeyeHb pecypcoB HH(OPMALNMOHHO-TEJIEKOMMYHHUKAIIUOHHOH ceTH «HWHTepHeT»,
CMOCOOCTBYHOIIUX OCBOCHHUIO IV CHUNIMHBI

1) eLIBRARY.RU [3neKTpoHHbI pecypc]: aneKTpoHHan bubanoteka / Hayy. anekTpoH. 6-ka. — MockBa,
1999 — . Pexkum goctyna: http://elibrary.ru/defaultx.asp (gata obpauienuns: 01.11.2019). — As. pyc., aHrA.

2) Moodle [3neKTpoHHbI pecypc]: cucTema BMpTyaabHOro obydeHmnem: [6asa aaHHbIx] / dar. roc. yH-T. —
Maxaukana, r. — floctyn us cetu ArY unm, nocne perucTpaumm nU3 CeTU yH-Ta, U3 1060 TOUKKU, UMetoLLEen
AocTtyn B UHTepHeT. — URL: http://moodle.dgu.ru/ (nata obpauieHus: 01.11.2019).
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3) Dnexrponnsit katanor Hb JAT'Y [DnekTpoHHbIi pecype]: 0a3a TaHHBIX COJEPKUT CBEACHUS O
BCeX BUJIaxX JUT, noctynatonux B poun Hb JII'Y//larecranckuii roc. yH-T. — Maxaukana, 2010 —
Pexxum nocryna: http://elib.dgu.ru, ceobomubiit (naTa oopamenus: 01.11.2019).

4) Maremarudyeckue OcHOBHI 3amuthl uH(popmanuu // URL =http://window.edu.ru/catalog/
pdf2txt/128/78128/59040?p_page=14 ([lata npocmotpa: 01.11.2019).

5) Maremaruueckre MeTozbl 3amuTel nHGopmanuu // URL =http://www.sgu.ru/structure/ com-
putersciences/courses/bachelor-matematicheskie-metody-zashchity-informacii (/lata mpocmoTpa:
01.11.2019).

6) Maremaruyeckue ocHoBbI 3aummthl uHpopmamuu // URL = http://pandia.ru/text/79/234
/90844.php (darta mpocmotpa: 01.11.2019).

10. MeToanueckue YKazanusd 1Jist oﬁyqamumxca M0 YJIYYIICHUIO OCBOCHUS TUCHHUIIIMHBI

1) Pexomenayercs ckonmupoBaTh Ha Kadeape BUACOKYPCHI MO JUCHUIUIMHE M 3JIEKTPOHHBIE
MaTepHuasbl 10 JEKIHUAM.

2) YhpaXHEHHs 10 TEOPUU YHCEN, BBITOJHSAEMbIC MO0 TeMaM JUCIHUIUIUHBI, PEKOMEHIYETCS
BBITIOJTHUTH JIByMSI CIIOCOOaMHM, CpaBHHBAS PE3yJIbTaThl: ¢ ToMoIIbl0 CH-ITporpaMMHUpOBaHUS U C
ITOMOIIIBIO CUCTEMBI KOMIIBIOTEPHON MAaTEMATUKH.

3) Ipu cocraBnennu mporpamm Ha C# rcnons3oBath kiacce Biglnteger mist oneparuii ¢ auHHOM
LIEJIOYMCIIEHHOW MaTEMAaTUKOM.

4) TlockobKY NUCIUIUIMHA U3Y4aeTCs B IEPBOM CEMECTpE, T/I€ MPETyCMOTPEHA TaKKe M HAyYHO -
HCCIIeIOBATeNIbCKasl NMPAKTUKa MarucCTpaHTOB, TO PEKOMEHAYETCs YIUIOTHEHHOE pa3MelleHHe
JIEKIIMOHHBIX 3aHATUHA B PACTIUCAHUH C TEM, YTOOBI HE MPEPHIBATh KOMITAKTHBIA KypC U3 6 JICKITUH.

11. TIlepeyeHb WHGPOPMAUMOHHBLIX TEXHOJOIHH, MCIOJAb3yeMbIX TMPH OCYIIECTBJICHUU
o0pa3oBaTeIbHOr0 Mpolecca MO AWUCUMILVIMHE, BKJIOYasi IMepevyeHb MPOrPaMMHOIO
olecreyeHns] U MHPOPMAIHMOHHBIX CIPABOYHBIX CHCTEM

Jlns mpoBeieHus 3aHATHI ucnonb3yioTes cpeaa Visual Studio (ucmonbsyercs s3eik C#), cucrema
KOMIIbIOTEpHON MareMaTuku Mathematica u omeparmonnas cucrema Microsoft Windows, mis
OOIIEHUS CO CTYICHTaMH aKTUBHO HMCIIOJIB3YETCSl DIEKTPOHHAS TT0UTa.

Crynentam xomnupyioorcs 2 Buzaeo-ypoka (O uucinax ®dubonauyun u ['eHepanuu CEKpPEeTHOTO
KIII0Ya) U AJIEKTPOHHBIE MaTepuabl BceX 6 JEKIUH.

12. Onucanue MaTepHaJbHO-TEXHHUYECKOW 0a3bl, HEOOXOAMMON ISl OCYIIeCTBJIEHUS
00pa3oBaTeJILHOI0 Mpolecca Mo JMCUUIINHE

JIaGopaTopHbIC 3aHATHS MMPOBOAATCS B KOMIBIOTEPHBIX KJIacCaX ¢ COBPEMEHHBIM allapaTHbIM U
IPOrpaMMHBIM oOecreueHreM — Kiaacchl 3-66 u 3-67 ocHariensl coBpemennbsiMu 1K (OIT — 4Gb),
HOYTOYKOM ¥  MYJIbTUMEIUA-TIPOCKTOPOM, YCTAHOBJIICHO  HEOOXOJMMOE MpPOrpaMMHOE
obOecrieyenre. Ha  kaxmoil  JIGKIMM  UCIOJIB3YeTCS  CTAl[MOHAPHOE  MYJIbTUMEIUIHOE
MPE3CHTAI[MOHHOE 000PYIOBaHHE.


http://elib.dgu.ru/
http://window.edu.ru/catalog/%20pdf2txt/128/78128/59040?p_page=14
http://window.edu.ru/catalog/%20pdf2txt/128/78128/59040?p_page=14
http://www.sgu.ru/structure/%20computersciences/courses/bachelor-matematicheskie-metody-zashchity-informacii
http://www.sgu.ru/structure/%20computersciences/courses/bachelor-matematicheskie-metody-zashchity-informacii
http://pandia.ru/text/79/234%20/90844.php
http://pandia.ru/text/79/234%20/90844.php

	Цели изучения дисциплины:
	 освоение базовых методов защиты информации,
	 изучение алгоритмов кодирования,
	 повышение криптостойкости,
	 изучение математических принципов, лежащих в основе создания электронной подписи,
	 усвоение роли NP-полных задач в вопросах защиты информации.

